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	Feature / Item:
	Evolution of Cellular IoT security for the 5G System 

	Affects:
	UICC apps:

	ME:

x
	AN:

x
	CN:

x
	Others (specify):


	Expected Completion Date:
	June 2020 – SA#88

	Service(s) impacted:
	UE capability transfer procedure, Resumption of RRC connection from suspended RRC connection

	Specification(s) affected:
	TS 33.501, TS 33.401

	Task(s) within work which are not complete:
	1. Protection of UE capability transfer procedure for UEs using Control plane CIoT optimization.
2. Input parameters to the calculation of shortResumeMAC-I when UE is resuming the RRC connection from a suspended RRC connection.

	Consequences if not included in Release 16:
	Incomplete security specification


Abstract of document:

It is, hereby, requested that an exception to the completion date of 5G CIoT security work is granted, so that remaining contentious issues (below) can be resolved.
Contentious Issues:
1. Protection of UE capability transfer procedure for UEs using Control plane CIoT optimization. This will affect 3GPP TS 33.501 and 3GPP TS 33.401.

2. Input parameters to the calculation of shortResumeMAC-I when UE is resuming the RRC connection from a suspended RRC connection. This will affect 3GPP TS 33.501.

