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	Reason for change:
	The 3GPP security protocol profiles need regular updates to stay up to date and remain secure.

- When 3GPP modernized the IKEv2 profiling in Rel-13, the old legacy algorithms where kept as “shall be supported”, these can now be reduced to “may be supported”. BSI (Germany) does for example not recommend use of HMAC-SHA1 algorithms after 2019 and does not recommend use of 2048-bit MODP beyond 2022. 
- When further Child SAs are negotiated on the basis of the existing IKE-SA, this can according to RFC 7296 be performed by means of a new Diffie-Hellman exchange. Performing an additional Diffie-Hellman key exchange increases the security as is provides perfect forward secrecy and weak post-compromise security. This limits the impact of a key compromise.

Examples:

BSI (Germany) states that: “Using PFS is recommended in general.”
https://www.bsi.bund.de/EN/Publications/TechnicalGuidelines/tr02102/index_htm.html
NIST (US) notes that modern protocols like WPA3 offers PFS and writes that: 
“Perfect Forward Secrecy (PFS). IPsec endpoints create session keys that are changed frequently, typically once an hour.”

“Because the PFS option provides stronger security, it should be used unless the additional computational requirements of the additional DH key exchanged would pose a problem.”
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-77r1-draft.pdf
ANSSI (France) has even stronger wording and states that:
“If available, one shall activate the PFS property in IKEv2 second phase (a.k.a quick mode”) using a Diffie-Hellman key exchange or its elliptic curve variant.”

“It is recommended to force the periodic renewal of the keys, e.g. every hour and every 100 GB of data, in order to limit the impact of a key compromise.”

https://www.ssi.gouv.fr/uploads/2015/09/NT_IPsec_EN.pdf
Performance should not be a problem for 3GPP systems. Using the mandatory to support Diffie-Hellman group 19 (secp256r1 or P-256) a single x64 core can perform several thousands of Diffie-Hellman exchanges per second.

PFS should in the future likely be mandatory to use but as it may not be supported by some implementations, we suggest a should level for now.

	
	

	Summary of change:
	- The legacy algorithms in the IKEv2 profile are no longer mandatory to support.

- PFS should be used for the CREATE_CHILD_SA exchange.
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***
BEGIN CHANGES
***

5.4.2
Profiling of IKEv2 

The Internet Key Exchange protocol IKEv2 shall be supported for negotiation of IPsec SAs. The following additional requirements apply. 
General:
IKEv2 Configuration Payload as defined in RFC 7296 [43] should be supported.

Protocol support for High Availability as defined in RFC 6311 [42] should be supported.
For IKE_SA_INIT exchange:

The following algorithms are listed with their names according to [44].

Following algorithms shall be supported:


-
Confidentiality: AES-GCM with a 16 octet ICV with 128-bit key length;


-
Pseudo-random function: PRF_HMAC_SHA2_256;


-
Integrity: AUTH_HMAC_SHA256_128;


-
Diffie-Hellman group 19 (256-bit random ECP group) ;

Following algorithms should be supported:

-
Confidentiality: AES-GCM with a 16 octet ICV with 256-bit key length;

-
Pseudo-random function: PRF_HMAC_SHA2_384;

-
Diffie-Hellman group 20 (384-bit random ECP group).

NOTE 1:
 The IANA IKEv2 registry [44] contains further references for the algorithms listed.

For security reasons, the use of Diffie-Hellman MODP groups less than 2048-bit shall not be supported.

For IKE_AUTH exchange:

-
Authentication method 2 - Shared Key Message Integrity Code shall be supported;

-
IP addresses and Fully Qualified Domain Names (FQDN) shall be supported for identification;

-
Re-keying of IPsec SAs and IKE SAs shall be supported as specified in RFC 7296 [43].

-
In addition to the requirements defined in RFC 7296 [43], rekeying shall not lead to a noticeable degradation of service.

For the CREATE_CHILD_SA exchange: 

-
A DH key exchange should be used (giving Perfect Forward Secrecy) and the session keys should be changed frequently.
For reauthentication: 

-
Reauthentication of IKE SAs as specified in RFC 7296 [43] section 2.8.3 shall be supported;

-
A NE shall proactively initiate reauthentication of IKE SAs, and creation of its Child SAs, i.e. the new SAs shall be established before the old ones expire;

-
A NE shall destroy an IKE SA and its Child SAs when the authentication lifetime of the IKE SA expires;

NOTE 2:
NE actions related to reauthentication are controlled by locally configured lifetimes according to RFC 4301 [35]: a soft authentication lifetime that warns the implementation to initiate reauthentication, and a hard authentication lifetime when the current IKE SA and its Child SAs are destroyed.

-
In addition to the requirements defined in RFC 7296 [43], reauthentication shall not lead to a noticeable degradation of service.

***
END OF CHANGES
***

