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5.30	Support for non-public networks
[bookmark: _Toc20150083][bookmark: _Toc27846882]5.30.1	General
A Non-Public Network (NPN) is a 5GS deployed for non-public use, see TS 22.261 [2]. An NPN may be deployed as:
-	a Stand-alone Non-Public Network (SNPN), i.e. operated by an NPN operator and not relying on network functions provided by a PLMN, or
-	a Public network integrated NPN, i.e. a non-public network deployed with the support of a PLMN.
SNPN 5GS deployments are based on the architecture depicted in clause 4.2.3, the architecture for 5GC with untrusted non-3GPP access (Figure 4.2.8.2.1-1) for access to SNPN services via a PLMN (and vice versa) and the additional functionality covered in clause 5.30.2.
Interworking with EPS is not supported for SNPN.
Public network integrated NPNs can be enabled using network slicing (see Annex D).
[bookmark: _Toc20150084][bookmark: _Toc27846883]5.30.2	Stand-alone non-public networks
[bookmark: _Toc20150085][bookmark: _Toc27846884]5.30.2.1	Identifiers
The combination of a PLMN ID and Network identifier (NID) identifies an SNPN.
NOTE 1:	The PLMN ID used for SNPNs is not required to be unique. PLMN IDs reserved for use by private networks can be used for non-public networks, e.g. based on mobile country code (MCC) 999 as assigned by ITU [78]). Alternatively, a PLMN operator can use its own PLMN IDs for SNPN(s) along with NID(s), but registration in a PLMN and mobility between a PLMN and an SNPN are not supported using an SNPN subscription given that the SNPNs are not relying on network functions provided by the PLMN.
The NID shall support two assignment models:
-	Self-assignment: NIDs are chosen individually by SNPNs at deployment time (and may therefore not be unique) but use a different numbering space than the coordinated assignment NIDs as defined in TS 23.003 [19].
-	Coordinated assignment: NIDs are assigned using one of the following two options:
1.	The NID is assigned such that it is globally unique independent of the PLMN ID used; or
2.	The NID is assigned such that the combination of the NID and the PLMN ID is globally unique.
NOTE 2:	Which legal entities manage the number space is beyond the scope of this specification.
An optional human-readable network name helps to identify an SNPN during manual SNPN selection.
[bookmark: _Toc20150086][bookmark: _Toc27846885]5.30.2.2	Broadcast system information
NG-RAN nodes which provide access to SNPNs broadcast the following information:
-	One or multiple PLMN IDs
-	List of NIDs per PLMN ID identifying the non-public networks NG-RAN provides access to
NOTE 1:	It is assumed that an NG-RAN node supports broadcasting a total of twelve NIDs. Further details are defined in TS 38.331 [28].
NOTE°2:	The presence of a list of NIDs for a PLMN ID indicates that the related PLMN ID and NIDs identify SNPNs.
-	Optionally a human-readable network name per NID.
NOTE 3:	The human-readable network name per NID is only used for manual SNPN selection. The mechanism how human-readable network name is provided (i.e. whether it is broadcasted or unicasted) to the UE is specified in TS 38.331 [28].
-	Optionally information, as described in TS 38.300 [27], TS 38.331 [28] and in TS 38.304 [50], to prevent UEs not supporting SNPNs from accessing the cell, e.g. in case the cell only provides access to non-public networks.
[bookmark: _Toc20150087][bookmark: _Toc27846886]5.30.2.3	UE configuration and subscription aspects
An SNPN-enabled UE is configured with subscriber identifier (SUPI) and credentials for each subscribed SNPN identified by the combination of PLMN ID and NID.
A subscriber of an SNPN is either:
-	identified by a SUPI containing a network-specific identifier that takes the form of a Network Access Identifier (NAI) using the NAI RFC 7542 [20] based user identification as defined in TS 23.003 [19] clause 28.7.2. The realm part of the NAI may include the NID of the SNPN; or
-	identified by a SUPI containing an IMSI.
An SNPN-enabled UE supports the SNPN access mode. When the UE is set to operate in SNPN access mode the UE only selects and registers with SNPNs over Uu as described in clause 5.30.2.4.
Emergency services are not supported in SNPN access mode.
NOTE 1:	Voice support with emergency services in SNPN access mode is not specified in this release.
If a UE is not set to operate in SNPN access mode, even if it is SNPN-enabled, the UE does not select and register with SNPNs. A UE not set to operate in SNPN access mode performs PLMN selection procedures as defined in clause 4.4 of TS 23.122 [17]. For a UE capable of simultaneously connecting to an SNPN and a PLMN, the setting for operation in SNPN access mode is applied only to the Uu interface for connection to the SNPN. Annex D.4 provides more details.
NOTE 2:	Details of activation and deactivation of SNPN access mode are up to UE implementation.
[bookmark: _Toc20150088][bookmark: _Toc27846887]5.30.2.4	Network selection in SNPN access mode
When a UE is set to operate in SNPN access mode the UE does not perform normal PLMN selection procedures as defined in clause 4.4 of TS 23.122 [17].
UEs operating in SNPN access mode read the available PLMN IDs and list of available NIDs from the broadcast system information and take them into account during network selection.
For automatic network selection, the UE selects and attempts to register with the available SNPN identified by a PLMN ID and NID for which the UE has SUPI and credentials. If multiple SNPNs are available that the UE has respective SUPI and credentials for, then the priority order for selecting and attempting to register with SNPNs is based on UE implementation.
For manual network selection UEs operating in SNPN access mode provide to the user the list of NIDs and related human-readable names (if available) of the available SNPNs the UE has respective SUPI and credentials for.
NOTE:	The details of SNPN selection will be defined in TS 23.122 [17].
When a UE performs Initial Registration to an SNPN, the UE shall indicate the selected NID and the corresponding PLMN ID to NG-RAN. NG-RAN shall inform the AMF of the selected PLMN ID and NID.
[bookmark: _Toc20150089][bookmark: _Toc27846888]5.30.2.5	Network access control
If a UE performs the registration or service request procedure in an SNPN identified by a PLMN ID and a self-assigned NID and there is no subscription for the UE, then the AMF shall reject the UE with an appropriate cause code to temporarily prevent the UE from automatically selecting and registering with the same SNPN.
If a UE performs the registration or service request procedure in an SNPN identified by a PLMN ID and a coordinated assigned NID and there is no subscription for the UE, then the AMF shall reject the UE with an appropriate cause code to permanently prevent the UE from automatically selecting and registering with the same SNPN.
NOTE:	The details of rejection and cause codes will be defined in TS 24.501 [47].
In order to prevent access to SNPNs for authorized UE(s) in case of network congestion/overload, Unified Access Control information is configured per non-public network (i.e. as part of the subscription information that the UE has for a given non-public network).
[bookmark: _Toc20150090][bookmark: _Toc27846889]5.30.2.6	Cell (re-)selection in SNPN access mode
UEs operating in SNPN access mode only select cells and networks broadcasting both PLMN ID and NID of the selected SNPN.
NOTE:	Further details on the NR idle and inactive mode procedures for SNPN cell selection will be defined in TS 38.331 [28] and in TS 38.304 [50].
[bookmark: _Toc20150091][bookmark: _Toc27846890]5.30.2.7	Access to PLMN services via stand-alone non-public networks
To access PLMN services, a UE in SNPN access mode that has successfully registered with an SNPN may perform another registration via the SNPN User Plane with a PLMN (using the credentials of that PLMN) following the same architectural principles as specified in clause 4.2.8 and the SNPN taking the role of "Untrusted non-3GPP access". Annex D, clause D.3 provides additional details.
NOTE:	QoS differentiation in the SNPN can be provided on per-IPsec Child Security Association basis by using the UE or network requested PDU Session Modification procedure described in TS 23.502 [3] clause 4.3.3.2. In the PLMN, N3IWF determines the IPsec child SAs as defined in TS 23.502 [3] clause 4.12. The N3IWF is preconfigured by PLMN to allocate different IPsec child SAs for QoS Flows with different QoS profiles.
	To support QoS differentiation in the SNPN with network-initiated QoS, the mapping rules between the SNPN and the PLMN are assumed to be governed by an SLA including: 1) mapping between the DSCP markings for the IPsec child SAs on NWu and the corresponding QoS, which is the QoS requirement of the PLMN and is expected to be provided by the SNPN, and 2) N3IWF IP address(es) in the PLMN. The non-alteration of the DSCP field on NWu is also assumed to be governed by an SLA and by transport-level arrangements that are outside of 3GPP scope. The packet detection filters in the SNPN can be based on the N3IWF IP address and the DSCP markings on NWu.
	To support QoS differentiation in the SNPN with UE-requested QoS, the UE can request for an IPsec SA the same 5QI from the SNPN as the 5QI provided by the PLMN. It is assumed that UE-requested QoS is used only when the 5QIs used by the PLMN are from the range of standardized 5QIs. The packet filters in the requested QoS rule can be based on the N3IWF IP address and the SPI associated with the IPsec SA.
[bookmark: _Toc20150092][bookmark: _Toc27846891]5.30.2.8	Access to stand-alone non-public network services via PLMN
To access SNPN services, a UE that has successfully registered with a PLMN may perform another registration via the PLMN User Plane with an SNPN (using the credentials of that SNPN) following the same architectural principles as specified in clause 4.2.8 and the PLMN taking the role of "Untrusted non-3GPP access". Annex D, clause D.3 provides additional details.
NOTE:	QoS differentiation in the PLMN can be provided on per-IPsec Child Security Association basis by using the UE or network requested PDU Session Modification procedure described in TS 23.502 [3] clause 4.3.3.2. In the SNPN, N3IWF determines the IPsec child SAs as defined in TS 23.502 [3] clause 4.12. The N3IWF is preconfigured by SNPN to allocate different IPsec child SAs for QoS Flows with different QoS profiles.
	To support QoS differentiation in the PLMN with network-initiated QoS, the mapping rules between the PLMN and the SNPN are assumed to be governed by an SLA including: 1) mapping between the DSCP markings for the IPsec child SAs on NWu and the corresponding QoS, which is the QoS requirement of the SNPN and is expected to be provided by the PLMN, and 2) N3IWF IP address(es) in the SNPN. The non-alteration of the DSCP field on NWu is also assumed to be governed by an SLA and by transport-level arrangements that are outside of 3GPP scope. The packet detection filters in the PLMN can be based on the N3IWF IP address and the DSCP markings on NWu.
	To support QoS differentiation in the PLMN with UE-requested QoS, the UE can request for an IPsec SA the same 5QI from the PLMN as the 5QI provided by the SNPN. It is assumed that UE-requested QoS is used only when the 5QIs used by the SNPN are from the range of standardized 5QIs. The packet filters in the requested QoS rule can be based on the N3IWF IP address and the SPI associated with the IPsec SA.
[bookmark: _Toc20150093][bookmark: _Toc27846892]5.30.3	Public network integrated NPN
[bookmark: _Toc20150094][bookmark: _Toc27846893]5.30.3.1	General
Public network integrated NPNs are NPNs made available via PLMNs e.g. by means of dedicated DNNs, or by one (or more) Network Slice instances allocated for the NPN. The existing network slicing functionalities apply as described in clause 5.15. When an NPN is made available via a PLMN, then the UE has a subscription for the PLMN.
NOTE 1:	Annex D provides additional consideration to consider when supporting Non-Public Network as a Network Slice of a PLMN.
As network slicing does not enable the possibility to prevent UEs from trying to access the network in areas which the UE is not allowed to use the Network Slice allocated for the NPN, Closed Access Groups may optionally be used to apply access control.
A Closed Access Group identifies a group of subscribers who are permitted to access one or more CAG cells associated to the CAG.
CAG is used for the Public network integrated NPNs to prevent UE(s), which are not allowed to access the NPN via the associated cell(s), from automatically selecting and accessing the associated cell(s).
NOTE 2:	CAG is used for authorization at network/cell selection and configured in the subscription as part of the Mobility Restrictions i.e. independent from any S-NSSAI. CAG is not used as input to AMF selection nor Network Slice selection. If NPN isolation is desired, operator can better support NPN isolation by deploying network slicing for PNI-NPN, configuring dedicated S-NSSAI(s) for the given NPN as specified in Annex D, clause D.2 and restricting NPN's UE subscriptions to these dedicated S-NSSAI(s).
The following clauses describes the functionality needed for supporting CAGs.
[bookmark: _Toc20150095][bookmark: _Toc27846894]5.30.3.2	Identifiers
The following is required for identification:
-	A CAG is identified by a CAG Identifier which is unique within the scope of a PLMN ID;
-	A CAG cell broadcasts one or multiple CAG Identifiers per PLMN;
NOTE 1:	It is assumed that an NG-RAN node supports broadcasting a total of twelve CAG Identifiers. Further details are defined in TS 38.331 [28].
-	A CAG cell may in addition broadcast a human-readable network name per CAG Identifier:
NOTE 2:	The human-readable network name per CAG Identifier is only used for presentation to user when user requests a manual CAG selection.
[bookmark: _Toc20150096][bookmark: _Toc27846895]5.30.3.3	UE configuration, subscription aspects and storage
To support CAG, the UE may be pre-configured or  (re)configured with the following CAG information, included in the subscription as part of the Mobility Restrictions:
-	an Allowed CAG list i.e. a list of CAG Identifiers the UE is allowed to access; and
-	optionally, a CAG-only indication whether the UE is only allowed to access 5GS via CAG cells (see TS 38.304 [50] for how the UE identifies whether a cell is a CAG cell);
The HPLMN may configure or re-configure a UE with the above CAG information using the UE Configuration Update procedure for access and mobility management related parameters described in TS 23.502 [3] in clause 4.2.4.2.,
The above CAG information is provided by the HPLMN on a per PLMN basis. In a PLMN the UE shall only consider the CAG information provided for this PLMN.
The UE shall store the latest available CAG information for every PLMN for which it is provided and keep it stored when the UE is de-registered.
NOTE:	CAG information has no implication on whether and how the UE accesses 5GS over non-3GPP access.
[bookmark: _Toc20150097][bookmark: _Toc27846896]5.30.3.4	Network and cell (re-)selection, and access control
The following is assumed for network and cell selection, and access control:
-	The CAG cell shall broadcast information such that only UEs supporting CAG are accessing the cell (see TS 38.300 [27], TS 38.304 [50]);
NOTE 1:	The above also implies that cells are either CAG cells or normal PLMN cells.
-	In order to prevent access to NPNs for authorized UE(s) in case of network congestion/overload, existing mechanisms defined for Control Plane load control, congestion and overload control in clause 5.19 can be used, as well as the access control and barring functionality described in clause 5.2.5, or Unified Access Control using the access categories as defined in TS 24.501 [47] can be used.
-	For aspects of automatic and manual network selection in relation to CAG, see TS 23.122 [17];
-	For aspects related to cell (re-)selection, see TS 38.304 [50];
-	The Mobility Restrictions shall be able to restrict the UE's mobility according to the Allowed CAG list (if configured in the subscription) and include an indication whether the UE is only allowed to access CAG cells (if configured in the subscription);
-	During transition from CM-IDLE to CM-CONNECTED, if the UE is accessing the 5GS via a CAG cell, the UE shall provide the selected CAG Identifier to NG-RAN and the NG-RAN shall provide the CAG Identifier to the AMF:
-	The AMF shall verify whether UE access is allowed by Mobility Restrictions:
-	If the CAG Identifier received from the NG-RAN is part of the UE's Allowed CAG list, then the AMF accepts the NAS request;
-	If the CAG Identifier received from the NG-RAN is not part of the UE's Allowed CAG list, then the AMF rejects the NAS request with an appropriate cause code, whereas the UE removes that CAG Identifier, if it exists, from its Allowed CAG list, as defined in TS 24.501 [47]. The AMF shall then release the NAS signalling connection for the UE by triggering the AN release procedure; and
-	If the UE is accessing the network via a non-CAG cell and the UE's subscription contains an indication that the UE is only allowed to access CAG cells, then the AMF rejects the NAS request with an appropriate cause code, whereas the UE updates its local configuration, as defined in TS 24.501 [47]. The AMF shall then release the NAS signalling connection for the UE by triggering the AN release procedure.
-	During transition from RRC Inactive to RRC Connected state:
-	When the UE initiates the RRC Resume procedure for RRC Inactive to RRC Connected state transition in a CAG cell, NG-RAN shall reject the RRC Resume request from the UE if none of the CAG Identifiers supported by the CAG cell are part of the UE's Allowed CAG list according to the Mobility Restrictions received from the AMF.
-	When the UE initiates the RRC Resume procedure for RRC Inactive to RRC Connected state transition in a non-CAG cell, NG-RAN shall reject the UE's Resume request if the UE is only allowed to access CAG cells according to the Mobility Restrictions received from the AMF.
-	During connected mode mobility procedures:
-	Based on the Mobility Restrictions received from the AMF:
-	Source NG-RAN shall not handover the UE to a target NG-RAN node if the target is a CAG cell and none of the CAG Identifiers supported by the CAG cell are part of the UE's Allowed CAG list;
-	Source NG-RAN shall not handover the UE to a non-CAG cell if the UE is only allowed to access CAG cells;
-	Update of Mobility Restrictions:
-	When the AMF receives the Nudm_SDM_Notification from the UDM and the AMF determines that the Allowed CAG list or the indication whether the UE is only allowed to access CAG cells have changed;
-	The AMF shall update the Mobility Restrictions in the UE and NG-RAN accordingly; and
-	If the UE is currently accessing a CAG cell and the CAG Identifier(s) supported by the CAG cell have been removed from the Allowed CAG list or if the UE is currently accessing a non-CAG cell and the indication that the UE is only allowed to access CAG cells has been set in the subscription, then the AMF shall release the NAS signalling connection for the UE by triggering the AN release procedure.
NOTE 2:	When the UE is accessing the network for emergency service the conditions for AMF in clause 5.16.4.3 apply.
-	After UCU, the AMF may release the NAS signalling connection by triggering the AN release procedure to allow the UE to reselect a cell based on the updated Allowed CAG list and CAG-only indication, e.g., if the CAG Identifier of current cell is not part of the updated Allowed CAG list.
[bookmark: _Toc20150098][bookmark: _Toc27846897]5.30.3.5	Support of emergency services in CAG cells
Emergency Services are supported in CAG cells, for UEs supporting CAG, whether normally registered or emergency registered as described in clause 5.16.4 and TS 23.502 [3] clause 4.13.4.
A UE supporting CAG may camp on an acceptable CAG cell in limited service state as specified in TS 23.122 [17] and TS 38.304 [50].
NOTE:	Support for Emergency services requires the cell to only be connected to AMFs that supports emergency services.
During handover to a CAG cell, if the UE is not authorized to access the target CAG cell and has emergency services, the target NG-RAN node only accepts the emergency PDU sessions and the target AMF releases the non-emergency PDU connections that were not accepted by the NG-RAN node. Upon completion of handover the UE behave as emergency registered.
[bookmark: _Toc20150299][bookmark: _Toc27847107]Annex D (informative):
5GS support for Non-Public Network deployment options
[bookmark: _Toc20150300][bookmark: _Toc27847108]D.1	Introduction
This annex provides guidance on how 5GS features and capabilities can be used to support various Non-Public Network deployment options.
[bookmark: _Toc20150301][bookmark: _Toc27847109]D.2	Support of Non-Public Network as a network slice of a PLMN
The PLMN operator can provide access to an NPN by using network slicing mechanisms. The following are some considerations in such a PNI-NPN case:
1.	The UE has subscription and credentials for the PLMN;
2.	The PLMN and NPN service provider have an agreement of where the NPN Network Slice is to be deployed (i.e. in which TAs of the PLMN and optionally including support for roaming PLMNs);
3.	The PLMN subscription includes support for Subscribed S-NSSAI to be used for the NPN (see clause 5.15.3);
4.	The PLMN operator can offer possibilities for the NPN service provider to manage the NPN Network Slice according to TS 28.533 [79].
5.	When the UE registers the first time to the PLMN, the PLMN can configure the UE with URSP including NSSP associating Applications to the NPN S-NSSAI (in case the UE also is able to access other PLMN services);
6.	The PLMN can configure the UE with Configured NSSAI for the Serving PLMN (see clause 5.15.4);
7.	The PLMN and NPN can perform a Network Slice specific authentication and authorization using additional NPN credentials;
8.	The UE follows the logic as defined for Network Slicing, see clause 5.15;
9.	The network selection logic, access control etc are following the principles for PLMN selection; and
10.	The PLMN may indicate to the UE that the NPN S-NSSAI is rejected for the RA when the UE moves out of the coverage of the NPN Network Slice. However, limiting the availability of the NPN S-NSSAI would imply that the NPN is not available outside of the area agreed for the NPN S-NSSAI, e.g. resulting in the NPN PDU Sessions being terminated when the UE moves out of the coverage of the NPN Network Slice. Similarly access to NPN DNNs would not be available via non-NPN cells.
11.	In order to prevent access to NPNs for authorized UE(s) in case of network congestion/overload and if a dedicated S-NSSAI has been allocated for an NPN, the Unified Access Control can be used using the operator-defined access categories with access category criteria type (as defined in TS 24.501 [47]) set to the S-NSSAI used for an NPN.
[bookmark: _Toc20150302]12.	If NPN isolation is desired, it is assumed that a dedicated S-NSSAI is configured for the NPN and that the UE is configured to operate in Access Stratum Connection Establishment NSSAI Inclusion Mode a, b or c, see clause 5.15.9, such that NG-RAN receives Requested NSSAI from the UE and it can use the S-NSSAI for AMF selection.
[bookmark: _Toc27847110]D.3	Support for access to PLMN services via Stand-alone Non-Public Network and access to Stand-alone Non Public Network services via PLMN




Figure D.3-1: Access to PLMN services via Stand-alone Non-Public Network
NOTE 1:	The reference architecture in Figure D.3-1 and Figure D.3-2 only shows the network functions directly connected to the UPF or N3IWF and other parts of the architecture are same as defined in clause 4.2.
In order to obtain access to PLMN services when the UE is camping in NG-RAN of Stand-alone Non-Public Network, the UE obtains IP connectivity, discovers and establishes connectivity to an N3IWF in the PLMN.
In the Figure D.3-1, the N1 (for NPN) represents the reference point between UE and the AMF in Stand-alone Non-Public Network. The Nwu (for PLMN) represents the reference point between the UE and the N3IWF in the PLMN for establishing secure tunnel between UE and the N3IWF over the Stand-alone Non-Public Network. N1 (for PLMN) represents the reference point between UE and the AMF in PLMN.




[bookmark: _Hlk32742162]Figure D.3-2: Access to Stand-alone Non-Public Network services via PLMN
In order to obtain access to Non-Public Network services when the UE is camping in NG-RAN of a PLMN, the UE obtains IP connectivity, discovers and establishes connectivity to an N3IWF in the Stand-alone Non-Public Network.
In Figure D.3-2, the N1 (for NPN) represents the reference point between UE and the AMF in the Stand-alone Non-Public Network. The Nwu NWu (for NPN) represents the reference point between the UE and the N3IWF in the stand-alone Non-Public Network for establishing a secure tunnel between UE and the N3IWF over the PLMN. The N1 (for PLMN) represents the reference point between UE and the AMF in PLMN.
[bookmark: _Toc20150303][bookmark: _Toc27847111]D.4	Support for UE capable of simultaneously connecting to an SNPN and a PLMN
When a UE capable of simultaneously connecting to an SNPN and a PLMN is not set to operate in SNPN access mode, the UE only performs PLMN selection procedures as defined in clause 4.4 of TS 23.122 [17] using the Uu interface for connection to the PLMN.
A UE supporting simultaneous connectivity to an SNPN and a PLMN applies the network selection as applicable for the access and network for SNPN and PLMN respectively. Whether the UE uses SNPN or PLMN for its services is implementation dependent.
A UE supporting simultaneous connectivity to an SNPN and a PLMN applies the cell (re-)selection as applicable for the access and network for SNPN and PLMN respectively. Whether the UE uses SNPN or PLMN for its services is implementation dependent.
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