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3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
5GC	5G Core Network
5GLAN	5G Local Area Network
5GS	5G System
5G-AN	5G Access Network
5G-EIR	5G-Equipment Identity Register
5G-GUTI	5G Globally Unique Temporary Identifier
5G-BRG	5G Broadband Residential Gateway
5G-CRG	5G Cable Residential Gateway
5G-RG	5G Residential Gateway
5G-S-TMSI	5G S-Temporary Mobile Subscription Identifier
5G VN	5G Virtual Network
5QI	5G QoS Identifier
AF	Application Function
AMF	Access and Mobility Management Function
AS	Access Stratum
ATSSS	Access Traffic Steering, Switching, Splitting
ATSSS-LL	ATSSS Low-Layer
AUSF	Authentication Server Function
BSF	Binding Support Function
CAG	Closed Access Group
CAPIF	Common API Framework for 3GPP northbound APIs
CHF	Charging Function
CN PDB	Core Network Packet Delay Budget
CP	Control Plane
DL	Downlink
DN	Data Network
DNAI	DN Access Identifier
DNN	Data Network Name
DRX	Discontinuous Reception
DS-TT	Device-side TSN translator
ePDG	evolved Packet Data Gateway
EBI	EPS Bearer Identity
EUI	Extended Unique Identifier
FAR	Forwarding Action Rule
FN-BRG	Fixed Network Broadband RG
FN-CRG	Fixed Network Cable RG
FN-RG	Fixed Network RG
FQDN	Fully Qualified Domain Name
GFBR	Guaranteed Flow Bit Rate
GMLC	Gateway Mobile Location Centre
GPSI	Generic Public Subscription Identifier
GUAMI	Globally Unique AMF Identifier
HR	Home Routed (roaming)
IAB	Integrated access and backhaul
I-SMF	Intermediate SMF
LADN	Local Area Data Network
LBO	Local Break Out (roaming)
LMF	Location Management Function
LoA	Level of Automation
LPP	LTE Positioning Protocol
LRF	Location Retrieval Function
MCX	Mission Critical Service
MDBV	Maximum Data Burst Volume
MFBR	Maximum Flow Bit Rate
MICO	Mobile Initiated Connection Only
MPS	Multimedia Priority Service
MPTCP	Multi-Path TCP Protocol
N3IWF	Non-3GPP InterWorking Function
N5CW	Non-5G-Capable over WLAN
NAI	Network Access Identifier
NEF	Network Exposure Function
NF	Network Function
NGAP	Next Generation Application Protocol
NID	Network identifier
NPN	Non-Public Network
NR	New Radio
NRF	Network Repository Function
NSI ID	Network Slice Instance Identifier
NSSAA	Network Slice-Specific Authentication and Authorization
NSSAI	Network Slice Selection Assistance Information
NSSF	Network Slice Selection Function
NSSP	Network Slice Selection Policy
NW-TT	Network-side TSN translator
NWDAF	Network Data Analytics Function
PCF	Policy Control Function
PDR	Packet Detection Rule
PDU	Protocol Data Unit
PEI	Permanent Equipment Identifier
PER	Packet Error Rate
PFD	Packet Flow Description
PPD	Paging Policy Differentiation
PPF	Paging Proceed Flag
PPI	Paging Policy Indicator
PSA	PDU Session Anchor
QFI	QoS Flow Identifier
QoE	Quality of Experience
RACS	Radio Capabilities Signalling optimisation
(R)AN	(Radio) Access Network
RG	Residential Gateway
RIM	Remote Interference Management
RQA	Reflective QoS Attribute
RQI	Reflective QoS Indication
RSN	Redundancy Sequence Number
SA NR	Standalone New Radio
SBA	Service Based Architecture
SBI	Service Based Interface
SCP	Service Communication Proxy
SD	Slice Differentiator
SEAF	Security Anchor Functionality
SEPP	Security Edge Protection Proxy
SMF	Session Management Function
SMSF	Short Message Service Function
SN	Sequence Number
SNPN	Stand-alone Non-Public Network
S-NSSAI	Single Network Slice Selection Assistance Information
SSC	Session and Service Continuity
SSCMSP	Session and Service Continuity Mode Selection Policy
SST	Slice/Service Type
SUCI	Subscription Concealed Identifier
SUPI	Subscription Permanent Identifier
SV	Software Version
TAC	IMEI Type Allocation Code
TNAN	Trusted Non-3GPP Access Network
TNAP	Trusted Non-3GPP Access Point
TNGF	Trusted Non-3GPP Gateway Function
TNL	Transport Network Layer
TNLA	Transport Network Layer Association
TSC	Time Sensitive Communication
TSN	Time Sensitive Networking
TSP	Traffic Steering Policy
UCMF	UE radio Capability Management Function
UDM	Unified Data Management
UDR	Unified Data Repository
UDSF	Unstructured Data Storage Function
UL	Uplink
UL CL	Uplink Classifier
UPF	User Plane Function
URLLC	Ultra Reliable Low Latency Communication
URRP-AMF	UE Reachability Request Parameter for AMF
URSP	UE Route Selection Policy
VID	VLAN Identifier
VLAN	Virtual Local Area Network
W-5GAN	Wireline 5G Access Network
W-5GBAN	Wireline BBF Access Network
W-5GCAN	Wireline 5G Cable Access Network
W-AGF	Wireline Access Gateway Function
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[bookmark: _Toc27846876]5.29	Support for 5G LAN-type service
[bookmark: _Toc20150078][bookmark: _Toc27846877]5.29.1	General
The service requirements for 5G LAN-type service are specified in TS 22.261 [2].
A 5G Virtual Network (VN) group consists of a set of UEs using private communication for 5G LAN-type services.
[bookmark: _Toc20150079][bookmark: _Toc27846878]5.29.2	5G VN group management
5G System supports management of 5G VN Group identification and membership (i.e. definition of 5G VN group identifiers and membership) and 5G VN Group data (i.e. definition of 5G VN group data). The 5G VN Group management can be configured by a network administrator or can be managed dynamically by AF.
A 5G VN group is characterized by the following:
-	5G VN group identities: External Group ID and Internal Group ID is are used to identify the 5G VN group.
-	5G VN group membership: The 5G VN group members are uniquely identified by GPSI. The group as described in clause 5.2.3.3.1 of TS 23.502 [3] is applicable to 5G LAN-type services.
-	5G VN group data. The 5G VN group data may include the following parameters: PDU session type, DNN, S-NSSAI and Application descriptor.
In order to support dynamic management of 5G VN Group identification and membership, the NEF exposes a set of services to manage (e.g. add/delete/modify) 5G VN groups and 5G VN members. The NEF also exposes services to dynamically manage 5G VN group data.
A 5G VN group is identified by the AF using External Group ID. The NEF provides the External Group ID to UDM. The UDM maps the External Group ID to Internal Group ID. For a newly created 5G VN Group, an Internal Group ID is allocated by the UDM.
The NEF can retrieve the Internal Group ID from UDM via Nudm_SDM_Get service operation (External Group ID, Group Identifier translation), if needed for other purposes.
An External Group ID for a 5G VN group corresponds to a unique set of 5G VN group data parameters.
The 5G VN group configuration is either provided by OA&M or provided by an AF to the NEF.
When configuration is provided by an AF, the NEF service operations information flow procedure described in TS 23.502 [3] clause 4.15.6.2 applies for storing the 5G VN group identifiers, group membership information and group data in the UDR, as follows:
-	The NEF provides the External Group ID, 5G VN group membership information and 5G VN group data to the UDM.
-	The UDM updates the Internal Group ID-list of the corresponding UE's subscription data in UDR, if needed.
-	The UDM updates the Group Identifier translation in the Group Subscription data with the Internal Group ID, External Group ID and list of group members, if needed.
-	The UDM stores/updates the 5G VN group data (PDU session type, DNN and S-NSSAI, Application descriptor) in UDR.
NOTE:	It is assumed that all members of a 5G VN group belong to the same UDM Group ID. The NEF can select a UDM instance supporting the UDM Group ID of any of the member GPSIs of the 5G VN group.
If the a UE is member of a 5G VN Group, UDM retrieves UE subscription data and corresponding 5G VN group data from UDR, and provides the AMF and SMF with UE subscription data with 5G VN group data included.
The PCF generates URSP rules based on 5G VN group data. The PCF retrieves 5G VN group data from UDR. The PCF(s) that have subscribed to modifications of 5G VN group data receive(s) a Nudr_DM_Notify notification of data change from the UDR. The PCF receives at the UE Policy association establishment the Internal Group ID from the AMF, so that PCF identifies the 5G VN group data that needs to be used to generate URSP rules to the UE.
The A third- party AF may update the UE Identities of the 5G VN group at any time after the initial provisioning.
In this Release of the specification, the only a 1:1 mapping between DNN and 5G VN group is supported.
The PCF delivers 5G VN group configuration information (DNN, S-NSSAI, PDU session type) to the UE for each GPSI that belongs to a 5G-LAN group. The 5G VN group configuration information is delivered in the URSP from the PCF to the UE using the UE Configuration Update procedure for transparent UE Policy delivery as described in TS 23.502 [3] clause 4.2.4.3 and TS 23.503 [45] clause 6.1.2.2.
[bookmark: _Toc20150080][bookmark: _Toc27846879]5.29.3	PDU Session management
Session management as defined for 5GS in clause 5.6 is applicable to 5G-LAN-type services with the following clarification and enhancement:
-	A UE gets access to 5G LAN-type services via a PDU Session of IP PDU Session type or Ethernet PDU Session type.
-	A PDU Session provides access to one and only one 5G VN group
-	A dedicated SMF is responsible for all the PDU Sessions for communication of a certain 5G VN group. and SMF selection is described in clause 6.3.2.
-	During PDU session establishment procedure, SMF retrieves UE subscriber data related to 5G-LAN type service from the UDM based on the DNN provided by the UE. In order to realize N19 traffic routing, SMF correlates the PDU sessions for the same DNN, corresponding to the 5G VN group.
-	When generating the corresponding group-level N4 session rules, SMF creates the FAR and PDR based on the PDU session contexts of other group member UEs. SMF provisions the FAR and PDR for 5G VN communication to the UPF acting as PSA.
NOTE 1:	The network is configured so that the same SMF is always selected for a certain 5G VN group.
NOTE 2:	Having a dedicated SMF serving a 5G VN does not contradict that redundancy solutions can be used to achieve high availability.
-	A DNN and a S-NSSAI DNN is are associated with a 5G VN group.
-	The UE provides a DNN associated with the 5G VN group to access the 5G LAN-type services for that 5G VN, using the PDU Session Establishment procedure described in TS 23.502 [3], clause 4.3.2.
-	During establishment of the PDU Session, secondary authentication as described in clause 5.6.6 and in TS 23.502 [3], clause 4.3.2.3, may be performed in order to authenticate and authorize the UE for accessing the DNN associated with the 5G VN group. Authentication and authorization for a DNN using secondary authentication implies authentication and authorization for the associated 5G VN group. There is no 5G VN group specific authentication or authorization defined.
-	The SM level subscription data for a DNN and S-NSSAI available in UDM, as described in clause 5.6.1, applies to a the DNN and S-NSSAIDNN associated to a 5G VN group.
-	Session management related policy control for a DNN and S-NSSAI DNN as described in TS 23.502 [3], is applicable to a theDNN and S-NSSAI, DNN associated to a 5G VN group. This includes also usage of URSP, for the UE to determine how to route outgoing traffic to a PDU Session for a the DNN and S-NSSAI DNN associated to a 5G VN group.
-	Session and service continuity SSC mode 1, SSC mode 2, and SSC mode 3 as described in clause 5.6.9 are applicable to N6-based traffic forwarding of 5G VN communication within the associated 5G VN group under the same SMF.
-	A PDU Session provides unicast, broadcast and multicast communication for a the DNN and S-NSSAIDNN associated to a 5G VN group. The PSA UPF determines whether the communication is for unicast, broadcast or multicast based on the destination address of the received data, and performs unicast, broadcast or multicast communication handling.
[bookmark: _GoBack]-	During the PDU Session Establishment procedure, the SMF retrieves SM subscription data related to 5GLAN type service from the UDM as part of the UE subscription data for the DNN
[bookmark: _Toc20150081]-	In order to realize N19 traffic routing, the SMF correlates PDU sessions established to the same 5G VN group (identified by the DNN for 5G LAN-type service) and uses this to configure the UPF with the group level N4-session including packet detection and forwarding rules for N19 tunnelling forwarding.
[bookmark: _Toc27846880]5.29.4	User Plane handling
User Plane management as defined for 5GS in clause 5.8 is applicable to 5G LAN-type services with the following clarifications:
-	There are three types of traffic forwarding methods allowed for 5G VN communication:
-	N6-based, where the UL/DL traffic for the 5G VN communication is forwarded to/from the DN;
-	N19-based, where the UL/DL traffic for the 5G VN group communication is forwarded between PSA UPFs of different PDU sessions via N19. N19 is based on a shared User Plane tunnel connecting PSA UPFs of a single 5G VN group.
-	Local switch, where traffic is locally forwarded by a single UPF if this UPF is the common PSA UPF of different PDU Sessions for the same 5G VN group.
-	The SMF handles the user plane paths of the 5G VN group, including:
-	The SMF may prefer to select a single PSA UPF for as many PDU sessions (targeting the same 5G VN group) as possible, in order to implement local switch on the UPF.
-	(if needed) Establishing N19 tunnels between PSA UPFs to support N19-based traffic forwarding.
-	For Ethernet PDU Session, the SMF may instruct the UPF(s) to classify frames based on VLAN tags, and to add and remove VLAN tags, on frames received and sent on N6, as described in clause 5.6.10.2.
NOTE 1:	For handling VLAN tags to for traffic on N6, TSP ID could also be used as described in clause 6.2.2.6 of TS 23.503 [45].
Further description on User Plane management for 5G VN groups is available in clause 5.8.2.13.
When N6-based traffic forwarding is expected, after creation of a 5G VN group the AF can influence the traffic routing for all the members of the 5G VN group, by providing information identifying the traffic, DNAI(s) suitable for selection and an optional indication of traffic correlation together with a 5G VN External Group ID identifying the 5G VN group in an AF request sent to the PCF, as described in clause 5.6.7. If the optional indication of traffic correlation is provided, it means the PDU sessions of the 5G VN group member UEs should be correlated by a common DNAI in the user plane for the traffic. The PCF transforms the AF request into policies that apply to PDU Sessions of the 5G VN group and sends the policies to the SMF. According to the policies, the SMF (re)selects DNAI(s) for the PDU Sessions and configures their UP paths to route the traffic to the selected DNAI(s). If the policies include the traffic correlation indication, the SMF (re)selects a common DNAI for the PDU Sessions so that the traffic of the 5G VN group is routed to the common DNAI.
NOTE 2:	When receiving a new PDU session establishment request for a 5G VN group, to avoid unnecessary N19 tunnels between UPFs, SMF can check previously selected UPFs for the same 5G VN group , and decide whether a previously selected UPF could serve the requested PDU session.
The AF can influence the N6-based traffic forwarding for specific traffic flow(s) by providing Traffic Description information identifying the traffic, together with a 5G VN external group ID identifying the 5G VN group in an AF request sent to the PCF, as described in clause 5.6.7. The Traffic Description information contains the allowed address information for N6-based forwarding. The allowed address information may include one or more of the following:
-	Subnet address/mask(s);
-	VLAN ID(s);
-	MAC/IP address range or list;
-	Multicast/broadcast address(s).
The AF can also influence the N6-based traffic forwarding for traffic flow(s) with unknown destination address by providing the "match all" Traffic descriptor, an indication on whether to discard the traffic or route it via N6, together with a 5G VN external group ID identifying the 5G VN group in an AF request sent to the PCF, as described in clause 5.6.7.
The PCF transforms the AF request into PCC rules that apply to PDU Sessions of the 5G VN group and sends the PCC rules to the SMF. According to the PCC rules, the SMF generates and configures the N4 rules at group-level N4 Session to enable processing packets towards/from the DN. Furthermore, the SMF should decide to discard the traffic with unknown destination address or route it to N6 according to the indication for handling traffic with unknown destination address received in PCC rules or local policy.
NOTE 3:	The N19 tunnel(s) can be established between a new UPF and other UPF(s) that belongs to a 5G VN group when the new UPF is selected for the 5G VN group during PDU session establishment. The N19 tunnel(s) to an UPF can be released during or after PDU session release when there is no more PDU sessions for a 5G VN group in that UPF. Establishment or release of the N19 tunnels at the UPF is performed within a group-level N4 Session.
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[bookmark: _Toc20149870][bookmark: _Toc27846669]5.8.2.13	Support for 5G VN group communication
[bookmark: _Toc20149871][bookmark: _Toc27846670]5.8.2.13.0	General
The SMF may configure the UPF(s) to apply different traffic forwarding methods to route traffic between PDU Sessions for a single 5G VN group. For example, depending on the destination address, some packet flows may be forwarded locally, while other packet flows are forwarded via N19 and other packet flows are forwarded to N6.
The UPF local switching, N6-based forwarding and N19-based forwarding methods require that a common SMF is controlling the PSA UPFs for the 5G VN group.
Editor's note:	The above text may be updated based on eSBA outcome
5G VN group communication includes one to one communication and one to many communication. One to one communication supports forwarding of unicast traffic between two UEs within a 5G VN, or between a UE and a device on the DN. One to many communication supports forwarding of multicast traffic and broadcast traffic from one UE (or device on the DN) to many/all UEs within a 5G VN and devices on the DN.
Traffic forwarding within the 5G VN group is realized by using a UPF internal interface ("5G VN internal") and a two-step detection and forwarding process. In the first step, the packets received from any 5G VN group member (via it's PDU Session, via N6 or via N19) are forwarded to the UPF internal interface (i.e. Destination Interface set to "5G VN internal"). In the second step, PDRs installed at the UPF internal interface (i.e. Source Interface set to "5G VN internal") detect the packet and forward it to the respective 5G VN group member (via it's PDU Session, via N6 or via N19). The details of the PDR and FAR configuration are described in the following clauses.
For UEs belonging to the same 5G VN group and having PDU Sessions that correspond to N4 Sessions in the same PSA UPF, the following applies for traffic that is sent from one of these UEs to another one of these UEs using local switching: The incoming traffic for one PDU Session will match the corresponding N4 Session's PDR(s) of the source PDU Session (based on GTP-U header information). The traffic is then sent back to classification in that UPF (via the internal interface) and will match another N4 Session corresponding to the destination PDU Session (based on destination address in the PDU). The PDU is then forwarded to the target UE.
If 5G VN group members' PDU Sessions are served by different PSA UPFs and N19-based forwarding is applied, the SMF creates a group-level N4 Session with each involved UPF to enable N19-based forwarding and N6-based forwarding. When the traffic is then sent back to classification in that UPF (via the internal interface) it may match group-level N4 Session corresponding to the 5G VN group (based on destination address in the PDU or a default PDR rule with match-all packet filter). The PDU is then forwarded to N6 or to the UPF indicated in the group-level N4 Session via corresponding N19 tunnel. This enables the PDU to be sent to the target group member in the other UPF or to the device in the DN.
In the case of N19-based forwarding is not applied for a 5G VN group, group level N4 session is not required.
If more than one 5G VN group has to be supported in the PLMN, the N4 rule attribute Network Instance is used in addition to the UPF internal interface and set to a value representing the 5G VN group. This keeps the traffic of different 5G VN groups separate from each other and thus enables isolation of the 5G VN group communication during the packet detection and forwarding process. The SMF shall provide the PDRs and FARs related to the UPF internal interface as follows whenever more than one 5G VN group has to be supported in the PLMN:
-	The FAR with Destination Interface set to "5G VN internal" shall also contain the Network Instance set to the value representing the 5G VN group.
-	The PDR with Source Interface set to "5G VN internal" shall also contain the Network Instance set to the value representing the 5G VN group.
For Ethernet traffic on 5G-VN, the SMF acts as a central controller which is responsible for setting up the forwarding rules in the UPFs so that it avoids forwarding loops. The SMF becomes aware of the MAC addresses in use within a 5G VN group by the UPF's reporting of the MAC addresses. The SMF is responsible to react to topology changes in the Ethernet network. Local switching without SMF involvement is not specified for a 5G-VN when different PDU Sessions related with this 5G VN group may be served by a different PSA(s) connected over N19.
NOTE:	The mechanisms described above implies signalling on N4 Sessions related with a VN group each time a new MAC address is detected as used (or no more used) within a PDU Session related with this 5G VN group. Hence the usage of the solution defined in this release can raise signalling scalability issues for large VN groups with lots of devices (MAC addresses) served by PDU sessions related with this VN group.
[bookmark: _Toc20149872][bookmark: _Toc27846671]5.8.2.13.1	Support for unicast traffic forwarding of a 5G VN
To enable unicast traffic forwarding in a UPF, the following applies:
-	The SMF provides for each 5G VN group member's N4 Session (i.e. N4 Session corresponding to PDU Session) the following N4 rules that enable the processing of packets received from this UE.
-	in order to detect the traffic, a PDR containing Source Interface set to "access side", and CN Tunnel Information set to PDU Session tunnel header (i.e., N3 or N9 GTP-U F-TEID); and
-	in order to forward the traffic, a FAR containing Destination Interface set to "5G VN internal".
-	The SMF provides for each 5G VN group member's N4 Session (i.e. N4 session corresponding to PDU Session) the following N4 rules that enable the processing of packets towards this UE.
-	in order to detect the traffic, a PDR containing Source Interface set to "5G VN internal", and Destination Address set to the IP/MAC address (es) of this 5G VN group member; and
-	in order to forward the traffic, a FAR containing Outer Header Creation indicating the N3/N9 tunnel information, and Destination Interface set "access side".
-	If N19-based forwarding is applied, the SMF configures the group-level N4 Session for processing packets received from a N19 tunnel with the following N4 rules for each N19 tunnel.
-	in order to detect the traffic, a PDR containing Source Interface set to "core side", and CN Tunnel Information set to N19 tunnel header (i.e., N19 GTP-U F-TEID) ; and
-	in order to forward the traffic, a FAR containing Destination Interface set to "5G VN internal".
-	If N19-based forwarding is applied, the SMF configures the group-level N4 Session for processing packets towards 5G VN group members anchored at other UPFs with the following N4 rules for each N19 tunnel.
-	in order to detect the traffic, a PDR containing Source Interface set to "5G VN internal", and Destination Address set to the IP/MAC address (es) of UEs anchored at the peer UPF of this N19 tunnel; and
-	in order to forward the traffic to a 5G VN group member anchored at another UPF via the N19 tunnel, a FAR containing Outer Header Creation indicating the N19 tunnel information, Destination Interface set to "core side".
-	The SMF configures the group-level N4 Session for processing packets received from a 5G VN group member connected via N6 with the following N4 rules.
-	in order to detect the traffic, a PDR containing Source Interface set to "core side", and Source Address set to the IP/MAC address (es) of this 5G VN group member; and
-	in order to forward the traffic, a FAR containing Destination Interface set to "5G VN internal".
-	The SMF configures the group-level N4 Session for processing packets towards a 5G VN group member connected via N6 or packets towards a device residing in DN with the following N4 rules.
-	in order to detect the traffic, a PDR containing Source Interface set to "5G VN internal", and Destination Address set to the IP/MAC address (es) of this 5G VN group member or allowed address information for N6-based forwarding; and
-	in order to forward the traffic to the 5G VN group member or device via N6, a FAR containing Destination Interface set to "core side".
-	The SMF shall update N4 rules for group-level N4 Session to enable correct forwarding of packets towards UE who's PSA UPF has been reallocated and address is unchanged.
[bookmark: _Toc20149873]-	The SMF may also configure the following N4 rules for the group-level N4 Session to process packets with an unknown destination address:
-	in order to detect the traffic, a PDR containing Source Interface set to "5G VN internal", a match-all Packet Filter, and a Precedence set to the lowest precedence value; and
-	in order to process the traffic, a FAR containing Destination Interface set to "core side" to route the traffic via N6 by default, unless the indication in PCC rules or local policy explicitly requestes SMF to drop such packets using the FAR containing the instruction to drop the traffic; and optionally,
-	in order to report unknown destination address, a URR to trigger reporting of such events so that the SMF can configure the N4 rules to apply N19-based forwarding accordingly.
[bookmark: _Toc27846672]5.8.2.13.2	Support for unicast traffic forwarding update due to UE mobility
To enable the service continuity when the UPF PSA serving the UE changed, the following applies:
-	Kkeep the UE address unchanged if N6-based forwarding is not used.
-	Delete the PDR that detects the traffic towards this UE in the group-level N4 Session at UPFs involved in the 5G VN group (except the source UPF PSA).
-	Add the PDR that detects the traffic towards this UE in the group-level N4 Session at UPFs involved in the 5G VN group (except the target UPF PSA) to apply N19-based forwarding
[bookmark: _Toc27846673]5.8.2.13.3	Support for user plane traffic replication in a 5G VN
5.8.2.13.3.1	User plane traffic replication based on UPF internal functionality
For Ethernet PDU Sessions, the SMF may instruct the UPF to route traffic to be replicated as described in clause 5.8.2.5.
For IP PDU Session types, the SMF may instruct the UPF to manage IP multicast traffic as described in TS 23.316 [84], clause 4.6.6. The UPF replicates the IP multicast traffic received from PDU Sessions or N6 interface and sends the packets over other PDU Sessions and other N6 interface subscribed to the IP Multicast groups.
5.8.2.13.3.2	User plane traffic replication based on PDRs with replication instructions
Alternatively, for IP or Ethernet type data communication, the SMF instructs the UPF via PDRs and FARs how to replicate user plane traffic.
The mechanism is supported in the following conditions:
-	When N19 is used, there is a full mesh of N19 tunnels between UPFs serving the 5G VN group;
-	There is no support of forwarding packets with destination MAC address not known by SMF/UPF (i.e. no support for new UE MAC addresses from the UE during the PDU Session lifetime)
-	There is no support for forwarding a broadcast/multicast packet with source address not known to SMF/UPF.
-	Each UPF supports one N6 interface instance towards the data network, or only supports N19-based forwarding without N6;
-	Multicast group formation of selected members of a 5G VN is not described in this release of the specification.
In this case, when the UPF receives a broadcast packet of a 5G VN group from N19 or N6, it shall distribute it to all 5G VN group members connected to this UPF. When the UPF receives a broadcast packet from a UE (source UE) via PDU Session associated with a 5G VN group, it shall distribute it to:
-	All 5G VN group members (except the source UE) connected to this UPF via local switch, and
-	All 5G VN group members connected to other UPFs via N19-based forwarding, and
-	The devices on the DN via N6-based forwarding.
To enable broadcast traffic forwarding of a 5G VN group in a UPF, the following applies:
-	The SMF provides group-level N4 Session and each 5G VN group member' N4 Session with the PDR that detect the broadcast packet sent via "internal interface". When UPF receives the broadcast packets sent via "internal interface", it matches the broadcast packet against all PDRs installed at the "internal interface". A successful matching with a PDR that detect the broadcast packet instructs the UPF to continue the lookup of the other PDRs without higher precedence. A matching PDR that detects the broadcast packet shall instruct the UPF to duplicate the broadcast packet and perform processing (using associated FAR, URR, QER) on the copy instead of the original packet if the broadcast packet does not satisfy the packet replication skip information, otherwise the PDR instructs the UPF to skip the processing of the broadcast packet.
-	The broadcast packets received from N19 or N6 are forwarded to the UPF internal interface together with a N19 or N6 indication, GTP-U header can carry the N19 or N6 indication.
-	The SMF provides for each 5G VN group member' N4 Session (i.e. N4 session corresponding to PDU Session) the following N4 rules that enable the processing of broadcast packets towards this UE.
-	in order to detect the traffic, a PDR containing Source Interface set to "5G VN internal", Destination Address set to the broadcast address, the Packet replication skip information set to the IP/MAC address (es) of this 5G VN group member, and the indication to carry on matching; and
-	in order to forward the traffic, a FAR containing Outer Header Creation indicating the PDU Session tunnel information, and Destination Interface set "access side".
-	The SMF configures the group-level N4 Session for processing packets received from a N19 tunnel with the following N4 rules for each N19 tunnel.
-	in order to detect the traffic, a PDR containing Source Interface set to "core side", Destination Address set to the broadcast address, and CN Tunnel Information set to N19 tunnel header (i.e., N19 GTP-U TEID); and
-	in order to forward the traffic, a FAR containing Destination Interface set to "5G VN internal", Outer Header Creation with the N19 indication.
-	The SMF provides for the group-level N4 Session the following N4 rules that enable the processing of broadcast packets towards the other UPFs.
-	in order to detect the traffic, a PDR containing Source Interface set to "5G VN internal", Destination Address set to the broadcast address, the Packet replication skip information set to the N19 indication, and the indication to carry on matching; and
-	in order to forward the traffic to each involved UPF via the corresponding N19 tunnel, a FAR containing "Duplication" instruction, Outer Header Creation indicating the N19 tunnel information, Destination Interface set to "core side".
-	The SMF configures the group-level N4 Session for processing packets received from N6 with the following N4 rules.
-	in order to detect the traffic, a PDR containing Source Interface set to "core side", and Destination Address set to the broadcast address; and
-	in order to forward the traffic, a FAR containing Destination Interface set to "5G VN internal", Outer Header Creation with the N6 indication.
-	The SMF provides for the group-level N4 Session the following N4 rules that enable the processing of broadcast packets towards N6.
-	in order to detect the traffic, a PDR containing Source Interface set to "5G VN internal", a match-all packet filter, and the Packet replication skip information set to the N6 indication; and
-	in order to forward the traffic to N6, a FAR containing Destination Interface set to "core side".
In this case, to enable multicast traffic forwarding of a 5G VN group in a UPF, broadcast traffic forwarding of a 5G VN applies to multicast traffic forwarding of a 5G VN with the following modifications:
-	The SMF installs PDRs for the multicast address instead of the broadcast address.
-	The PDRs and FARs are installed for PDU Sessions corresponding to the members of the multicast group.
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