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Essential patents 
IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (https://ipr.etsi.org).
Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.
Trademarks
The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners. ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.
[bookmark: _Toc451525647][bookmark: _Toc484095737][bookmark: _Toc484095932][bookmark: _Toc486254151][bookmark: _Toc31036255]Foreword 
[bookmark: For_tbname][bookmark: For_voteonly][bookmark: For_standards][bookmark: For_procedure]This final draft ETSI Guide (EG) has been produced by ETSI Technical Committee Methods for Testing and Specifications (MTS), and is now submitted for the ETSI standards Membership Approval Procedure.
[bookmark: _Toc451525648][bookmark: _Toc484095738][bookmark: _Toc484095933][bookmark: _Toc486254152][bookmark: _Toc31036256]Modal verbs terminology 
In the present document "should", "should not", "may", "need not", "will", "will not", "can" and "cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of provisions).
"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
[bookmark: executive-summary][bookmark: _Toc31036257][bookmark: _Toc451525649][bookmark: _Toc484095739][bookmark: _Toc484095934][bookmark: _Toc486254153]Executive Summary
The present document offers a report of standardization activities for telecommunication interfaces and application programming interfaces based on the REpresentational State Transfer paradigm (RESTful APIs).
The guide collects conventions, methodology and design pattern from ETSI groups and from the industry and proposes consolidated guidelines to serve the complete lifecycle of standardization, from design to validation.
[bookmark: introduction][bookmark: _Toc31036258]Introduction
More and more telecommunication and digital interfaces are being implemented as software-based solutions. A well-known and largely adopted design methodology is taking place across several standardization activities: using the REpresentational State Transfer (REST) paradigm and resource-oriented protocols (e.g. HTTP(S), CoAP) or other possibly applicable protocols (MQTT, AMQ).
This phenomenon is becoming common practice in ETSI Technical Bodies (TBs) and Industry Specification Groups (ISGs) as well as in ETSI's Partnership Projects standardization activities, across several technologies, often quite different in scope and user community.
As adoption of standardizing RESTful APIs rises, it is becoming clear that specification of “RESTful APIs” needs to be:
· Fast, as the interfaces are simpler than other approaches and tend to have a shorter lifespan;
· Automatable, given the high number of conventions in the design of an API, parts of the specification, implementation and testing process are well suited to be automated;
· Developer friendly, since developers need support in the discovery and implementation of the interfaces by using tools and methodologies more closely aligned with software development.
In this regard, the present Guide for RESTful API specification and testing intends to support:
· Consolidation of efforts among different standardization groups and activities, who would be able to leverage from others’ experience;
· Delivery time of specifications to be spent on the design of the application level features, more than re-assessing the principles and details at a transport protocol level;
· Standards quality to meet the excellence expected in the whole lifecycle of standardization, such as design, specification, testability and interoperability validation.
Several TBs and ISGs have already specified RESTful APIs and documented their conventions and processes in group specific guidelines. Further initiatives will be carried out during the upcoming years by the same groups as well as new ones, therefore it’s strategic to align and consolidate the standardization efforts among ETSI membership.
[bookmark: scope][bookmark: _Toc31036259]1 Scope
The scope of the document is to present a methodology for specification and testing of RESTful APIs, i.e. telecommunication interfaces based on the Representational Transfer paradigm, suitable for application in the standardization context.
In particular, this guide is meant to serve the ETSI membership and groups in the effort to unify and consolidate the approaches and practices in current and future ETSI groups and Partnership Projects.
The Guide collects the best practices from standardization, industry and research in order to provide a modern and future-proofed approach to the subject.
The intended audience is primarily standardization groups at ETSI but the guide may also serve as reference for users and vendors in industry, with a special focus in Open Source communities.
The Guide recommendations on conventions, methodologies, design-patterns and architectural choices to be used in standardization of RESTful APIs, specification and execution of standardized conformance and interoperability test suites. 
[bookmark: _Toc31036260]2 References
Editor's note: TBD. 
[bookmark: _Toc31036261]3 Definitions of terms, symbols and abbreviations
[bookmark: definitions][bookmark: _Toc31036262]3.1 Definitions
For the purposes of the present document, the following terms apply:
<term>: definition of term
Editor's note: TBD.
[bookmark: symbols][bookmark: _Toc31036263]3.2 Symbols
Editor's note: TBD.
[bookmark: abbreviations][bookmark: _Toc31036264]3.3 Abbreviations
For the purposes of the present document, the following abbreviations apply:
DPC Dynamic Power Control
CCI Co-Channel Interference
API Application Programming Interface
BWC BackWard Compatible
CR Change Request
CRUD Create, Read, Update, Delete
CTC Change Type Code
EM Element Manager
ETag Entity Tag
ETSI European Telecommunication Standards Institute
GS Group Specification
HATEOAS Hypermedia As The Engine Of Application State
HTML HyperText Markup Language
HTTP HyperText Transfer Protocol
HTTPS HTTP Secure
IANA Internet Assigned Numbers Authority
IETF Internet Engineering Task Force
IFA InterFaces and Architecture
ISG Industry Specification Group
JSON JavaScript Object Notation
NBWC Non-BackWard Compatible
REST REpresentational State Transfer
RFC Request For Comments
RPC Remote Procedure Call
SOL SOLutions
TCP Transmission Control Protocol
TLS Transport Layer Security
URI Uniform Resource Identifier
XML eXtensible Markup Language
[bookmark: specification-methodologies-for-rest-api][bookmark: _Toc31036265]4 Specification methodologies for REST APIs
[bookmark: introduction-1][bookmark: _Toc31036266]4.1 Introduction
Editor's note: The preparation of the present clause is still in process.
Editor's note: This clause will contain the following:
· Main principles of REST APIs,
· (Optionally) Introduction on the Richardson models of REST API levels,
· Rerences and guidance on HTTP methods and their usage,
· Error reporting best practices and conventions.
[bookmark: api-specification-process][bookmark: _Toc31036267]4.2 API specification process
Editor's note: The preparation of the present clause is still in process.
Editor's note: This clause will contain the following:
· Presentation of an "OpenAPI-first" or "Digital first" process
· What is a description language for APIs, with references to Industry standards such as OpenAPI, Swagger, RAML, etc.
· How to use the OpenAPI for Standardized REST APIs
· Features of the language and recommendation on their usage
· How to use the language to specify provisions and so on (by means of TAGS, op identifiers etc.)
· Other metadata
· Usage of JSON SCHEMA
· Traceability and internal links in the document among operations
· Presentation of the benefits of the methodology
· Tool support (VCS, collaboration platforms)
· Basic Branching strategies
· Semi-automated validation techniques,
· Recommendations on avoiding inconsistencies and duplications.
· Presentation of a "Document-first" approach
· Presentation on the drawbacks of the approach, such as:
· Inconsistencies, maintenance overhead, dependencies management, effects on time to market
· On the basis of MTS 201 015 as a recommendation / motivation
· Presentation of a mapping with existing processes.
[bookmark: common-patterns][bookmark: _Toc31036268]4.3 Common Patterns
Editor's note: The preparation of the present clause is still in process.
Editor's note: This clause will contain the following:
· Filtering patterns,
· Paths (URI creation) patterns,
· Race conditions management and data loss avoidance (Etag),
· Resource version unique identifier,
· Collection selection (Attribute based selection mechanism),
· With the example of ISG MEC approach,
· Authorization and authentication,
· Non-CRUD operations.
[bookmark: naming-conventions][bookmark: _Toc31036269]4.4 Naming conventions
Editor's note: The preparation of the present clause is still in process.
Editor's note: This clause will contain the following:
· A list the conventions to be chosen by a group, i.e. topics and features of REST APIs that may require agreed conventions and where the APIs need to be coherent,
· Will not recommend or impose a specific convention,
· May "refer" or "identify" (i.e. name and classify) the most used conventions in industry.
[bookmark: versioning][bookmark: _Toc31036270]4.5 Versioning
Editor's note: The preparation of the present clause is still in process.
[bookmark: implementation][bookmark: _Toc31036271]4.6 Implementation
Editor's note: The preparation of the present clause is still in process.
Editor's note: This clause will contain the following:
· An explanation of which information is relevant for the users (implementers) of the standard aside from formal (OpenAPI) definitions.
[bookmark: testing-methodology-for-rest-apis][bookmark: _Toc31036272]5 Testing Methodology for REST APIs
Editor's note: The preparation of the present clause is still in process.
Editor's note: One of the major goals of the Guide is to allow efficient and effective testing methodologies. The guide therefore needs to keep aligned and focused on this part.
[bookmark: conformance-and-interoperability-testing][bookmark: _Toc31036273]5.1 Conformance and Interoperability Testing
Editor's note: The preparation of the present clause is still in process.
Editor's note: This clause will contain the following: 
· A short explanation of the differences and communalities in the context of test specification for RESTful APIs.
[bookmark: test-specification-development][bookmark: _Toc31036274]5.2 Test Specification Development
Editor's note: The preparation of the present clause is still in process.
Editor's note: This clause will contain the following: 
· Collecting and documenting RQs, ICS, IFS, 
· How to write the Test Purposes 
·  Starting from the general methodology developed in MTS 
· Analysing and documenting what is specific for the REST APIs, 
· (Optional) recommending not to re-invent TPs but to instantiate the templates proposed in this guide, 
· (Optional) providing a library of TDL-TO domain definitions for REST (HTTP), 
· How to develop Test Descriptions, 
· How to develop ATS.
[bookmark: test-deployment-and-execution][bookmark: _Toc31036275]5.3 Test Deployment and Execution
Editor's note: The preparation of the present clause is still in process.
Editor's note: This clause will contain the following: 
· Test configurations, 
· Generic vs specific Test Configurations, 
· Isolation / shared state between tests (test ordering), 
· Abstraction from Transport layers, 
· Libraries.
[bookmark: _Toc31036276]6 Tooling recommendations
Editor's note: The preparation of the present clause is still in process.
Editor's note: This clause will contain the following: 
· Presentation of a methodology to avoid producing openapis by hand (or in word), 
· Automated validation,
· Recommendations and references to the infrastructure within ETSI,
· With references from online resources such as SwaggerHub and OpenAPIs.tools.
[bookmark: _Toc31036277]7 Working Examples
Editor's note: The preparation of the present clause is still in process.
Editor's note: The present clause could be moved to a different part of a multipart document or to an annex of the present document.
Editor's note: This clause will contain the following: 
· OpenAPIs examples, 
· RQs, ICS, IFS examples,
· TP, TD examples, 
· TDL, TTCN-3, Robot,
· Applicability to different transports, 
· Compiling datatypes vs loading at run time, 
· Existing examples from ETSI Forge.
[bookmark: _Toc31036278]8 Survey of Activities at ETSI and Beyond
Editor's note: This clause will contain the following: 
· This could become a second part of a multi-part specifcation, 
· list and summarize relevant documents, 
· the clause is organized with one sub-clause for each base document, drafted on the basis of the Forms, summarizing the content and notable parts.
[bookmark: etsi-gs-mec-009-v2.1.1][bookmark: _Toc31036279]8.1 ETSI GS MEC 009 V2.1.1
ETSI GS MEC 009 V2.1.1 defines design principles for RESTful MEC service APIs, provides guidelines and templates for the documentation of these, and defines patterns of how MEC service APIs use RESTful principles. While the recommendations are intended to be technology implementation independent, the focus is on HTTP which is fully specified in the recommendations.
The list of recommendations in the document include conventions and best practices related to the specification structure (including Purpose, URIs + versions, Methods, Representations, Request and Response schemas, Links, Status codes), the specification of entry points (version, supported features, collections, resources, etc.), as well as security and privacy considerations (flow, anonymisation, authorisation).
Further templates and examples illustrate naming conventions, paths, and queries. The definition of supplementary OpenAPI specifications is recommended, however the base specifications always have precedence. Seventeen patterns for common operations are described. Normative templates and informative sequence diagrams are outlined.
[bookmark: etsi-gr-mec-dec-025-v2.1.1][bookmark: _Toc31036280]8.2 ETSI GR MEC-DEC 025 V2.1.1
ETSI GR MEC-DEC 025 specifies a testing framework defining a methodology for development of interoperability and/or conformance test strategies, test systems and the resulting test specifications for MEC standards and lists and prioritises the testable requirements. It builds upon NFV-TST 002, referencing content with applicable extensions and modifications.
It covers generic information regarding conformance and interoperability testing and indicates provisions regarding capabilities for ICS.
For conformance testing, it recommends informal TPs written in prose, optionally including graphical, tabular, or MSC contents for clarification. It recommends the use of TDL-TO for the specification of test purposes in a structured manner and provides some conventions and best practices.
For interoperability testing, it recommends the use of TDs in a tabular format and defines an interoperability test process for requirements assessment based on provisions from specifications.
[bookmark: draft-etsi-gs-mec-dec-032-1-v0.0.3][bookmark: _Toc31036281]8.3 Draft ETSI GS MEC-DEC 032-1 V0.0.3
ETSI GS MEC-DEC 032-1 applies the testing methodology guidelines and framework specified in ETSI GR MEC 025. It is a two part document where Part 1 specifies conformance test related information for the MEC service APIs including test requirements and Implementation Conformance Statement (ICS) and Part includes the Test Suite Structure (TSS) and Test Purposes (TPs) using TDL-TO.
NOTE: This document is still in the drafting stage as of the time of writing, therefore all comments are preliminary.
[bookmark: etsi-gs-cim-009-v1.2.1][bookmark: _Toc31036282]8.4 ETSI GS CIM 009 V1.2.1
ETSI GS CIM 009 V1.2.1 defines a standard API for Context Information Management enabling close to real-time access to information coming from many different sources, including performing updates on context, registering context providers, querying information on current and historic context information, and subscribing to receive notifications of context changes.
It outlines to three prototypical architectures (centralised, distributed, federated) where the APIs shall enable efficient support for all of them. Notable aspects of the specification include managing multi-attributes, temporal representations and properties, and geospatial properties. Query languages are defined for filtering entities and context sources, as well as filtering based on temporal and geospatial properties.
The specification provides some data representation restrictions and further conventions.
[bookmark: etsi-gs-qkd-014-v1.1.1][bookmark: _Toc31036283]8.5 ETSI GS QKD 014 V1.1.1
ETSI GS QKD 014 V1.1.1 describes a communication protocol and data format for a quantum key distribution (QKD) network to supply cryptographic keys to an application in order to allow interoperability of equipment from different vendors. While the QKD network can consist of a single link between a single QKD transmitter and a single QKD receiver, or it can be an extended network involving many such QKD links, the API defines a single interface for the delivery of key material to applications in both scenarios. The specification includes the data formats and the methods described in tabular format but no methodological information regarding the specification of the APIs.
[bookmark: etsi-ts-129-501-v15.3.0][bookmark: _Toc31036284]8.6 ETSI TS 129 501 V15.3.0
ETSI TS 129 501 V15.3.0 document defines the design principles and documentation guidelines for the RESTful 5GC SBI APIs. These principles are used for drafting stage 3 specifications for the 5G system. This document provides the facilities for design Principles for REST implementation including Rest API designs, the requirement for secure API design and REST implementation levels. The specifications include URI Conventions, resource modelling by using 4 different archetypes and provides the information about the changes in the API that are considered as backward compatible and those that are considered as backward incompatible. Backward compatible changes are additions or changes in the API that do not break the existing Service Consumer behaviour. While backward-incompatible changes are additions or changes in the API that break the existing Service Consumer behaviour. An example of OpenAPI Specification files is also provided. However, the base specifications always have precedence.
[bookmark: etsi-gs-nfv-sol-013-v2.6.1][bookmark: _Toc31036285]8.7 ETSI GS NFV-SOL 013 v2.6.1
ETSI GS NFV-SOL 013 v2.6.1 document specifies common aspects of RESTful protocols and common data models for NFV MANO interfaces specified in NFV SOL specifications (002, 003 and 005). This document provides recommendations regarding the HTTP usage (URI structure, Header fields), Result set control procedures, Effective error reporting mechanism, Authorization of API requests (OAuth 2.0, TLS certificate) and API versioning (Semantic versioning; Major.Minor.Patch). These recommendations apply mainly to V3 SOL specifications.
[bookmark: etsi-gs-nfv-sol-015-v0.4.0][bookmark: _Toc31036286]8.8 ETSI GS NFV-SOL 015 v0.4.0
ETSI GS NFV-SOL 015 v0.4.0 describes patterns and conventions for RESTful NFV-MANO API specifications, gives recommendations on API versioning and provides an API specification template. The provisions include the Naming conventions (Name, Strings, and URIs) and Patterns of HTTP methods related to CRUD (Create, GET, Update and Delete with HTTP methods), Non-CRUD (Task resource) and Asynchronous (with monitoring and without monitoring) operations.
This document defines provisions to be followed by the ETSI NFV Industry Specification Group (ISG) when creating RESTful NFV-MANO API specifications. The provisions do not apply to implementations.
The main difference between NFV SOL 013 and 015 is that NFV SOL 013 gives implementation level details while the recommendations provided in NFV SOL 015 are intended to be implementation independent.
[bookmark: etsi-gs-nfv-tst010-v2.4.1][bookmark: _Toc31036287]8.9 ETSI GS NFV TST010 v2.4.1
The goal ETSI GS NFV TST010 document is to specify the methodologies of conformance test including test descriptions for NFV implementations with interfaces specified in the following NFV specifications: ETSI NFV SOL 002 for the Ve-Vnfm, ETSI NFV SOL 003 for the Or-Vnfm and ETSI NFV SOL 005 for the Os-ma-nfvo reference point. ETSI NFV SOL deliverables specify a set of interfaces built on the RESTful approach and meant to be used over the HTTP protocol. The document defines the methodologies and the procedures with test descriptions to test the conformance of the exchanged HTTP payloads and the implementation of required actions for one or more of the available interfaces within a reference point.
The purpose of general conformance testing is to determine to what extent a single implementation of a particular standard conforms to the individual requirements of that standard. The document defines the System Under Test (SUT), Test Configurations and test Descriptions for the conformance testing of NFV SOL specification.
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Editor's note: The preparation of the present clause is still in process.
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