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********************  START of change 1 **********************
[bookmark: _Toc3886241][bookmark: _Toc26797607]8.5.4.1	Format of protected payloads
All protected payloads shall have the format defined in table 8.5.4.1-1:
Table 8.5.4.1-1: MCData Protected Payload message content
	Information Element
	Type/Reference
	Presence
	Format
	Length

	Message Type
	Message type
	M
	V
	1

	Date and Time
	Date and Time of creation of protected payload message.
	M
	V
	5

	[bookmark: _Hlk482071407]Payload ID
	The identifier for the payload.
	M
	V
	4

	Payload sequence number
	The sequence number of the protected payload.
	M
	V
	1

	Payload algorithm
	See 8.5.4.2
	M (NOTE 5)
	V
	1

	Signalling algorithm
	See 8.5.4.2
	O (NOTE 6)
	V
	1

	IV
	Initialisation vector (or nonce) for message
	M
	V
	16

	DPPK-ID
	Key identifier
	M
	V
	4

	Payload
	Protected Payload (Ciphertext)
	M
	TLV-E
	x

	MIKEY_SAKKE I-MESSAGE 
	DPPK(PCK) encapsulated within MIKEY_SAKKE I-MESSAGE
	O (NOTE 4)
	TLV-E
	x



Where ‘Payload' will be the encrypted and integrity-protected payload encoded in a binary format.
NOTE 1:	Date and Time is included as plaintext to allow the MCData server to order end-to-end protected messages and assess whether end-to-end protected messages may have expired.
[bookmark: _Hlk482071502]NOTE 2:	Payload ID and Payload sequence number allow protected payloads to be split over multiple SIP messages.
NOTE 3:	When file is distributed using HTTP, MCData Protected Payload message is distributed as part of protected FD Signalling Payload and the protected binary data representing the file is uploaded using HTTP.
NOTE 4	This information element applies only to off-network communications. It is optionally included, for example, when the originating client does not have an active PCK for the terminating client.
NOTE 5	This field applies to the protection of the data payload field.
NOTE 6	This field applies to the protection of the MCData signalling parameters field, Data signalling payload field, and End to end security parameters fields. This field defaults to DP_AES_128_GCM (as defined in clause 8.5.4.2) if not present.
[bookmark: _Toc3886242][bookmark: _Toc26797608]8.5.4.2	Encryption of protected payloads
Protection of payloads shall support the following algorithms (cipher suites):
Table 8.5.4.2-1: DP_AES_128_GCM algorithm parameters
	Parameter
	Value/Reference

	Algorithm ID
	DP_AES_128_GCM

	Cipher
	AEAD_AES_128_GCM (as defined in RFC 5116 [43])

	DPCK Key length
	128 bits

	IV length
	128 bits

	AEAD authentication tag length
	128 bits



Table 8.5.4.2-2: DP_AES_256_GCM algorithm parameters
	Parameter
	Value/Reference

	Algorithm ID
	DP_AES_256_GCM

	Cipher
	AEAD_AES_256_GCM (as defined in RFC 5116 [43])

	DPCK Key length
	256 bits

	IV length
	256 bits

	AEAD authentication tag length
	128 bits



In using the above cipher suites as defined in RFC 5116 [43], the plaintext, P, shall be the full original plaintext payload. The associate data (AD) shall be the Message Type, Date and Time, Payload ID, Payload sequence number, Algorithm, IV, and DPPK-ID fields within the MCData Protected Payload message content defined in clause 8.5.4.1.
[bookmark: _Toc3886243][bookmark: _Toc26797609]8.5.5	Payload authentication
Authenticated payloads shall have the format defined in table 8.5.5-1:
Table 8.5.5-1: MCData Authenticated Payload message content
	Information Element
	Type/Reference
	Presence
	Format
	Length

	Original Payload
	Original Payload (unchanged)
	M
	TLV-E
	x

	Algorithm
	Algorithm used to sign the message
	M
	V
	1

	Signing Data
	Signature data
	M
	TLV-E
	x

	Signature
	Based on algorithm
	M
	TLV-E
	x



The signature shall be on the entire payload excluding the value of the signature element. However, the type and length of the signature element shall be included in the signature. The signature value shall be encoded in binary format.
The ECCSI signature algorithm as defined in RFC 6507 [9] shall be supported by MC clients. 
The contents of the Signing Data field is determined by the signature algorithm. For ECCSI, the signing data shall be as defined in table 8.5.5-2:
Table 8.5.5-2: ECCSI Signing Data content
	Information Element
	Type/Reference
	Presence
	Format
	Length

	Signing UID
	Signers UID as defined in Annex F.2.1
	M
	TLV
	x

	Signing KMS
	Signer's KMS URI
	M
	TLV
	x



After signature vertification, the verifier shall extract the sender's URI from elsewhere in the message and check that this corresponds to the UID contained in the Signing UID field above. If not, signature verification shall have failed.
[bookmark: _Toc3886320][bookmark: _Toc26797686]********************  END of change 1 **********************
********************  START of change 2 **********************
[bookmark: _Toc3886297][bookmark: _Toc26797663]9.6.5.3	Off-network signalling
An EAR may be attached to any MONP signalling message to authenticate the origin of the message. The message then becomes an authenticated MONP message. Table 9.6.5.3-1 defines an authenticated MONP message.
Table 9.6.5.3-1: Authenticated MONP message
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Original MONP message
	See Clause 15 in TS 24.379.
	M
	x
	x

	
	Element for Authenticating Requests
	EAR
Annex J.1.2
	O
	TLV-E
	3-x



********************  END of change 2 **********************
********************  START of change 3 **********************
[bookmark: _Toc3886405][bookmark: _Toc26797772]D.3.5.1	Base XML schema
This clause contains the  XML schema  for KMS responses. This will validate Version '1.1.0' or '1.2.0' certificates: 
<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
            xmlns:ds="http://www.w3.org/2000/09/xmldsig#" 
            xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
            xmlns:krr="urn:3gpp:ns:mcsecKMSKRR:1.0"
            xmlns="urn:3gpp:ns:mcsecKMSInterface:1.0" 
            targetNamespace="urn:3gpp:ns:mcsecKMSInterface:1.0" 
            elementFormDefault="qualified" version="1.0">
  
  <xsd:import namespace = "http://www.w3.org/2000/09/xmldsig#" />
  <xsd:import namespace = "http://www.w3.org/2001/04/xmlenc#" />
  <xsd:import namespace ="urn:3gpp:ns:mcsecKMSKRR:1.0"/>
  
  <!-- Global elements -->
  <xsd:element name="KmsRequest" type="KmsRequestType" />
  <xsd:element name="SignedKmsRequest" type="SignedKmsRequestType"/>

  <xsd:element type="KmsResponseType" name="KmsResponse"/>
  <xsd:element type="SignedKmsResponseType" name="SignedKmsResponse"/>

  <!-- KMS Request Type definitions (see clause D.2.2) -->
  <xsd:complexType name = "KmsRequestType">
    <xsd:sequence>
      <xsd:element name="UserUri" type="xsd:anyURI"/>
      <xsd:element name="KmsUri" type="xsd:anyURI"/>
      <xsd:element name="Time" type="xsd:dateTime"/>
      <xsd:element name="ClientId" type="xsd:string" minOccurs="0"/>
      <xsd:element name="DeviceId" type="xsd:string" minOccurs="0"/>
      <xsd:element name="ClientReqUrl" type="xsd:anyURI"/>
      <xsd:element name="KrrList" type="krr:KmsRedirectResponseType" minOccurs="0"></xsd:element>
      <xsd:element name="ClientError" type="ErrorType" minOccurs="0"/>
      <!-- Can extend in another namespace - for more types of communication-->
      <xsd:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xsd:sequence>
    <xsd:attribute name="Id" type="xsd:string"/>
    <xsd:attribute name="Version" type="xsd:string" fixed="1.1.0"/>
    <xsd:anyAttribute namespace="##other" processContents="lax"/>
  </xsd:complexType>

  <xsd:complexType name="SignedKmsRequestType">
    <xsd:sequence>
      <xsd:element name="KmsRequest" type="KmsRequestType"/>
      <xsd:element ref="ds:Signature"/>
    </xsd:sequence>
    <xsd:attribute name="Id" type="xsd:string"/>
    <xsd:anyAttribute namespace="##other" processContents="lax"/>
  </xsd:complexType>

  <xsd:complexType name = "ErrorType">
    <xsd:sequence>
      <xsd:element type = "xsd:integer" name = "ErrorCode" maxOccurs = "1"/>
      <xsd:element type = "xsd:string" name = "ErrorMsg" maxOccurs = "1"/>
      <xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>
    </xsd:sequence>
    <xsd:attribute name = "Id" type = "xsd:string"/>
    <xsd:attribute name = "Version" type = "xsd:string"/>
    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>
  </xsd:complexType>

  <!-- KMS Response Type definitions (see clause D.2.3) -->
  <xsd:complexType name="KmsResponseType">
    <xsd:sequence>
      <xsd:element name="UserUri" type="xsd:anyURI"/>
      <xsd:element name="KmsUri" type="xsd:anyURI"/>
      <xsd:element name="Time"  type="xsd:dateTime"/>
      <xsd:element name="KmsId" type="xsd:string" minOccurs = "0"/>
      <xsd:element name="ClientReqUrl" type = "xsd:anyURI"/>
      <xsd:element name="KmsMessage" type="KMSMessage" minOccurs = "0" />
      <xsd:element name="KmsError" type="ErrorType" minOccurs = "0"/>
      <xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>
    </xsd:sequence>
    <xsd:attribute name="Id" type="xsd:string"/>
    <xsd:attribute name="Version" type="xsd:string" fixed="1.0.0"/>
    <xsd:anyAttribute namespace="##other" processContents="lax"/>
  </xsd:complexType>
  
 
  <xsd:complexType name="SignedKmsResponseType">
    <xsd:sequence>
      <xsd:element ref="KmsResponse"/>
      <xsd:element ref="ds:Signature" minOccurs="0"/>
    </xsd:sequence>
    <xsd:attribute name="Id" type="xsd:string"/>
    <xsd:anyAttribute namespace="##other" processContents="lax"/>
  </xsd:complexType>
  
  <xsd:complexType name="KMSMessage">
    <xsd:choice>
      <xsd:element name="KmsInit" type="KmsInitType"/>
      <xsd:element name="KmsKeyProv" type="KmsKeyProvType"/>
      <xsd:element name="KmsCertCache" type="KmsCertCacheType"/>
      <xsd:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xsd:choice>
    <xsd:anyAttribute namespace="##other" processContents="lax"/>
  </xsd:complexType>
  
  <xsd:complexType name="KmsInitType">
    <xsd:sequence>
      <xsd:choice>
        <xsd:element name="SignedKmsCertificate" type="SignedKmsCertificateType"/>
        <xsd:element name="KmsCertificate" type="KmsCertificateType"/>
      </xsd:choice>
      <xsd:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xsd:sequence>
    <xsd:attribute name="Id" type="xsd:string"/>
    <xsd:attribute name="Version" type="xsd:string"/>
    <xsd:anyAttribute namespace="##other" processContents="lax"/>
  </xsd:complexType>

  <xsd:complexType name="KmsKeyProvType">
    <xsd:sequence>
      <xsd:element name="KmsKeySet" type="KmsKeySetType" minOccurs="0" maxOccurs="unbounded"/>
      <xsd:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xsd:sequence>
    <xsd:attribute name="Id" type="xsd:string"/>
    <xsd:attribute name="Version" type="xsd:string" fixed="1.0.0"/>
    <xsd:anyAttribute namespace="##other" processContents="lax"/>
  </xsd:complexType>

  <xsd:complexType name="KmsCertCacheType">
    <xsd:sequence>
      <xsd:element name="SignedKmsCertificate" type="SignedKmsCertificateType" minOccurs="0" maxOccurs="unbounded"/>
      <xsd:element name="KmsCertificate" type="KmsCertificateType" minOccurs="0" maxOccurs="unbounded"/>
      <xsd:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xsd:sequence>
    <xsd:attribute name="Id" type="xsd:string"/>
    <xsd:attribute name="Version" type="xsd:string" fixed="1.0.0"/>
    <xsd:attribute name="CacheNum" type="xsd:integer"/>
    <xsd:anyAttribute namespace="##other" processContents="lax"/>
  </xsd:complexType>

  <!-- KmsCertificate definition - see clause D.3.2.2 -->
  <xsd:element name = "KmsCertificate" type = "KmsCertificateType"/>
  <xsd:complexType name = "KmsCertificateType">
    <xsd:sequence>
      <xsd:element name="CertUri" type="xsd:anyURI" minOccurs = "0"/>
      <xsd:element name="KmsUri" type="xsd:anyURI"/>
      <xsd:element name="Issuer" type="xsd:string" minOccurs = "0"/>
      <xsd:element name="ValidFrom" type="xsd:dateTime" minOccurs = "0"/>
      <xsd:element name="ValidTo" type="xsd:dateTime" minOccurs = "0"/>
      <xsd:element name="Revoked" type="xsd:boolean" minOccurs = "0"/>
      <xsd:element name="UserIdFormat" type="xsd:string"/>
      <xsd:element name="UserKeyPeriod" type="xsd:integer"/>
      <xsd:element name="UserKeyOffset" type="xsd:integer"/>
      <xsd:element name="PubEncKey" type="xsd:hexBinary"/>
      <xsd:element name="PubAuthKey" type="xsd:hexBinary"/>
      <xsd:element name="ParameterSet" type="xsd:integer" minOccurs = "0"/>
      <xsd:element name="KmsDomainList" minOccurs = "0">
        <xsd:complexType>
          <xsd:sequence>
            <xsd:element type = "xsd:anyURI" name = "KmsDomain" maxOccurs = "unbounded"/>
          </xsd:sequence>
        </xsd:complexType>
      </xsd:element>
      <xsd:any namespace = "##other" processContents = "lax" minOccurs = "0" maxOccurs = "unbounded"/>
    </xsd:sequence>
    <xsd:attribute name = "Id" type = "xsd:string"/>
    <xsd:attribute name = "Version" type = "xsd:string"/>
    <xsd:attribute name = "Role" type = "RoleType"/>
    <xsd:attribute name = "IsSecurityGateway" type = "xsd:boolean" use="optional"/>
    <xsd:anyAttribute namespace = "##other" processContents = "lax"/>
  </xsd:complexType>

  <xsd:simpleType name = "RoleType">
    <xsd:restriction base = "xsd:string">
      <xsd:enumeration value = "Root"/>
      <xsd:enumeration value = "External"/>
    </xsd:restriction>
  </xsd:simpleType>

  <xsd:element name="SignedKmsCertificate" type="SignedKmsCertificateType"/>
  <xsd:complexType name="SignedKmsCertificateType">
    <xsd:sequence>
      <xsd:element name="KmsCertificate" type="KmsCertificateType"/>
      <xsd:element ref="ds:Signature" minOccurs="0"/>
    </xsd:sequence>
    <xsd:attribute name="Id" type="xsd:string"/>
    <xsd:anyAttribute namespace="##other" processContents="lax"/>
  </xsd:complexType>
  
  <xsd:element name="KmsKeySet" type="KmsKeySetType"/>

  <xsd:complexType name = "KmsKeySetType">
    <xsd:sequence>
      <xsd:element name="KmsUri" type="xsd:anyURI"/>
      <xsd:element name="CertUri" type="xsd:anyURI" minOccurs = "0"/>
      <xsd:element name="Issuer" type="xsd:string" minOccurs = "0"/>
      <xsd:element name="UserUri" type="xsd:anyURI"/>
      <xsd:element name="UserID" type="xsd:string"/>
      <xsd:element name="ValidFrom" type="xsd:dateTime" minOccurs = "0"/>
      <xsd:element name="ValidTo" type="xsd:dateTime" minOccurs = "0"/>
      <xsd:element name="KeyPeriodNo" type="xsd:integer"/>
      <xsd:element name="Revoked" type="xsd:boolean" minOccurs = "0"/>
      <xsd:element name="UserDecryptKey" type="abstractKeyContentType"/>
      <xsd:element name="UserSigningKeySSK" type="abstractKeyContentType"/>
      <xsd:element name="UserPubTokenPVT" type="abstractKeyContentType"/>
    </xsd:sequence>
    <xsd:attribute name="Id" type="xsd:string"/>
    <xsd:attribute name="Version" type="xsd:string" fixed="1.1.0"/>
    <xsd:anyAttribute namespace="##other" processContents="lax"/>
  </xsd:complexType>

  <xsd:complexType name="abstractKeyContentType" abstract="true" mixed="true" />
  
  <xsd:complexType name = "KeyContentType">
    <xsd:simpleContent>
      <xsd:restriction base = "abstractKeyContentType">
        <xsd:simpleType>
          <xsd:restriction base="xsd:hexBinary"></xsd:restriction>
        </xsd:simpleType>
      </xsd:restriction>
    </xsd:simpleContent>
  </xsd:complexType>

  <xsd:complexType name="EncKeyContentTypeMixed" mixed="false" abstract="true">
    <xsd:complexContent>
      <xsd:restriction base="abstractKeyContentType">
        <xsd:sequence>
        </xsd:sequence>
      </xsd:restriction>
    </xsd:complexContent>
  </xsd:complexType>

  <xsd:complexType name="EncKeyContentType">
    <xsd:complexContent>
      <xsd:extension base="EncKeyContentTypeMixed">
        <xsd:sequence>
          <xsd:element ref="xenc:EncryptedKey"/>
        </xsd:sequence>
      </xsd:extension>
    </xsd:complexContent>
  </xsd:complexType>

  <xsd:complexType name="KmsInitTkIkType">
    <xsd:complexContent>
      <xsd:extension base="KmsInitType">
        <xsd:sequence>
          <xsd:element type="EncKeyContentType" name="NewTransportKey" maxOccurs="unbounded" minOccurs="0"/>
          <xsd:element type="EncKeyContentType" name="NewIntegrityKey" maxOccurs="unbounded" minOccurs="0"/>
        </xsd:sequence>
      </xsd:extension>
    </xsd:complexContent>
  </xsd:complexType>

  <xsd:complexType name = "KmsKeyProvTkIkType">
    <xsd:complexContent>
      <xsd:extension base="KmsKeyProvType">
        <xsd:sequence>
          <xsd:element type="EncKeyContentType" name="NewTransportKey" maxOccurs="unbounded" minOccurs="0"/>
          <xsd:element type="EncKeyContentType" name="NewIntegrityKey" maxOccurs="unbounded" minOccurs="0"/>
        </xsd:sequence>
      </xsd:extension>
    </xsd:complexContent>
  </xsd:complexType>
  
[bookmark: _Toc26797773][bookmark: _Toc3886406]</xsd:schema>
D.3.5.2	Security extension to KMS response XML schema
Security extensions to the base XML schema are given as part of the KMS Response Schema in clause D.3.5.1.
********************  END of change 3 **********************

