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1. Overall Description:

SA2 has discussed further on the issue of AMF reallocation via RAN re-routing in the context of network slice isolation.

A number of proposals for Rel-16 have been submitted to SA2#136ah, but SA2 could not reach consensus on any of these proposals:
-
One alternative was proposing to reject the UE Registration request while still providing the Allowed NSSAI, and ask the UE to re-register, overriding for this re-registration the privacy setting for the NSSAI (i.e. the UE shall send the NSSAI in Access Stratum independently of the setting of the Access Stratum Connection Establishment NSSAI Inclusion Mode) and using the SUCI.

Concerns were expressed about the such inclusion of the NSSAI in the clear in RRC signalling even when the NSSAI Inclusion mode could indicate it should not be included, thus temporarily infringing the NSSAI privacy, for the benefit of accessing the right AMF set when the UE re-registers In addition, this proposal impacts the UE.
-
Another alternative was proposing to re-purpose the NSSF to act as a "well-connected NF" to provide parts of the UE context between initial and target AMF, including the NAS security context.

Concerns were expressed about the level of achievement on network slice isolation, considering that the AMF of the network slice is not properly isolated from the rest of the network, because the AMF can still be reached from AMFs belonging to other slices. In addition, this proposal modifies the functionality of the NSSF.
-
Alternatively, the existing Rel-15 architecture allows to purpose certain AMFs to act as "well-connected NF" within the network and configure the RAN to select them as initial AMF (list of default AMFs) when not enough information is available to route directly the request to the proper target AMF, avoiding the problem in the first place when initial AMF is such "well-connected-NF".

Concerns were expressed about the level of achievement on network slice isolation, considering that the AMF of the network slice is not properly isolated from the rest of the network,  because the AMF can still be reached from AMFs belonging to at least some other slices which need to have N14 connectivity with this isolated slice, and that this might not address some cases when the UE requests change of network slices that leads to change of AMF.
During the work on eNS in Rel-16, network slice isolation was considered in the context of a UE not being able to use simultaneously network slices that are isolated from each other (but not necessarily isolated against all other network slices or NFs), whereas the context of the discussion here some companies consider network slice isolation to be preventing any signalling between AMFs belonging each to slices isolated from each other, and even more, isolated from any NF not belonging to the network slice.
SA2 lacks clarity regarding what network slice isolation is really expected to mean from SA3 angle and the impacts on the selection of a solution for AMF Reallocation.  For instance, why is it important to avoid support of N14 (AMF-AMF interactions) for network slice isolation? Which security threat is avoided by removing the support of N14 within a PLMN? Would privacy loss be acceptable for the benefit of accessing directly the right AMF?
SA2 invites SA3 to provide definition of the necessary isolation requirements from SA3 perspective and the security aspects or solutions that SA2 needs to take into account, and for feedback on the scenarios where network slice isolation takes place in a PLMN, and the security impacts that derive from it. Other proposals to resolve the issue are also welcome.
2. Actions:

To SA3 group.

ACTION 1:
SA2 asks SA3 to take the above into account, clarify the scenarios and security impacts of network slice isolation including the security risks of supporting N14 between network slices, and provide their conclusions to SA2.
ACTION 2:
SA2 asks SA3 to provide feedback as to whether infringement of NSSAI privacy settings during the registration procedure at the benefit of directly accessing an Isolated Network slice is acceptable.
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