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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the 1st Change ****************
[bookmark: _Toc22551119][bookmark: _Toc22551968][bookmark: _Toc22545429][bookmark: _Toc22546700][bookmark: _Toc19542453]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TS 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501 (Release 15): "Security architecture and procedures for 5G system".
[3]	3GPP TS 23.501: "System Architecture for the 5G System".
[4]	3GPP TS 33.122: " Security aspects of Common API Framework (CAPIF) for 3GPP northbound APIs".
[5]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[6]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
*************** Start of the 2nd Change ****************
[bookmark: _Toc22551127][bookmark: _Toc22551977][bookmark: _Toc22545439][bookmark: _Toc22546710]4.2.2	Security functional requirements on the NEF deriving from 3GPP specifications and related test cases
[bookmark: _Toc22551128][bookmark: _Toc22551978]4.2.2.1	Security functional requirements on the NEF deriving from 3GPP specifications – TS 33.501 [2]
4.2.2.1.1	Authentication on application function
Requirement Name: Authentication on application function
Requirement Reference: TS 33.501 [2], clause 5.9.2.3, and clause 12.2
Requirement Description: "Mutual authentication between the NEF and Application Function shall be supported" as specified in TS 33.501 [2], clause 5.9.2.3. "For authentication between NEF and an Application Function that resides outside the 3GPP operator domain, mutual authentication based on client and server certificates shall be performed between the NEF and AF using TLS" and "Certificate based authentication shall follow the profiles given in 3GPP TS 33.210 [3], clause 6.2." as specified in TS 33.501 [2], clause 12.2. 
Threat References: TR 33.926 [5], clause XI.2.2.1, No authentication on application function
Test Case:
Test Name: TC_CP_AUTH_AF_NEF
Purpose: To verify that the NEF can authenticate application function and establish TLS connection towards the application server with certificate based authentication, and may authenticate application function and establish TLS connection towards the application server with pre-shared key based authentication.
Pre-Condition: 
-	The NEF network product shall be connected in emulated/real network environments.
-	In order to establish TLS connections to the NEF network product, the application function shall offer a feature that is supported by the NEF network product, including protocol version and combination of cryptographic algorithms.
-	The application function and the NEF network product shall support certificate based authentication, and may support pre-shared key based authentication.
-	If the NEF network product does not support CAPIF as specified in clause 6.2.5.1 in TS 23.501 [3], the certificates or the pre-shared key shall be provisioned in the NEF network product.
-	If the NEF network product supports CAPIF, the certificates or the pre-shared key shall be provisioned in the CAPIF core function, the CAPIF core function shall be able to select appropriate authentication method as defined in the sub-clause 6.5.2 in TS 33.122 [4]. 
Execution Steps: 
1.	If certificate based authentication is used, provision correct certificate on the application function, if pre-shared key based authentication is used, provision same pre-shared key on the application function.
2.	The application function shall initiate establishment of TLS connection towards the NEF network product, and check whether a TLS connection is established successfully. 
3.	If certificate based authentication is used, provision incorrect certificate on the application function, if pre-shared key based authentication is used, provision different pre-shared key on the application function.
4.	The application function shall initiate establishment of TLS connection towards the NEF network product, and check whether no new TLS connection is established.
Expected Results:  
Only one TLS connection is established at step 2. 
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results. 
4.2.2.1.2	Authorization on northbound APIs
Requirement Name: Authorization on application function
Requirement Reference: TS 33.501 [2], clause 12.4
Requirement Description: "The NEF shall authorize the requests from Application Function using OAuth-based authorization mechanism, the specific authorization mechanisms shall follow the provisions given in RFC 6749 [43]" as specified in TS 33.501 [2], clause 12.4. 
Threat References: TR 33.926 [5], clause XI.2.2.2, No authorization on northbound APIs
Test Case:
Test Name: TC_CP_AUTHOR_AF_NEF
Purpose: To verify that the NEF can authorize application function.
Pre-Condition: 
-	The NEF network product shall be connected in emulated/real network environments.
-	The application function and the NEF network product shall support OAuth-based authorization mechanism.
-	An authorization server (e.g. NRF, or CAPIF core function) that supports OAuth2 protocol to authorize NEF northbound APIs using the "Client Credentials" authorization grant has been deployed.
-	The TLS connection between the NEF network product and the application function has been established.
-	The authorization server is configured to grant the application function to access a northbound API of the NEF network product, called NEF northbound API A.
Execution Steps: 
Test 1: without token:
1.	The application function invokes Obtain_Authorization service towards the authorization server to get a token from the authorization server for accessing the NEF northbound API A.
2.	The application function invokes NEF northbound API A.
3.	The tester triggers the application function to invoke another northbound API of the NEF network product, called NEF northbound API B, without token.
Test 2: With incorrect token:
1.	The application function invokes Obtain_Authorization service towards the authorization server to get a token from the authorization server for accessing the NEF northbound API A.
2.	The application function invokes NEF northbound API A.
3.	The tester triggers the application function to invoke the NEF northbound API B with a fake token.
Expected Results:  
The invoking of NEF northbound API A succeeds, while the invoking of NEF northbound API B fails. 
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results. 
[bookmark: _Toc22551129][bookmark: _Toc22551979]4.2.3	Technical Baseline
[bookmark: _Toc22551130][bookmark: _Toc22551980]4.2.3.1	Introduction
The present clause provides baseline technical requirements.
[bookmark: _Toc22551131][bookmark: _Toc22551981]4.2.3.2	Protecting data and information
[bookmark: _Toc22551132][bookmark: _Toc22551982]4.2.3.2.1	Protecting data and information – general
There are no NEF-specific additions to clause 4.2.3.2.1 of TS 33.117 [6].
[bookmark: _Toc22551133][bookmark: _Toc22551983]4.2.3.2.2	Protecting data and information – unauthorized viewing
There are no NEF-specific additions to clause 4.2.3.2.2 of TS 33.117 [6].
[bookmark: _Toc22551134][bookmark: _Toc22551984]4.2.3.2.3	Protecting data and information in storage
There are no NEF-specific additions to clause 4.2.3.2.3 of TS 33.117 [6].
[bookmark: _Toc22551135][bookmark: _Toc22551985]4.2.3.2.4	Protecting data and information in transfer
There are no NEF-specific additions to clause 4.2.3.2.4 of TS 33.117 [6].
[bookmark: _Toc22551136][bookmark: _Toc22551986]4.2.3.2.5	Logging access to personal data
There are no NEF-specific additions to clause 4.2.3.2.5 of TS 33.117 [6].
[bookmark: _Toc22551137][bookmark: _Toc22551987]4.2.3.3	Protecting availability and integrity
There are no NEF-specific additions to clause 4.2.3.3 of TS 33.117 [6].
[bookmark: _Toc22551138][bookmark: _Toc22551988]4.2.3.4	Authentication and authorization
There are no NEF-specific additions to clause 4.2.3.4 of TS 33.117 [6].
[bookmark: _Toc22551139][bookmark: _Toc22551989]4.2.3.5	Protecting sessions
There are no NEF-specific additions to clause 4.2.3.5 of TS 33.117 [6]. 
[bookmark: _Toc22551140][bookmark: _Toc22551990]4.2.3.6	Logging
There are no NEF-specific additions to clause 4.2.3.6 of TS 33.117 [6].
[bookmark: _Toc22551141][bookmark: _Toc22551991]4.2.4	Operating Systems
There are no NEF-specific additions to clause 4.2.4 of TS 33.117 [6].
[bookmark: _Toc22551142][bookmark: _Toc22551992]4.2.5	Web Servers
There are no NEF-specific additions to clause 4.2.5 of TS 33.117 [6].
[bookmark: _Toc22551143][bookmark: _Toc22551993]4.2.6	Network Devices
There are no NEF-specific additions to clause 4.2.6 of TS 33.117 [6].
[bookmark: _Toc22551144][bookmark: _Toc22551994]4.2.7	Other security functional requirements on the NEFVoid
There are no NEF-specific additions to clause 4.2 of TS 33.117 [6].
[bookmark: _Toc22545455][bookmark: _Toc22546726]*************** Start of the 3rd Change ****************
[bookmark: _Toc22551145][bookmark: _Toc22551995][bookmark: _Toc22545461][bookmark: _Toc22546732]4.3	NEF-specific adaptations of hardening requirements and related test cases
[bookmark: _Toc22551146][bookmark: _Toc22551996]4.3.1	Introduction
The requirements proposed hereafter (with the relative test cases) aim to securing NEF by reducing its surface of vulnerability. In particular, the identified requirements aim to ensure that all the default configurations of NEF (including operating system software, firmware and applications) are appropriately set.
[bookmark: _Toc22551147][bookmark: _Toc22551997]4.3.2	Technical Baseline
There are no NEF-specific additions to clause 4.3.2 of TS 33.117 [6].
[bookmark: _Toc22551148][bookmark: _Toc22551998]4.3.3	Operating Systems
There are no NEF-specific additions to clause 4.3.3 of TS 33.117 [6].
[bookmark: _Toc22551149][bookmark: _Toc22551999]4.3.4	Web Servers
There are no NEF-specific additions to clause 4.3.4 of TS 33.117 [6].
[bookmark: _Toc22551150][bookmark: _Toc22552000]4.3.5	Network Devices
There are no NEF-specific additions to clause 4.3.5 of TS 33.117 [6].
[bookmark: _Toc22551151][bookmark: _Toc22552001]4.3.6	Network Functions in service-based architectureOther NEF-specific adaptations of hardening requirements and related test cases
There are no NEF-specific additions to clause 4.3.6 of TS 33.117 [6].
*************** End of the Changes ****************

