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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the 1st Change ****************
[bookmark: _Toc19542352]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
API	Application Programming Interface
CIS	Center for Internet Security
JSON	Java Script Object Notation
NF	Network Function
NRF	Network Repository Function
SBA	Service Based Architecture
SBI	Service Based Interfaces
SEPP	Security Edge Protection Proxy
URI	Uniform Resource Identifier
WAS	Web Application Security
*************** Start of the 2nd Change ****************
[bookmark: _Toc19542363]4.2.2.2.1	Introduction
The purpose of the sub-clauses in 4.2.2.12 is to identify and describe the general baseline requirements from SBA security architecture and the corresponding test cases. The general baseline requirements are applicable to all Network Function (NF) within the 5G Core (5GC) utilizing Service-Based Interfaces (SBI), independent of a specific network product class. 
[bookmark: _Toc19542364]4.2.2.2.2	Protection at the transport layer
[bookmark: _Hlk535235311][bookmark: _Hlk535238405]Requirement Name: Protection at the transport layer
Requirement Reference: TS 33.501 [10], clause 5.9.2.1, clause 13.1, clause 13.3.2  
Requirement Description:
[bookmark: _Hlk3294338][bookmark: _Hlk535235382]"NF Service Request and Response procedure shall support mutual authentication between NF consumer and NF producer" as specified in TS 33.501 [10], clause 5.9.2.1;
"All network functions shall support TLS. Network functions shall support both server-side and client-side certificates.
The TLS profile shall follow the profile given in Annex E of TS 33.310 [9] with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [11]. " 
as specified in TS 33.501 [10], clause 13.1.
"Authentication between network functions within one PLMN shall use one of the following methods:
-	If the PLMN uses protection at the transport layer as described in clause 13.1, authentication provided by the transport layer protection solution shall be used for authentication between NFs." 
as specified in TS 33.501 [10], clause 13.3.2.
Threat References: TR 33.926 [4], clause 5.3.6.3, Weak cryptographic algorithms
Test case: 
[bookmark: _Hlk535238432]Test Name: TC_PROTECT_TRANSPORT_LAYER
[bookmark: _Hlk535236767]Purpose:
[bookmark: _Hlk535236761]Verify that TLS protocol for NF mutual authentication and NF transport layer protection is implemented in the network products based on the profile required.
[bookmark: _Hlk535236922]Procedure and execution steps:
Pre-Conditions:
[bookmark: _Hlk535236965]Network product documentation containing information about supported TLS protocol and certificates is provided by the vendor.
A peer implementing the TLS protocol configured by the vendor shall be available.
The tester shall base the tests on the profile defined by 3GPP in Annex E of TS 33.310 [9] with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540 [11].
[bookmark: _Hlk535236955]Execution Steps 
1.	The tester shall check that compliance with the TLS profile can be inferred from detailed provisions in the network product documentation.
2.	The tester shall establish a secure connection between the network product under test and the peer and verify that all TLS protocol versions and combinations of cryptographic algorithms that are mandated by the TLS profile are supported by the network product under test.
3.	The tester shall try to establish a secure connection between the network product under test and the peer and verify that this is not possible when the peer only offers a feature, including protocol version and combination of cryptographic algorithms, that is forbidden by the TLS profile. 
Expected Results:
-	The network product under test and the peer establish TLS if the TLS profiles used by the peer are compliant with the profile requirements in TS 33.310 [9] Annex E and RFC 7540 [11]. 
- 	The network product under test and the peer fail to establish TLS if the TLS profiles used by the peer are forbidden in TS 33.310 [9] Annex E or RFC 7540 [11].
Expected format of evidence:
Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
[bookmark: _Toc19542365]4.2.2.2.3	Authorization of NF service access
[bookmark: _Hlk19541387][bookmark: _Toc19542366]4.2.2.2.3.1 	Authorization token verification failure handling wthin one PLMN
Requirement Name: Authorization token verification failure handling wthin one PLMN
Requirement Reference: TS 33.501 [10], clause 13.4.1.1
Requirement Description: 
"13.4.1.1	Service access authorization within the PLMN
2. The NF Service producer shall verify the access token as follows:
 -	The NF Service producer ensures the integrity of the access token by verifying the signature using NRF’s public key or checking the MAC value using the shared secret. If integrity check is successful, the NF Service producer shall verify the claims in the access token as follows:
NOTE: Void.
-	It checks that the audience claim in the access token matches its own identity or the type of NF service producer.
-	If scope is present, it checks that the scope matches the requested service operation.
-	It checks that the access token has not expired by verifying the expiration time in the access token against the current data/time.
3.	If the verification is successful, the NF Service producer shall execute the requested service and responds back to the NF Service consumer. Otherwise it shall reply based on Oauth 2.0 error response defined in RFC 6749 [43]." 
as specified in TS 33.501 [10], clause 13.4.1.1.
[bookmark: _Hlk19541373]Threat References: TR 33.926 [4], clause X6.3.3.1, Incorrect Verification of Access Tokens
Test Case: 
Test Name: TC_AUTHORIZATION_TOKEN_VERIFICATION_FAILURE_ONE_PLMN
Purpose:
[bookmark: _Hlk2183828]Verify that the NF service producer does not grant service access if the verification of authorization token from a NF service consumer in the same PLMN fails.
Procedure and execution steps:
Pre-Conditions:
-	Test environment with a NF service consumer.
-	The NF service consumer may be simulated.
[bookmark: _Hlk2184045]-	The network product under test has already mutually authenticated with the NF service consumer.
-	The tester shall have access to the interface between the NF service consumer and the network product under test.
-	The tester has the NRF’s private key or the shared key.
[bookmark: _Hlk2184110]-	The network product under test is preconfigured with the NRF’s public key or the shared key.

Execution Steps
The network product under test receives the access token sent from the NF service consumer, verifies the access token based on Oauth 2.0.
Test Case 1: Verification failure of the access token integrity
1)	The tester computes an access token correctly, except that the signature or the MAC is incorrect, e.g., the signature or the MAC is randomly selected, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The integrity verification of the access token by the network product under test fails.
Test Case 2: Incorrect audience claim in the access token
1)	The tester computes an access token correctly, except that the audience claim is incorrect, i.e., the audience claim in the access token does not match the identity or the type of the network product under test, and then includes the access token in the NF Service Request sent from NF service consumer to the network product under test.
2)	The network product under test verifies that the audience claim in the access token does not match its identity or type. 
Test Case 3: Incorrect scope claim in the access token
1)	The tester computes an access token correctly, except that the scope is incorrect, i.e., the scope does not match the requested service operation, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The network product under test verifies that the integrity verification of the access token and audience claim verification are correct. However, the scope does not match the requested service operation. 
Test Case 4: Expired access token
1)	The tester computes an access token correctly, except that the expiration time has expired against the current data/time, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.
2)	The network product under test verifies that the expiration time in the access token has expired against the current data/time.
Expected Results:
[bookmark: _Hlk2185017]For test cases 1~4, the network product under test rejects the NF service consumer’s service request based on Oauth 2.0 error response defined in RFC 6749 [12].
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
[bookmark: _Toc19542367]4.2.2.2.3.2 	Authorization token verification failure handling in different PLMNs
Requirement Name: Authorization token verification failure handling in different PLMNs
Requirement Reference: TS 33.501 [10], clause 13.4.1.2
Requirement Description: 
"The NF service producer shall check that the home PLMN ID of audience claim in the access token matches its own PLMN identity." 
as specified in TS 33.501 [10], clause 13.4.1.2.
Threat References:  TR 33.926 [4], clause X6.3.3.1, Incorrect Verification of Access Tokens
Test Case: 
Test Name: TC_AUTHORIZATION_TOKEN_VERIFICATION_FAILURE_DIFF_PLMN
Purpose:
Verify that the NF service producer does not grant service access if the verification of authorization token from a NF service consumer in a different PLMN fails.
Procedure and execution steps:
Pre-Conditions:
-	Test environment with a NF service consumer and two SEPPs (one cSEPP, one pSEPP).
-	The NF service consumer and SEPPs may be simulated.
-	The network product under test has already mutually authenticated with the NF service consumer in a different PLMN via the SEPPs.
-	The tester has the NRF’s private key or the shared key.
-	The network product under test is preconfigured with the NRF’s public key or the shared key.
-	The tester shall have access to the interfaces of the NF service consumer and the network product under test.

Execution Steps 
The network product under test receives the access token sent from the NF service consumer, verifies the access token in accordance with the execution steps in 4.2.2.1.3.1, with the following additional test cases:
Test Case 1: incorrect PLMN ID in the access token
1)	The test computes an access token correctly, except that the PLMN ID in the consumerPlmnId claim of the access token is different from the home PLMN ID of the network product under test, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test through the SEPPs.
2)	The network product under test receives the access token sent from the NF service consumer through the SEPPs, verifies that the PLMN ID in the consumerPlmnId claim of the access token is different from its own home PLMN identity.
Test Case 2: absent PLMN ID in the access token
1)	The test computes an access token correctly, except that no PLMN ID is appended in the consumerPlmnId claim of the access token, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test through the SEPPs.
2)	The network product under test receives the access token sent from the NF service consumer through the SEPPs, verifies that the access token is not a token to be used by the NF service consumer in a different PLMN, based on the absence of PLMN ID in the access token.
Expected Results:
For both test cases 1 and 2, the network product under test rejects the NF service consumer’s service request based on Oauth 2.0 error response defined in RFC 6749 [12].
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*************** Start of the 3rd Change ****************
[bookmark: _Toc19542455]4.3.6.2	No code execution or inclusion of external resources by JSON parsers
Requirement Name: No code execution or inclusion of external resources by JSON parsers.
Requirement Description: 
Parsers used by Network Functions (NF) shall not execute JavaScript or any other code contained in JSON objects received on Service Based Interfaces (SBI). Further, these parsers shall not include any resources external to the received JSON object itself, such as files from the NF’s filesystem or other resources loaded externally.
[bookmark: _Hlk19541849]Threat References: TR 33.926 [4], clause X6.3.2.1, JSON Parser Exploits
Test Case: 
Test Name: TC_JSON_PARSER_CODE_EXEC_INCL
Purpose:
NFs implementing SBI transfer application data serialized as JSON objects. When receiving such data, an NF parses this JSON representation and creates equivalent internal data structures. Since the contents of the JSON objects must be considered untrusted, blindly executing code fragments or loading resources from a local path or Uniform Resource Identifier (URI) must not be possible.
Procedure and execution steps:
Pre-Conditions:
-	The tester has the privileges to log in the network product and to access to the all system resources (e.g. log files)
-	A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	all interfaces providing IP-based protocols;
-	the available transport layer protocols on these interfaces;
-	their open ports and associated services in the form of an OpenAPI3.0 interface specification;
-	The tester should have access to an effective Web Application Security (WAS) test tool that allows to generate HTTP messages exploiting JSON parsers that do not prevent the above-mentioned scenarios of code execution and loading external resources. The accredited test lab is expected to have sufficient expertise to recognize the level of effectiveness of the available tools.
-	A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product and on a tester machine is available.
Execution Steps
1.	Execution of available WAS test tools against the network product’s API endpoints via its Service Based Interfaces.
2.	Using a network traffic analyser on the network product, e.g. TCPDUMP or an external traffic analyser directly connected to the network product, the tester verifies that no external resources get loaded during JSON parsing.
3. 	Depending on the actual JavaScript code in the HTTP message, the tester verifies that the network product does not execute any of the contained actions.
Expected Results:
-	The NF does not load any resources external to the JSON object itself.
-	The NF does not execute any JavaScript code contained in JSON objects.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:

-	The used tool(s) name and version information
-	Settings and configurations used
-	The output log file of the chosen tool that displays the results (passed/failed).
-	Screenshot
-	Test result (Passed or not)
[bookmark: _Toc19542456]4.3.6.3	Unique key values in IEs
Requirement Name: Validation of the unique key values in IEs.
Requirement Reference: 3GPP TS 29.501 Principles and Guidelines for Services Definition [13], clause 6.2.
Requirement Description: "For data structures where values are accessible using names (sometimes referred to as keys), e.g. a JSON object, the name shall be unique. The occurrence of the same name (or key) twice within such a structure shall be an error and the message shall be rejected”.
[bookmark: _Hlk19541971]Threat References: TR 33.926 [4], clause X6.3.2.2, JSON Parser not Robust
Test Case: 
NOTE: This requirement can also be verified as part of Robustness and Protocol fuzzing tests as defined in clause 4.4.4 Robustness and fuzz testing according to referenced requirements. 
Purpose:
Verify that the API implementation fullfills the requirements as specified in 29.501 [13], clause 6.2. 
Pre-Conditions:
Test environment with network product under test. Rest of the network and network products may be simulated.
Execution Steps
1)	The test equipment sends requests with duplicate keys in message IE payload to the network product under test.
2)	The test equipment sends valid requests to network product under test
Expected Results:
1)	Network product under tests responses with an error message
2)	Network product under test still responses normally to valid requests  
Expected format of evidence:
-	A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information,
-	Settings and configurations used
-	The output log file of the chosen tool that displays the results (passed/failed).
-	Test result (Passed or not)
-	Log/evidence tracing possible crashes
-	Information of any input causing unspecified, undocumented, or unexpected behaviour
[bookmark: _Toc19542457]4.3.6.4	The valid format and range of values for IEs
Requirement Name: Validation of the IEs limits.
Requirement Reference: 3GPP TS 29.501 Principles and Guidelines for Services Definition [13], clause 6.2
Requirement Description: "The valid format and range of values for each IE, when applicable, shall be defined unambiguously: 
-	For each message the number of leaf IEs shall not exceed 16000.
-	The maximum size of the JSON body of any HTTP request shall not exceed 2 million bytes.
-	The maximum nesting depth of leaves shall not exceed 32."
[bookmark: _Hlk19542051]Threat References: TR 33.926 [4], clause X6.3.2.2, JSON Parser not Robust
Test Case: 
NOTE: This requirement can also be verified as part of Robustness and Protocol fuzzing tests as defined in clause 4.4.4 Robustness and fuzz testing according to referenced requirements.
Purpose:
Verify that the API implementation fullfills the requirements as specified in 29.501[13], clause 6.2. 
Pre-Conditions:
Test environment with network product under test. Rest of the network may be simulated.
Execution Steps
1)	The test equipment sends requests with out of bounds IEs towards the network product under test.
2)	The test equipment sends valid requests to network product under test 
Expected Results:
-	Network product under tests responses with an error message.
-	Network product under test still responses normally to valid requests.  
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:

-	The used tool(s) name and version information,
-	Settings and configurations used.
-	The output log file of the chosen tool that displays the results (passed/failed).
-	Test result (Passed or not).
-	Log/evidence tracing possible crashes.
-	Information of any input causing unspecified, undocumented, or unexpected behaviour.
*************** Start of the 4th Change ****************
4.4.2	Port Scanning
Requirement Name: Port scaning
Requirement Description: 
It shall be ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system.
The test for this requirement can be carried out using a suitable tool or manually performed as described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below.
[bookmark: OLE_LINK91][bookmark: OLE_LINK92][bookmark: OLE_LINK93]Security Objective references: TBA
Test Case: 
Test Name: TC_BVT_PORT_SCANNING
Purpose:
To ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system
Procedure and execution steps:
Pre-Conditions:
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
1.	all interfaces providing IP-based protocols;
2.	the available transport layer protocols on these interfaces;
3.	their open ports and associated services per transport layer protocol;
4.	and a free-form description of their purposes.
The port scanning tool that is used shall be capable to detect open ports on the relevant transport layer protocols.
NOTE: 	It might not be possible for certain transport layer protocols (like UDP) to unambiguously detect whether a port is open or not by means of external port scanning. Also in some circumstances it might not be efficient to do external port scanning, e.g. if there are security measures to limit the rate a system can be probed. In those cases the accredited evaluator's test laboratory determines another means suitable to verify which ports are open.
Execution Steps
The accredited evaluator's test lab is required to execute the following steps:
1.	Verification of the compliance to the prerequisites:
a.	Verification that the list of available network services is available in the documentation of the Network Product 
b.	Validation that all entries in the list of services are meaningful and reasonably necessary for the operation of the Network Product class
2.	Identification of the open ports by means of capable port scanning tools or other suitable testing means
3.	Verification that the list of identified open ports matches the list of available network services in the documentation of the Network Product 
Expected Results:
The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output containing all the technically relevant information about test results is evidence and shall be part of the testing documentation.
All discrepancies between the list of identified open ports and the list of available network services in the documentation shall be highlighted in the testing documentation.
Expected format of evidence:
 Output of portscan and list of identified discrepancies.
4.4.3	Vulnerability scanning
Requirement Name: Vulnerability scanning
Requirement Description: 
The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product, both in the OS and in the applications installed, that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.
Vulnerability scanning tools may also report false positives and they shall be investigated and documented in the test report.
The test for this requirement can be carried out using a suitable tool or manually performed as described below. If a tool is used then the tester needs to provide evidence, e.g. by referring to the documentation of the tool, that the tool actually provides functionality equivalent to the steps described below.
Security Objective references: TBA
Test case: 
Test Name: TC_BVT_VULNERABILITY_SCANNING
Purpose:
The purpose of vulnerability scanning is to ensure that there no known vulnerabilities (or that relevant vulnerabilities are identified and remediation plans in place to mitigate them) on the Network Product that can be detected by means of automatic testing tools via the Internet Protocol enabled network interfaces.
Procedure and execution steps:
Pre-Conditions:
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	all interfaces providing IP-based protocols;
-	the available transport layer protocols on these interfaces;
-	their open ports and associated services;
-	and a free-form description of their purposes.
NOTE 1: 	This list is to be validated as part of the BVT port scanning activity.

The used vulnerability scanning tool shall be capable to detect known vulnerabilities on common services. The used vulnerability information shall be reasonably recent at the time of testing.
Execution Steps
The accredited evaluator's test lab is required to execute the following steps:
1.	Execution of the suitable vulnerability scanning tool against all interfaces providing IP-based protocols of the Network Product.
2.	Evaluation of the results based on their severity.
Expected Results:
The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.
The discovered vulnerabilities (including source, example CVE ID), together with a rating of their severity, shall be highlighted in the testing documentation.
COTS Vulnerability scanners, by their nature, (e.g. depending on how they are configured) may result in false findings/positives. The tool’s documentation may even mention that the failing test shall be repeated to check whether it is really a recurring problem or not. The tester shall make best effort to determine if there is an issue with NE or the test tool and if necessary, work with the vendor of the network product to come to a consensus on the test result outcome.
NOTE 2: 	This testing documentation is input to the vulnerability mitigation process (that may include patching). This is part of the product lifecycle management process developed by GSMA SECAG.
Expected format of evidence:
Output of BVT tool.
4.4.4	Robustness and fuzz testing 
Requirement Name: Robustness and fuzz testing
Requirement Reference: 4.2.6.2.2. – Interface Robustness requirements
Requirement Description:
 It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input
Security Objective references: TBA.
Test case: 
Test Name: TC_BVT_ROBUSTNESS AND FUZZ TESTING
Purpose:
To verify that the network product provides externally reachable services which are robust against unexpected input. The target of this test are the protocol stacks (e.g. diameter stack) rather than the applications (e.g. web app).
Procedure and execution steps:
Pre-Conditions:
-	The tester has the privileges to log in the network product and to access to the all system resources (e.g. log files)
-	A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	all interfaces providing IP-based protocols;
-	the available transport layer protocols on these interfaces;
-	their open ports and associated services;
-	and a free-form description of their purposes.
NOTE: 	This list is to be validated as part of the BVT port scanning activity.
-	The robustness and fuzzing tools that are selected for this test shall utilize state-of-the-art technology to identify input which causes the Network Product to behave in an unspecified, undocumented, or unexpected manner.
-	Fuzz testing tools are a highly sophisticated technology and adaptation to the individual protocols in question is needed to be effective. Therefore, there is a lack of available effective fuzz testing tools available especially for protocols proprietary to the Telco industry. Taking into account note 4 of TR 33.916's clause 7.2.4, test labs shall acquire fuzz testing tools for those protocols where commercially feasible.
-	It needs to be taken into account that fuzz testing tools might show drastic differences in terms of effectiveness. The accredited test lab is expected to have sufficient expertise to recognize the level of effectiveness of the available tools.
-	A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product and on a tester machine is available.
Execution Steps
The accredited evaluator's test lab is required to execute the following steps:
1.	Execution of available effective fuzzing tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time reasonable long enough to be effective.
2.	Execution of available effective robustness test tools against the protocols available via interfaces providing IP-based protocols of the Network Product for an amount of time reasonable long enough to be effective.
3.	For both step 1 and 2:
a.	Using a network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product, the tester verifies that the packets are correctly processed by the network product. 
b.	The testers verifies that the network product and any running network service does not crash. 
c.	The execution of tests shall run sufficient times. 
Expected Results:
A list of all of the protocols of the network product reachable externally on an IP-based interface, together with an indication whether an effective available robustness and fuzz testing tools have been used against them shall be part of the testing documentation. If no tool can be acquired for a protocol, a free form statement should explain why not.
The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output is evidence and shall be part of the testing documentation.
Any input causing unspecified, undocumented, or unexpected behaviour, and a description of this behaviour shall be highlighted in the testing documentation.
COTS fuzzing tools, by their nature, may have an acceptable failure rate (e.g. 0.1%) due to different non-deterministic variables in their implementation. At some point the tool’s documentation may even mention that the failing test shall be repeated to check whether it is really a recurring problem or not. The tester shall make best effort to determine if there is an issue with NE or the test tool and if necessary, work with the vendor of the network product to come to a consensus on the test result outcome.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information,
-	Settings and configurations used
-    The output log file of the chosen tool that displays the results (passed/failed).
-	Screenshot
-	Test result (Passed or not)
-	Log/evidence tracing possible crashes
-	Any input causing unspecified, undocumented, or unexpected behaviour
*************** End of the Changes ****************

