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x
RESTful HTTP-based solution set of performance data streaming operations with WebSocket-based extensions

x.1
Introduction

This clause specifies the stage 3 solution set of the performance data streaming related operations (as defined in clause 6.2) based on RESTful HTTP and WebSocket protocol (see IETF RFC 6455 [x]).
x.2
Mapping of operations

x.2.1
Introduction

The IS operations are mapped to SS equivalents according to table x.2.1-1.

Table x.2.1-1: Mapping of IS operations to SS equivalents

	IS operation
	Method/frame
	Qualifier

	establishStreamingConnection
	HTTP POST (see NOTE)
	M

	
	HTTP GET (Upgrade, see NOTE)
	M

	terminateStreamingConnection
	WebSocket Close frame sent (frame with opcode of 0x8), and

WebSocket Close frame received (frame with opcode of 0x8 for successful case)
	M

	reportStreamData

	WebSocket Data frame sent (frame with opcode of 0x2)
	M

	Note: the establishStreamingConnection is mapped to a HTTP POST operation followed by a HTTP GET operation. The HTTP POST operation is to send the information in StreamInfoList parameter to the consumer, and the HTTP GET (Upgrade) operation is to establish the WebSocket connection.


x.2.2
Operation "establishStreamingConnection"
The IS operation parameters are mapped to SS equivalents according to table x.2.2-1 and table x.2.2-4.

Table x.2.2-1: Mapping of IS operation input parameters to SS equivalents (HTTP POST)

	IS operation parameter name
	SS parameter location
	SS parameter name
	SS parameter type
	Qualifier

	streamInfoList
	request body
	streamInfoList
	array(streamInfoList -Type)
	M


Table x.2.2-2: Mapping of IS operation output parameters to SS equivalents (HTTP POST)

	IS operation parameter name
	SS parameter location
	SS parameter name
	SS parameter type
	Qualifier

	status
	response status codes
response body
	n/a
error
	n/a
error-ResponseType
	M


Table x.2.2-3: Mapping of IS operation input parameters to SS equivalents (HTTP GET (Upgrade))

	IS operation parameter name
	SS parameter location
	SS parameter name
	SS parameter type
	Qualifier

	producerReference
	Headers
	Origin
	String
	n/a

	--
	HTTP-Version (Request-Line)
	--
	String (see Note 1)
	M

	--
	Upgrade Header
	--
	Constant string: websocket
	M

	--
	Connection Header
	--
	Constant string: Upgrade
	M

	--
	Sec-WebSocket-Key Header
	--
	String (see Note 2)
	M

	--
	Sec-WebSocket-Version Header
	--
	String (see Note 3)
	M

	--
	See Note 4.

	NOTE 1: The HTTP version shall be not earlier than HTTP/1.1.

NOTE 2: The valid value needs to be assigned according to WebSocket protocol (see IETF RFC 6455 [x]).

NOTE 3: The valid value needs to be assigned according to WebSocket protocol (see IETF RFC 6455 [x]).

NOTE 4: Other SS parameters (not listed in this table) independent from the Stage 2 may be used, according to the WebSocket protocol (see IETF RFC 6455 [x]).


Table x.2.2-4: Mapping of IS operation output parameters to SS equivalents (HTTP GET (Upgrade))

	IS operation parameter name
	SS parameter location
	SS parameter name
	SS parameter type
	Qualifier

	connectionId
	n/a
	--
	n/a
	n/a

	status
	HTTP-Version (Response-Line)
	--
	String (see Note 1) 
	M

	
	Status-Code
	--
	String
	

	
	response body
	error
	error-ResponseType
	

	--
	Upgrade Header
	
	Constant string: websocket
	M

	--
	Connection Header
	--
	Constant string: Upgrade
	M

	
	Sec-WebSocket-Accept Header
	--
	String (see Note 2)
	M

	--
	See Note 3.

	NOTE 1: The HTTP version shall be not earlier than HTTP/1.1.

NOTE 2: The valid value needs to be assigned according to WebSocket protocol (see IETF RFC 6455 [x]).

NOTE 3: Other SS parameters (not listed in this table) independent from the Stage 2 may be used, according to the WebSocket protocol (see IETF RFC 6455 [x]).


The message flow for establishing a streaming connection is as follows:
1.
The performance data streaming service producer sends a HTTP POST request to the consumer.

The URI identifies the "…/streamInfoList" collection resource.

The request message body shall carry the information about the streams, by parameter “StreamInfoList”.

2.
The consumer sends a HTTP POST response to the producer.

On success "201 Posted" shall be returned. 
On failure, an appropriate error code shall be returned. The response message body may carry an error object.
3.
If step 2 is successful, the performance data streaming service producer sends a HTTP GET (upgrade) request to the consumer to establish the WebSocket connection.

The URI identifies the "…/streamingConnection" resource with the /secure/flag;
The HTTP-version in the Request-line indicates the HTTP version which is no earlier than HTTP/1.1;

The Upgrade header is with value “websocket”;

The Connection header is with value “Upgrade”;

The Sec-WebSocket-Key header is with a valid value according to IETF RFC 6455 [x].

The Sec-WebSocket-Version header is with a valid according to IETF RFC 6455 [x].

4.
The consumer sends a HTTP GET (Upgrade) response to the producer.

On success, "101 Switching Protocols" shall be returned;

On failure, an appropriate error code shall be returned. The response message body may carry an error object.
The HTTP-version in the Response-line indicates the HTTP version which is no earlier than HTTP/1.1;

The Upgrade header is with value “websocket”;

The Connection header is with value “Upgrade”;

The Sec-WebSocket-Accept header is with a valid value according to IETF RFC 6455 [x].

x.2.3
Operation "terminateStreamingConnection"
The IS operation parameters are mapped to SS equivalents according to table x.2.3-1 and table x.2.3-2.

Table x.2.3-1: Mapping of IS operation input parameters to SS equivalents (WebSocket Close frame sent)

	IS operation parameter name
	SS parameter location
	SS parameter name
	SS parameter type
	Qualifier

	connectionId
	n/a
	--
	n/a
	n/a

	--
	Opcode (see clause 5 of IETF RFC 6455 [x])
	--
	Constant value: 0x8
	M


Table x.2.3-2: Mapping of IS operation output parameters to SS equivalents (WebSocket Close frame received)

	IS operation parameter name
	SS parameter location
	SS parameter name
	SS parameter type
	Qualifier

	Status
	Opcode
	--
	For a successful operation, the Opcode is 0x8, and for an unsuccessful operation, the Opcode has a value other than 0x8 (see clause 5 of IETF RFC 6455 [x]).
	M


x.2.4
Operation "reportStreamData"
The IS operation parameters are mapped to SS equivalents according to table x.2.4-1 and table x.2.4-2.

Table x.2.4-1: Mapping of IS operation input parameters to SS equivalents (WebSocket Data frame sent with Opcode of 0x1)

	IS operation parameter name
	SS parameter location
	SS parameter name
	SS parameter type
	Qualifier

	streamId
	Payload data
	streamId
	See Annex X for the ASN.1 definition of Performance Data Stream Units.
	M

	granularityPeriodEndTime
	Payload data
	granularityPeriodEndTime
	See Annex X for the ASN.1 definition of Performance Data Stream Units.
	M

	measResults
	Payload data
	measResults
	See clause Annex X for the ASN.1 of Performance Data Stream Units.
	M


Table x.2.4-2: Mapping of IS operation output parameters to SS equivalents
	IS operation parameter name
	SS parameter location
	SS parameter name
	SS parameter type
	Qualifier

	Status
	n/a
	--
See Note 1.
	n/a
	n/a

	NOTE 1: The delivery of WebSocket Data frame is taken care of by the underlying TCP (see IETF RFC 793 [t]) which provides reliable data transmission and ensures the data delivery. There is no mechanism at WebSocket protocol level to report the delivery status for WebSocket Data frame.


x.3
Resources
x.3.1
Resource structure

Figure x.3.1-1 shows the resource structure of the Performance Data Streaming Service. 
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Figure x.3.1-1: Resource URI structure of the Performance Data Streaming Service

Table x.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table x.3.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method
	Description

	streamInfoList
	/streamInfoList
	POST
	Send the information about the streams to the consumer.

	streamingConnection
	/streamingConnection
	GET (Upgrade)
	Establish the WebSocket connection.


x.3.2
Resource definitions

x.3.2.1
Resource “/streamInfoList”
x.3.2.1.1
Description

This resource represents a set of information about the streams.
x.3.2.1.2
URI

Resource URI = http://{streamTarget}/PerfDataStreamingMnS/v1620/streamInfoList
The resource URI variables a defined in the following table.

Table x.3.2.1.2-1: URI variables

	Name
	Definition

	streamTarget
	The “streamTarget” part corresponds to the streamTarget parameter provided in the createMeasurementJob operation (see clause 6.1.1.2) or the streamTarget attribute of the MOI of MeasurementControlor MeasurementReader, see 3GPP TS 28.622 [5]).


x.3.2.1.3
HTTP methods

x.3.2.1.3.1
HTTP POST 

This method shall support the URI query parameters specified in the following table.

Table x.3.2.1.3.1-1: URI query parameters supported by the POST method on this resource

	Name
	Data type
	Description
	SQ

	
	
	
	


This method shall support the request data structures, the response data structures and response codes specified in the following table.

Table x.3.2.1.3.1-2: Data structures supported by the POST request body on this resource

	Data type
	Description
	SQ

	streamIntoListPost-RequestType
	The resource representation of the set of information about streams to be posted.
	M


Table x.3.2.1.3.1-3: Data structures supported by the POST Response Body on this resource

	Data type
	Response

codes
	Description
	SQ

	n/a
	201 Posted
	In case of success the representation of the posted streamInfoList is returned.
	M

	
	
	
	

	error-ResponseType
	4xx/5xx
	Returned in case of an error
	M


x.3.2.2
Resource “/streamingConnection”
x.3.2.2.1
Description

This resource represents a streamingConnection (to be) upgraded to WebSocket protocol.
x.3.2.2.2
URI

Resource URI = wss://{streamTarget}/PerfDataStreamingMnS/v1620/streamingConnection

The resource URI variables a defined in the following table.

Table x.3.2.2.2-1: URI variables

	Name
	Definition

	streamTarget
	The “streamTarget” part corresponds to the streamTarget parameter provided in the createMeasurementJob operation (see clause 6.1.1.2) or the streamTarget attribute of the MOI of MeasurementControlor MeasurementReader, see 3GPP TS 28.622 [5]).


x.3.2.2.3
HTTP methods

x.3.2.2.3.1
HTTP GET 

This method shall support the URI query parameters specified in the following table.

Table x.3.2.2.3.1-1: Header parameters supported by the GET request on this resource

	Name
	Data type
	Description
	SQ

	Upgrade
	Upgrade-HeaderType
	To indicate the HTTP GET operation is to upgrade the connection to WebSocket protocol
	

	Connection
	Connection-HeaderType
	To indicate the HTTP GET operation is to upgrade the connection to another protocol
	

	Sec-WebSocket-Key
	Sec-WebSocket-Key-HeaderType
	The Sec-WebSocket-Key needed for establishing the WebSocket connection.
	

	Sec-WebSocket-Version
	Sec-WebSocket-Version-HeaderType
	The Sec-WebSocket-Version needed for establishing the WebSocket connection.
	


This method shall support the URI query parameters specified in the following table.

Table x.3.2.2.3.1-2: URI query parameters supported by the GET method on this resource

	Name
	Data type
	Description
	SQ

	
	
	
	


This method shall support the request data structures, the response data structures and response codes specified in the following tables.

Table x.3.2.2.3.1-3: Data structures supported by the GET request body on this resource

	Data type
	Description
	SQ

	n/a
	n/a
	n/a


Table x.3.2.2.3.1-4: Header parameters supported by the GET response on this resource

	Name
	Data type
	Description
	SQ

	Upgrade
	Upgrade-HeaderType
	To indicate the HTTP GET operation is to upgrade the connection to WebSocket protocol
	

	Connection
	Connection-HeaderType
	To indicate the HTTP GET operation is to upgrade the connection to another protocol
	

	Sec-WebSocket-Accept
	Sec-WebSocket-Accept-HeaderType
	The Sec-WebSocket-Accept responded when establishing the WebSocket connection.
	


Table x.3.2.2.3.1-5: Data structures supported by the GET response body on this resource

	Data type
	Response

codes
	Description
	SQ

	n/a
	101 Switching Protocols
	The status code indicating the connection has been successfully upgraded to WebSocket.
	M

	error-ResponseType
	4xx/5xx
	Returned in case of an error
	M


x.4
Data type definitions

x.4.1
General

Table x.4.1-1: Data types defined in this specification
	Data type
	Reference
	Description

	General types

	uri-Type
	x.4.6.2
	The data type of a URI

	Types used in paths

	
	
	

	Types used in headers

	Upgrade-HeaderType
	x.4.6.2
	Used in the headers of HTTP GET request to upgrade the connection to WebSocket.

	Connection-HeaderType
	x.4.6.2
	Used in the headers of HTTP GET request to upgrade the connection to WebSocket.

	Sec-WebSocket-Key-HeaderType
	x.4.6.2
	Used in the headers of HTTP GET request to upgrade the connection to WebSocket.

	Sec-WebSocket-Version-HeaderType
	x.4.6.2
	Used in the headers of HTTP GET request to upgrade the connection to WebSocket.

	Sec-WebSocket-Accept
	x.4.6.2
	Used in the headers of HTTP GET response for upgrading the connection to WebSocket.

	Types used in query parts

	
	
	

	Types used in request bodies

	streamIntoListPost-RequestType
	x.4.4.1
	Used in the request body of HTTP POST to post the set of information about the streams.

	Types used in response bodies

	error-ResponseType
	x.4.4.2
	Used in the response body describing the error.

	Types used for resources

	
	
	

	Types referenced by the definitions above

	
	
	


Table x.4.1-2: Data types imported
	Data type
	Reference
	Description

	
	
	


x.4.2
Structured general data types

None.

x.4.3
Structured path data types

None.

x.4.4
Query, message body and resource data types

x.4.4.1
Type streamIntoListPost-RequestType
Table x.4.4.1-1: Definition of type streamIntoListPost-RequestType
	Attribute name
	Data type
	Description
	SQ

	streamInfoList
	Array (streamInfo-Type)
	The list of information about the streams.
	M


x.4.4.2

Type error-ResponseType

Table x.4.4.2-1: Definition of type error-ResponseType

	Attribute name
	Data type
	Description
	SQ

	error
	object
	Key indicating the response body containing an error
	M

	> errorInfo
	string
	Attribute allowing to convey error information in string format
	M


x.4.5
Referenced structured data types

x.4.5.1
Type streamInfo-Type

Table x.4.5.1-1: Definition of streamInfo-Type
	Attribute name
	Data type
	Description
	SQ

	streamId
	string
	The id of the stream
	M

	iOCInstance
	uri-Type
	The URI of the IOC instance whose measurement types as indicated as below are (to be) reported vis this stream.
	M

	measTypes
	array(string)
	It specifies the measurement type names whose measurement result values are (to be) reported by the Performance Data Stream Units via this stream
	M


x.4.6
Simple data types and enumerations

x.4.6.1
General

This subclause defines simple data types and enumerations that are used by the data structures defined in the previous subclauses.

x.4.6.2
Simple data types

Table x.4.6.2-1: Simple data types

	Type name
	Type definition
	Description

	Upgrade-HeaderType
	Constant string “websocket”
	The data type of upgrade header of HTTP GET operation (request and response) for establishing the WebSocket connection.

	Connection-HeaderType
	Constant string “Upgrade”
	The data type of Connection header of HTTP GET operation (request and response) for establishing the WebSocket connection.

	Sec-WebSocket-Key-HeaderType
	string
	The data type of Sec-WebSocket-Key header of HTTP GET request for establishing the WebSocket connection.

	Sec-WebSocket-Version-HeaderType
	string
	The data type of Sec-WebSocket-Version of HTTP GET request for establishing the WebSocket connection.

	Sec-WebSocket-Accept
	string
	The data type of Sec-WebSocket-Accept of HTTP GET response for establishing the WebSocket connection.

	uri-Type
	string
	The type of a URI
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E.x
Performance data streaming service

{

  "openapi": "3.0.1",

  "info": {

    "title": "TS 28.550 Performance Data Streaming Service",

    "version": "16.2.0",

    "description": "OAS 3.0.1 specification of the Performance Data Streaming Service"

  },

  "servers": [

    {

      "url": "http://{streamTarget}",

      "description": "This URL is used for posting the set of information about streams supported on the connection between the producer and the consumer.",

      "variables": {

        "streamTarget": {

          "description": "The open API server of the performance data streaming service is located in the consumer side,and the “streamTarget” part corresponds to the streamTarget parameter provided in the createMeasurementJob operation (see clause 6.1.1.2) or the streamTarget attribute of the MOI of MeasurementControlor MeasurementReader, see 3GPP TS 28.622 [5]).",

          "default": "example.com"

        }

      }

    },

    {

      "url": "wss://{streamTarget}",

      "description": "This URL is used for establishing the WebSocket connection for the performance data streaming service.",

      "variables": {

        "streamTarget": {

          "description": "The open API server of the performance data streaming service is located in the consumer side,and the “streamTarget” part corresponds to the streamTarget parameter provided in the createMeasurementJob operation (see clause 6.1.1.2) or the streamTarget attribute of the MOI of MeasurementControlor MeasurementReader, see 3GPP TS 28.622 [5]).",

          "default": "example.com"

        }

      }

    }

  ],

  "paths": {

    "/streamInfoList": {

      "post": {

        "summary": "The set of information about the streams from the producer to the consumer",

        "description": "To send the streamInfoList from the producer to the consumer",

        "requestBody": {

          "required": true,

          "content": {

            "application/json": {

              "schema": {

                "$ref": "#/components/schemas/streamIntoListPost-RequestType"

              }

            }

          }

        },

        "responses": {

          "201": {

            "description": "Success case (\"201 Posted\"). The streamInfoList is successfully delivered. The response message body is absent."

          },

          "default": {

            "description": "Error case.",

            "content": {

              "application/json": {

                "schema": {

                  "$ref": "#/components/schemas/error-ResponseType"

                }

              }

            }

          }

        }
      }

    },
    "/streamConnection": {

      "get": {

        "summary": "The connection for streaming from the producer to the consumer",

        "description": "To establish the WebSocket connection between the producer and the consumer. The HTTP version of this operation shall not be earlier than HTTP/1.1",
        "parameters": [

           { 

           "in": "header",

           "name": "Upgrade",

           "required": true,

           "schema": {

                "$ref": "#/components/schemas/Upgrade-HeaderType"

              }         

           },

           { 

           "in": "header",

           "name": "Connection",

           "required": true,

           "schema": {

                "$ref": "#/components/schemas/Connection-HeaderType"

              }         

           },

           { 

           "in": "header",

           "name": "Sec-WebSocket-Key",

           "required": true,

           "schema": {

                "$ref": "#/components/schemas/Sec-WebSocket-Key-HeaderType"

              }         

           },

           { 

           "in": "header",

           "name": "Sec-WebSocket-Version",

           "required": true,

           "schema": {

                "$ref": "#/components/schemas/Sec-WebSocket-Version-HeaderType"

              }         

           }

        ],
        "responses": {
          "101": {

            "description": "Success case (\"101 Switching Protocols \"). The connection has been successfully switched to WebSocket. The response message body is absent.",

         "headers": {

           "Upgrade": {

              "schema": {

                "$ref": "#/components/schemas/Upgrade-HeaderType"

              }         

           },

           "Connection": {

              "schema": {

                "$ref": "#/components/schemas/Connection-HeaderType"

               }

           },

          "Sec-WebSocket-Accept-HeaderType": {

             "schema": {

                "$ref": "#/components/schemas/Sec-WebSocket-Accept-HeaderType"

             }

           }

         }
          },

          "default": {

            "description": "Error case.",

            "content": {

              "application/json": {

                "schema": {

                  "$ref": "#/components/schemas/error-ResponseType"

                }

              }

            }

          }

        }
      }

    }

  },

  "components": {

    "schemas": {

      "uri-Type": {

        "type": "string"

      },

      "streamInfo-Type": {

        "type": "object",

        "properties": {

          "streamId": {

            "type": "string"

          },

          "iOCInstance": {

              "$ref": "#/components/schemas/uri-Type"

          },

          "measTypes": {

            "type": "array",

            "items": {

              "type": "string"

            }

          }

        }

      },

      "error-ResponseType": {

        "type": "object",

        "properties": {

          "error": {

            "type": "object",

            "properties": {

              "errorInfo": {

                "type": "string"

              }

            }

          }

        }

      },

      "streamIntoListPost-RequestType": {

        "type": "object",

        "properties": {

          "streamInfoList": {

            "type": "array",

            "items": {

              "$ref": "#/components/schemas/streamInfo-Type"

            }

          }

        }

      },
      "Upgrade-HeaderType": {

        "type": "string",

        "enum": [

          "websocket",

        ]     

      },

      "Connection-HeaderType": {

        "type": "string",

        "enum": [

          "Upgrade",

        ]     

      },

      "Sec-WebSocket-Key-HeaderType": {

        "type": "string"

      },
      "Sec-WebSocket-Version-HeaderType": {

        "type": "string"

      },
      "Sec-WebSocket-Accept-HeaderType": {

        "type": "string"

      }
    }

  }

}
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Annex x (normative): 
ASN.1 definition for Performance Data Stream Units
X.1
ASN.1 definition rule
For performance data streaming, the type of WebSocket Data frame shall be binary (with opcode of 0x2).

This subclause specifies the abstract syntax notation one (ASN.1) definition for the Performance Data Stream Units as Payload data of WebSocket Data frame.
The Performance Data Stream Units are described using ASN.1 as specified in ITU-T Rec. X.680 [a] and X.681 [b]. Transfer syntax for Performance Data Stream Units is derived from their ASN.1 definitions by use of Packed Encoding Rules (PER), aligned as specified in ITU-T Rec. X.691 [c].

The following encoding rules apply in addition to what has been specified in ITU-T Rec. X.691 [c]:

-
When a bit string value is placed in a bit-field as specified in clause 15.6 to 15.11 in ITU-T Rec X.691 [c], the leading bit of the bit string value shall be placed in the leading bit of the bit-field, and the trailing bit of the bit string value shall be placed in the trailing bit of the bit-field;
-
When decoding a BIT STRING or OCTET STRING constrained with a Contents Constraint, PER decoders are required to never report an error if there are extraneous zero or non-zero bits at the end of the BIT STRING or OCTET STRING.

NOTE:
The terms 'leading bit' and 'trailing bit' are defined in ITU-T Rec. X.680 [a]. When using the 'bstring' notation, the leading bit of the bit string value is on the left, and the trailing bit of the bit string value is on the right.
X.2
ASN.1 definition

-- ASN1START

PerformanceDataStreamUnits-Schema DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

-- PDSUs-START

PDSUs ::=                      SEQUENCE OF PDSU

PDSU ::=  SEQUENCE {

    streamId                   INTEGER,

    granularityPeriodEndTime   DATE-TIME,   

    standardizedMeasResults    SEQUENCE OF MeasValue,

    vendorSpecificMeasResults  SEQUENCE OF MeasValue OPTIONAL -- may be omitted

}

MeasValue ::= CHOICE {

    integerValue   INTEGER,

    realValue      REAL,

    stringValue    VisibleString,

    subCounters    SubCounterListType,

    ...                                             -- allow extension in futher version

}

-- uses recursion for the value to support multi-dimensional measurements

SubCounterListType ::= SEQUENCE {

    subCounterIndex   SubCounterIndexType,     

    subCounterValue   MeasValue OPTIONAL            -- "empty" bins are allowed

} 

SubCounterIndexType ::= CHOICE {

    sum       VisibleString ("SUM"),

    binIndex  INTEGER,

    qOS-5QI   INTEGER,

    qOS-QCI   INTEGER,

    cause     INTEGER,

    stringIndex   VisibleString,

    plMN      OCTET STRING (SIZE(3)),              -- definition from TS 38.413

    sNSSAI    SEQUENCE {                           -- definition from TS 38.413

        sst   OCTET STRING (SIZE(1)),

        sd    OCTET STRING (SIZE(3))

    },

    ...                                            -- allow extension in futher version

}

-- PDSUs-STOP

END

-- ASN1STOP
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