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*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 33.916: "Security Assurance Methodology for 3GPP network products classes".
[3]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[4]
3GPP TR 33.821: "Rationale and track of security decisions in Long Term Evolution (LTE) RAN/3GPP System Architecture Evolution (SAE)".

[5]
3GPP TS 33.116: "Security Assurance Specification for MME network product class".
[x]
3GPP TS 33.117: "Catalogue of general security assurance requirements".
 *************** Start of the 2nd Change ****************

X
Generic Assets and Threats for network functions supporting SBA interfaces
X.1
Introduction 

In addition to the assets and threats described in clause 5 for GNP, the present clause contains assets and threats that are believed to apply to all network functions supporting service based interfaces.
X.2
Generic critical assets 
The generic critical assets of NF to be protected are:

-
NF Application
-
NF API data (e.g. API message IEs, access tokens)
-
The interfaces of NF to be protected and which are within SECAM scope: 
-
Service Based Interfaces
X.3
Generic threats
X.3.1
Introduction
The threats described in this subclause follow the template in clause 5. Related security requirements and test cases have been captured in TS 33.117 [x].
X.3.2
Threats related to Service Based Interfaces

X.3.2.1
JSON Parser Exploits
-
Threat Name: JSON Parser Exploits
-
Threat Category: Tampering, Information Disclosure, Denial of Service 
-
Threat Description: one of the JSON parser exploits is that the parsers used by a generic NF may execute JavaScript or any other code contained in JSON objects received on SBIs, which are considered untrusted. Further, these parsers may include resources external to the received JSON object itself, such as files from the NF’s filesystem or other resources loaded externally. With such exploit, malicious code can be executed by an attacker to conduct several attacks e.g. tampering, information disclosure/stealing, DoS.
-
Threatened Asset: all critical assets as listed in clauses 5.2 and X.2, except hardware assets

X.3.2.2
JSON Parser not Robust
-
Threat Name: JSON Parser not Robust
-
Threat Category: Denial of Service
-
Threat Description: there are following threats if JSON parsers are not robust:

-
For data structures where values are accessible using names (sometimes referred to as keys), e.g. a JSON object, if the names/keys are not unique and duplicated names/keys occur within such a structure, it can result in inconsistent values for that names (or keys), which leads to Denial of Service.

-
If the format and range of values for the IEs in API messages are not implemented as required (e.g. when the number of leaf IEs exceeds the maximum number or when the size of the JSON body of any HTTP request exceed the maximum size), security vulnerabilities may be introduced such as buffer overflow flow, which may lead to Denial of Service.
-
Threatened Asset: NF API data, NF Application, Sufficient Processing Capability
X.3.3
Threats related to Service Access
X.3.3.1
Elevation of Privilege via Incorrect Verification of Access Tokens
-
Threat name: Incorrect Verification of Access Tokens 
-
Threat category: Elevation of Privilege, Information Disclosure, Denial of Service

-
Threat Description: there are following threats if the generic NF cannot correctly verify the access tokens:
-
An access token may be tampered so that an attacker can arbitrarily access any services from any NF service providers within the same PLMN or in different PLMNs, which leads to elevation of privilege and consequently information disclosure.
-
An access token may be tampered so that an attacker can block service access by replacing the granted services/NF service providers with unavailable services/NF service providers, which leads to denial of service.
-
An expired access token can be replayed so that an attack can access the services which may no longer be allowed by the NF service provider, which leads to elevation of privilege and consequently information disclosure.
-
Threatened Asset: NF API data, NF Application, Sufficient processing capacity
*************** End of the Changes ****************

