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	Reason for change:
	TS 23.122 specifies new reference points between AEF functions (topology hiding entity and AEF handling service APIs) and these are CAPIF-7 and CAPIF-7e. CAPIF-7 is between AEFs belonging to same trust domain and CAPIF-7e is between AEFs belonging to different trust domains. Security aspects for these reference points need to be specified. TS 23.122 also specifies that CAPIF-7 and CAPIF-7e are CAPIF-2 and CAPIF-2e compliant respectively. 

Taking the above into consideration, security requirements for CAPIF-7/7e are proposed. 

	
	

	Summary of change:
	New clauses covering security requirements for CAPIF-7/7e reference points.

	
	

	Consequences if not approved:
	[bookmark: _GoBack]Security aspects of CAPIF-7/7e remain unspecified.

	
	

	Clauses affected:
	4.X (New clause)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	





***** Start of Change *****
[bookmark: _Toc3816328]4.X	Security requirements on the CAPIF-7/7e reference points
The security requirements for CAPIF-7/7e reference points are:
-	[CAPIF-SEC-4.X-a] The transport of messages over the CAPIF-7 and CAPIF-7e reference points shall be integrity protected.
-	[CAPIF-SEC-4.X-b] The transport of messages over the CAPIF-7 and CAPIF-7e reference points shall be protected from replay attacks.
-	[CAPIF-SEC-4.X-c] The transport of messages over the CAPIF-7 and CAPIF-7e reference points shall be confidentiality protected. 
-	[CAPIF-SEC-4.X-d] Privacy of the 3GPP user over the CAPIF-7 and CAPIF-7e reference points shall be protected.
-	[CAPIF-SEC-4.X-e] The API exposing function (destination AEF handling service API) shall determine whether AEF that is topology hiding entity, is authorized to access service API.

***** End of Change *****

