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*************** Start of the 1st Change ****************

4.2.3.4.5
Policy regarding consecutive failed login attempts

Requirement Name: tba

Requirement Description:
a) 
The maximum permissible number of consecutive failed user account login attempts should be configurable by the operator. The definition of the default value set at manufacturing time for maximum number of failed user account login attempts shall be less than or equal to 8, typically 5. After the maximum permissible number of consecutive failed user account login attempts is exceeded by a user there shall be a block delay in allowing the user to attempt login again. This block delay and also the capability to set period of the block delay, e.g. double the delay, or 5 minutes delay, or 10 minutes delay, after each login failure should be configurable by the operator. The default value set at manufacturing time for this delay shall be greater than or equal to 5 sec. 

b) 
If supported, infinite (permanent) locking of an account that has exceeded maximum permissible number of consecutive failed user account login attempts should also be possible via configuration, with the exception of administrative accounts which shall get only temporarily locked via the added delay.

Security Objective references: tba.
TEST CASE:
Test Name: TC_FAILED_LOGIN_ATTEMPTS

Purpose:

To ensure that the policy regarding failed login attempts is adhered to.

Case 1: Testing for requirement 4.2.3.4.5 a)

Procedure and execution steps:

Pre-Conditions:

1)
At least one user account has been created as per manufacturer's instructions.

2)
Directions of how to configure the maximum permissible number of consecutive failed user account login attempts and the default value of this number are identified in the documentation accompanying the Network Product. Default value shall be stated as well.

3)
Directions of how to configure the block delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number are identified in the documentation accompanying the Network Product. Default value of the delay shall be stated as well.


Execution Steps:

The accredited evaluator's test lab is required to execute the following steps:

1)
Check default values from precondition 2 and 3.

2)
Perform consecutive failed login attempts for the user account until the default maximum number of precondition 2 is reached.

3)
Attempt again one extra login, which fails again.

4)
Attempt one extra login in less time than the default for the delay of precondition 3, using the correct credentials.

5)
Attempt one extra login in more time than the default for the delay of precondition 3, using the correct credentials.




Expected Results:

1)
Default values from precondition 2 and 3 are in accordance with the requirement.
2)
In execution step 4, the login attempt shall be rejected in all cases. 
3)
In execution step 5, the login attempt shall be accepted.
4)
In execution step 6, it is verified that the user can login only at the last login attempt.

Expected format of evidence: tba

Case 2: Testing for requirement 4.2.3.4.5 b)

Procedure and execution steps:

Pre-Conditions:

1. 
At least one user account has been created as per manufacturer's instructions.

2. 
Directions of how to configure the maximum permissible number of consecutive failed user account login attempts and the default value of this number are identified in the documentation accompanying the Network Product. Default value shall be stated as well.

3. 
Directions of how to optionally configure permanent locking for non-administrative accounts shall be stated as well.

Execution Steps:

The accredited evaluator's test lab is required to execute the following steps:

1. 
Check default values from precondition 2.

2. 
Perform consecutive failed login attempts for the user account until the default maximum number of precondition 2 is reached.

3. 
Attempt again one extra login, which fails again.

4. 
Attempt one extra login in more time than the default for the delay of precondition 3, using the correct credentials.

5. 
If supported enable permanent locking of accounts exceeding the maximum permissible number of consecutive failed user account login attempts and repeat steps 1-4 for a normal user.

6. If supported enable permanent locking of accounts exceeding the maximum permissible number of consecutive failed user account login attempts and repeat steps 1-4 for a user with administrative access rights.

Expected Results:

In execution step 5 it is verified that the user cannot login at any execution step.

In execution step 6 it is verified that an administrator user can successfully login only at execution step 5.

Expected format of evidence: tba

*************** End of the 1st Change ****************

*************** Start of the 2nd Change ****************

4.2.5.2.1
Webserver logging

Requirement Name: Webserver logging

Requirement Description: Access to the webserver shall be logged. The web server log shall contain the following information:

-
Access timestamp

-
Source (IP address)

-
(Optional) Account (if known)

-
(Optional) Attempted login name (if the associated account does not exist)

-
Relevant fields in http request. The URL should be included whenever possible.
-
Status code of web server response
Security Objective references: tba.
Test case: 

Test Name: TC_WEBSERVER_LOGGING
Purpose:

Verify that all accesses to the webserver are logged with the requisite information. 
Procedure and execution steps:

Pre-Condition:

Network Product documentation which contains information on log file location and procedure to access it.

Tester has the necessary privileges to access the log files.
Execution Steps

Execute the following steps:

1.
The tester tries to login to the webserver using the correct and incorrect login credentials.

2.
The tester verifies whether the login attempts were logged correctly with all of the required information.
Expected Results:

All webserver events are logged with all of the requisite information.
Expected format of evidence:

Testing report contains copies of the log file showing the captured information.
*************** End of the 2nd Change ****************

*************** Start of the 3rd Change ****************

4.2.6.2.3
GTP-C Filtering

Requirement Name: GTP-C Filtering
Requirement Description:

The following capability is conditionally required:

-
For each message of a GTP-C-based protocol, it shall be possible to check whether the sender of this message is authorized to send a message pertaining to this protocol.
NOTE 1: 
The check could be performed e.g. against a whitelist or blacklist of permitted message type / sender identity combinations.
-
At least the following actions should be supported when the check is satisfied:
-
Discard: the matching message is discarded.
-
Accept: the matching message is accepted.
-
Account: the matching message is accounted for, i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
This requirement is conditional in the following sense: It is required that at least one of the following two statements holds: 

-
The Network Product supports the capability described above and this is stated in the product documentation.

-
The Network Product's product documentation states that the capability is not supported and that the Network Product needs to be deployed together with a separate entity which provides the capability described above. 

NOTE 2: 
Such a separate entity could e.g. be a GTP Firewall. 

NOTE 3: 
Test cases for this separate entity are not provided in the present document, but are believed to be similar to them. 
NOTE 4: The test cases are only applicable to all network product classes utilizing GTP-C based protocol.
Security Objective references: tba.
Test case: 

The test case described here apply only when GTP-C filtering is provided on the Network Product itself. 

Test Name: TC_GTP-C_FILTERING

Purpose: 

To verify that the network product provides filtering functionalities for incoming GTP-C messages. In particular this test case verifies that: 
1.
The network product provides filtering of incoming GTP-C messages on any interface. 

2.
It is possible to block all GTP-C messages on those network product interfaces where they are unwanted.

3.
It is possible to specify defined actions for each rule.

Procedure and execution steps:

Pre-Conditions:

-
The network product has at least two physical interfaces, named if1 and if2.
-
The tester has the privileges to configure GTP-C filtering on the network product.

-
The manufacturer declares that the GTP-C filtering is supported.

-
The manufacture includes a guideline to configure the GTP-C filtering in the documentation accompanying the network product.

-
A network traffic generator or a pcap file containing the GTP-C messages is available.

-
A network traffic analyser on the network product (e.g. tcpdump) is available.

Execution Steps

1.
The tester log in the network product.

2.
The tester configures the network product with the following rules:

a)
Accept only GTP-C EchoRequest messages on if1.
b)
Discard all GTP-C messages on if2.

c)
For each rule above the accounting is also enabled.

3.
The tester turns on the network traffic analyser on if2.

4.
The tester sends on if2 EchoRequest messages replying a pcap file or using a network generator.

a)
Using the network analyser the tester verifies that the network product correctly receives the EchoRequest messages on if2.

b)
Using the accounting, the tester verifies that the messages are discarded and that any response is sent back by the network product.

5.
The tester sends to if1 EchoRequest messages replying a pcap file or using a network generator.

a)
Using the network analyser, the tester verifies that the messages are correctly received by the network product.

b)
The tester verifies that the GTP-C EchoRequest messages are not discarded because EchoResponse messages are sent back by the network product.

6.
The tester verifies that the matching messages are correctly accounted for both rules.

7.
The tester sends to if1 GTP-C messages different from EchoRequest replying a pcap file or using a network generator.

a)
Using the network analyser, the tester verifies that the messages are correctly received by the network product.

b)
Using the accounting, the tester verifies that the messages are discarded and that any response is sent back by the network product.

8.
The tester deletes the previous rules and configures a new rule, i.e. to accept only GTP-C EchoRequest on if1 coming from a certain IP Address named IP1.

9.
The tester sends GTP-C EchoRequest messages with source IP Address set to IP1:
a)
Using the network analyser, the tester verifies that the messages are correctly received by the network product.

b)
The tester verifies that the GTP-C EchoRequest messages are not discarded and EchoResponse messages are sent back by the network product.

10.
The tester sends GTP-C EchoRequest messages with source IP Address set to IP2 different from IP1 using a network traffic generator or replying a pcap file.

a)
Using the network analyser the tester verifies that the messages are correctly received by the network product.

b)
The tester verifies that the GTP-C EchoRequest messages are discarded and that no EchoResponse messages are sent back.

Expected Results:

-
For steps 4, 5, 6 and 7 the tester receives GTP-C EchoResponse messages from if1 only.

-
For steps 4, 5, 6 and 7 the messages matching the rules are correctly accounted.

-
For steps 8, 9, 10 the tester receives GTP-C EchoResponse messages only for the authorized source IP address.

Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
The used tool(s) name and version information

-
Settings and configurations used

-
Pcap trace

-
Screenshot

Test result (Passed or not)
*************** End of the 3rd Change ****************

*************** Start of the 4th Change ****************

4.2.6.2.3 
GTP-U Filtering
Requirement Name: GTP-U Filtering
Requirement Description:

The following capability is conditionally required:

-
For each message of a GTP-U-based protocol, it shall be possible to check whether the sender of this message is authorized to send a message pertaining to this protocol.
NOTE 1: 
The check could be performed e.g. against a whitelist or blacklist of permitted message type / sender identity combinations.
-
At least the following actions should be supported when the check is satisfied:
-
Discard: the matching message is discarded.
-
Accept: the matching message is accepted.
-
Account: the matching message is accounted for, i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
This requirement is conditional in the following sense: It is required that at least one of the following two statements holds: 

-
The Network Product supports the capability described above and this is stated in the product documentation.

-
The Network Product's product documentation states that the capability is not supported and that the Network Product needs to be deployed together with a separate entity which provides the capability described above. 

NOTE 2: 
Such a separate entity could e.g. be a GTP Firewall. 

NOTE 3: 
Test cases for this separate entity are not provided in the present document, but are believed to be similar to them. 
NOTE 4: The test cases are only applicable to all network product classes utilizing GTP-U based protocol.
Security Objective references: tba.
Test case: 

The test case described here apply only when GTP-U filtering is provided on the Network Product itself. 
Test Name: TC_GTP-U_FILTERING

Purpose: 

To verify that the network product provides filtering functionalities for incoming GTP-U messages. In particular this test case verifies that: 
1.
The network product provides filtering of incoming GTP-U messages on any interface. 

2.
It is possible to block all GTP-U messages on those network product interfaces where they are unwanted.

3.
It is possible to specify defined actions for each rule.

Procedure and execution steps:

Pre-Conditions:

-
The network product has at least two physical interfaces, named if1 and if2.
-
The tester has the privileges to configure GTP-U filtering on the network product.

-
The manufacturer declares that the GTP-U filtering is supported.

-
The manufacture includes a guideline to configure the GTP-U filtering in the documentation accompanying the network product.

-
A network traffic generator or a pcap file containing the GTP-U messages is available.

-
A network traffic analyser on the network product (e.g. tcpdump) is available.

Execution Steps

1.
The tester log in the network product.

2.
The tester configures the network product with the following rules:

a)
Accept only GTP-U EchoRequest messages on if1.
b)
Discard all GTP-U messages on if2.

c)
For each rule above the accounting is also enabled.

3.
The tester turns on the network traffic analyser on if2.

4.
The tester sends on if2 EchoRequest messages replying a pcap file or using a network generator.

a)
Using the network analyser the tester verifies that the network product correctly receives the EchoRequest messages on if2.

b)
Using the accounting, the tester verifies that the messages are discarded and that any response is sent back by the network product.

5.
The tester sends to if1 EchoRequest messages replying a pcap file or using a network generator.

a)
Using the network analyser, the tester verifies that the messages are correctly received by the network product.

b)
The tester verifies that the GTP-U EchoRequest messages are not discarded because EchoResponse messages are sent back by the network product.

6.
The tester verifies that the matching messages are correctly accounted for both rules.

7.
The tester sends to if1 GTP-U messages different from EchoRequest replying a pcap file or using a network generator.

a)
Using the network analyser, the tester verifies that the messages are correctly received by the network product.

b)
Using the accounting, the tester verifies that the messages are discarded and that any response is sent back by the network product.

8.
The tester deletes the previous rules and configures a new rule, i.e. to accept only GTP-U EchoRequest on if1 coming from a certain IP Address named IP1.

9.
The tester sends GTP-U EchoRequest messages with source IP Address set to IP1:
a)
Using the network analyser, the tester verifies that the messages are correctly received by the network product.

b)
The tester verifies that the GTP-U EchoRequest messages are not discarded and EchoResponse messages are sent back by the network product.

10.
The tester sends GTP-U EchoRequest messages with source IP Address set to IP2 different from IP1 using a network traffic generator or replying a pcap file.

a)
Using the network analyser the tester verifies that the messages are correctly received by the network product.

b)
The tester verifies that the GTP-U EchoRequest messages are discarded and that no EchoResponse messages are sent back.

Expected Results:

-
For steps 4, 5, 6 and 7 the tester receives GTP-U EchoResponse messages from if1 only.

-
For steps 4, 5, 6 and 7 the messages matching the rules are correctly accounted.

-
For steps 8, 9, 10 the tester receives GTP-U EchoResponse messages only for the authorized source IP address.

Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
The used tool(s) name and version information

-
Settings and configurations used

-
Pcap trace

-
Screenshot

Test result (Passed or not)

*************** End of the 4th Change ****************

