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1. Overall Description:
SA thanks SA2 for the LS on Nudr Sensitive Data Protection. 

SA has discussed the proposal by SA3 to disallow the storage of the authentication data in the UDR in Release 15 and concluded that it is not agreeable. This is because Release 15 is frozen and storing authentication data in the UDR is in-line with how it was done in previous generations following SA3 guidance and recommendation during the earlier work on User Data Convergence (UDC). 
SA would like to ask SA3 to take into account the deployment option where the authentication data is stored in the UDR and adequately document the security requirements to enable 1) the storage of sensitive data such as authentication credentials in the UDR and 2) the transfer of such data over the Nudr interface.
Storage of the authentication credentials in the ARPF can be considered as an additional option for Release 16 onwards, if SA3 deems appropriate to do so, as per normal working procedures.
Further SA would like to invite SA3 to further investigate and specify security aspects of an interface between the ARPF and the UDM for Release 16 in order to allow a multivendor deployment.

2. Actions:

To 3GPP SA WG3 Group:

ACTION:
SA kindly asks SA3 to take the above into account.
To 3GPP SA WG2 and CT4:
ACTION:
SA kindly asks SA2 and CT4 to take this information into consideration. 
3. Date of Next TSG-SA Meetings:

TSG-SA Meeting #85
18-20 September 2019
Newport Beach, US.

TSG-SA Meeting #86
11-13 December 2019
Sitges, ES
