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<<<<<<<<<<<<<<<<<<<<<<<<<< START OF CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc3239784]6.2.3.3.1	LI_T3 interface specifics
When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI  present in the UPF over the LI_T3 interface.
When the CC-TF in the SMF detects that a PDU session has been established for a target UE (i.e. when the SMF sends the N4: Session Establishment Request and N4: Session Modification Request to the UPF), it shall send an activation message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use with the xCC. This can be achieved by sending an ActivateTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with the following details.
Table 6.2.3-6: ActivateTask message for triggering the CC-POI in the UPF
	ETSI TS 103 221-1 field name
	Description
	M/C/O

	XID
	Set to the same XID associated with the interception in the SMF.
	M

	TargetIdentifiers
	Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The CC-POI in the UPF shall support at least the following identifier types:

· GTP Tunnel ID.
· IPv4 address.
· IPv6 address.

NOTE:	This value is the target identifier for the CC-POI in the UPF, and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X3Only”.
	M

	ListOfDIDs
	Delivery endpoints for LI_X3. These delivery endpoints shall be configured by the CC-TF in the SMF using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationNumber
	Correlation ID to assign to X3 PDUs generated by the CC-POI in the UPF.
	M



When the CC-TF in the SMF detects that a targeted PDU session has changed (i.e. when the SMF sends the N4 Session Modification Request to the UPF) in a way which requires changes to the interception by the CC-POI in the UPF, the CC-TF shall modify the interception at the CC-POI in the UPF over the LI_T3 interface. This is achieved by sending a ModifyTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.2 with the following details.
Table 6.2.3-7: ModifyTask message for updating interception at the CC-POI in the UPF
	ETSI TS 103 221-1 field name
	Description
	M/C/O

	XID
	Set to the XID associated with the interception.
	M

	TargetIdentifiers
	Updated packet detection criteria as determined by the CC-TF in the SMF.

NOTE: 	See notes on TargetIdentifiers in Table 6.2.3-6.
	M



[bookmark: _Hlk2283569]When the CC-TF in the SMF detects that the PDU session has been released (i.e. when the SMF sends the N4: Session Release Request to the UPF) for a target UE, it shall send a deactivation message to the CC-POI in the UPF over the LI_T3 interface. When using ETSI TS 103 221-1 [7] this is achieved by sending a DeactivateTask message with the XID field set to the XID associated with the interception, as described in ETSI TS 103 221-1 [7] clause 6.2.3.
[bookmark: _Toc3239785]By default, interception shall occur at the anchor UPF as described in 6.2.3.3.3.
<<<<<<<<<<<<<<<<<<<<<<<<<< END OF CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>
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