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*** First Change ***
4.2
BEST Framework Service Description

4.2.1
Architecture
Figure 4.2.1-1 shows the architecture of the extended user plane protection service for the case where the UE’s PDN connection terminates at the P-GW. Figure 4.2.1-2 shows the architecture of the extended user plane protection service for the case where the UE’s PDN connection terminates at the SCEF.
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Figure 4.2.1-1: The architecture of the extended user plane protection service (P-GW Terminated PDN Connection Option)
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Figure 4.2.1-2: The architecture of the extended user plane protection service (SCEF Terminated PDN Connection Option)

The BEST service requires the following components:

-
Home Security Endpoint (HSE) – This is the termination point in the home network that performs the following functions:

-
Terminating the control plane for BEST between the UE and the HSE

-
Terminating the secure communication for BEST between the UE and the HSE and forwarding to and from the Data Network via the SGi if UE-to-HSE security is selected.

-
Routing the user plane traffic for BEST between the UE and the Enterprise Application Server (EAS) via the SGi if UE-to-EAS security is selected.

-
Anchor for BEST Key agreement only service. Exposes an interface for EAS to obtain MNO provided pre-shared key.

-
End to Middle Key Server (EMKS) – This is an optional key server element that manages the key communication with the HSS (for quintets) and stores keys to reduce loading on the HSE and HSS. The EMKS has interfaces to the HSS (S6a) and the HSE (S6a).

The BEST service uses the following interfaces:

-
S6a between the HSS and the HSE

-
S6a between the HSS and EMKS

-
S6a between the EMKS and the HSE

-
BEST-C and BEST-U between the UE and the HSE

-
EAS-C and EAS-U between the HSE and the EAS.  Definition of this interface is out of scope.  Annex B describes a candidate interface based on Restful HTTP for the communication between the HSE and the EAS.
When the UE’s PDN connection terminates at the SCEF as shown in Figure 4.2.1-2:

· The HSE may be implemented as part of the SCEF.

· The EAS may be an SCS/AS and use a T8 interface to access exposed network capabilities as described in TS 23.682 [14].
-
EMSDP via the SCEF only supports non-IP PDU Type communication.
*** Second Change ***
6.2
EMSDP Protocol Description

6.2.1
Data Stack

Figures 6.2.1-1, 6.2.1-2, 6.2.1-3, and 6.2.1-4 show examples with the LTE network of the data stacks for the EMSDP transfers (based on 3GPP TS 23.401 [4]) between the HSE and the UE. 
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Figure 6.2.1-1: Non-IP PDU Type data stack for the EMSDP transfers over UP
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Figure 6.2.1-2: Non-IP PDU Type data stack for the EMSDP transfers over NAS via the PDN GW
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Figure 6.2.1-3: Non-IP PDU Type data stack for the EMSDP transfers over NAS via the SCEF

If the UE selects the non-IP PDU data type as defined in clause 4.3.17.8 of  3GPP TS 23.401[2], the  PDN GW encapsulates the non-IP EMSDP payload in PtP (IP and UDP as detailed in clause 4.3.17.8.3.3.2 of 3GPP TS 23.401[4]) for the communication with the HSE.  In case of the EMSDP is in IP PDU Type, the PtP encapsulation is unnecessary, and the UE’s IP packet is directly forwarded to the HSE.  This is shown on Figure 6.2.1-2.  
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Figure 6.2.1-4: IP PDU Type data stack for the EMSDP transfers

In all four scenarios for UE-to-EAS BEST sessions, the HSE may forward the EMSDP user plane unmodified to the EAS. When the session uses a non-IP PDU Type connection that terminates at the SCEF, SCEF API’s are used to forward the EMSDP user plane unmodified to the HSE. The signalling plane always terminates in the HSE.

Note 1: 
It is up to the operator to decide the protocol between the HSE and the EAS. For example, an operator may agree to use the optional Annex B protocol. In that case, the HSE will have to encapsulate the user data in an agreed message format.
Note 2:
The method by which the UE discovers the IP address of the HSE is an operational matter, out of scope. 
Note 3:
The SCEF does not support IP routing towards the EAS.
Note 4:
The EMSDP Payload may carry a non-IP or an IP message.  If the message in the EMSDP Payload is already IP, after decapsulating the payload the HSE just forwards it onto the SGi.  If the message in EMSDP Payload is non-IP, then the HSE needs to encapsulate it, for example in IP/UDP, which shown on the above diagrams with dashed boxes.  Handling of the EMSDP Payload is controlled by operator policy and is out of scope. 
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