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1
Introduction

The BEST_MTC_Sec work Item delivers battery efficient user data security mechanisms for very low Throughput Machine Type Communication Devices.  These devices are characterised by communicating with infrequent small data packets, with a long life in the market and with the capability of being powered from a single small battery.
This work item delivered a new TS, 3GPP TS 33.163 [1] which is based on the study results in 3GPP TS 33.863 [2].
The work item delivered a standalone specification that specifies:

-
 Integrity protection, and optionally confidentiality protection, for small data packets between the UE and a service in the home network.

-
 Integrity protection, and optionally confidentiality protection, for small data packets between the UE and a service in the enterprise IT space.

-
Key agreement service between the UE and a service in the enterprise IT space.

2
Description

3GPP TS 33.863 [2] studied the security requirements for user data transfer in battery constrained devices and concluded that a new protocol was needed for end to middle security (E2M) (UE to Home Network) and for end to end (E2) (UE to Enterprise application).
3GPP TS 33.163 (BEST) delivers a small, infrequent, user plane data security model and an optimised protocol (EMSDP) that achieves telecom grade security with a low overhead.  Whilst initially specified for LTE, EMSDP is equally applicable for all 3GPP technologies as re-uses 3GPP authentication and includes support for integrity protection, confidentiality protection, replay protection, end point authentication and E2E key distribution.  EMSDP has been designed with the flexibility to extend it with other security methods, counter schemes and endpoints whilst being fully self-contained in the 3GPP user plane traffic.

BEST is realised using a client in the UE and a new entity, the HPLMN Security Endpoint (HSE) which is located in the home network core.
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