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*************** Start of the 1st Change ****************

4.2.3.3
Protecting availability and integrity

4.2.3.3.1
System handling during overload situations 
Requirement Name: System handling during overload situations 
-
Requirement Description: 
The system shall provide security measures to deal with overload situations which may occur as a result of a denial of service attack or during periods of increased traffic. In particular, partial or complete impairment of system availability shall be avoided. Potential protective measures include:

-
Restricting of available RAM per application

-
Restricting of maximum sessions for a Web application

-
Defining the maximum size of a dataset

-
Restricting CPU resources per process

-
Prioritizing processes

-
Limiting of amount or size of transactions of an user or from an IP address in a specific time range
-
Security Objective references: tba.
Test case: Refer to clause test case in clause 4.2.3.3.3.
4.2.3.3.2
Boot from intended memory devices only

Requirement name: Boot from intended memory devices only
Requirement reference: to be done later
Requirement Description: 

The network product can boot only from the memory devices intended for this purpose.
Test case: 

Test Name: TC_BOOT_INT_MEM_1
Purpose:

Verify that the network product can only boot from memory devices intended for this purpose (e.g. not from external memory like USB key).
Procedure and execution steps:

Pre-Conditions:

A document which contains information regarding the firmware access mechanism supported by the product and about the memory devices from which the network product can boot.

Execution Steps

1.
The tester verifies that the network product is configured to boot from memory devices declared in the network product document only.

2.
The tester verifies that there is not possible to access and modify the firmware of the network product without successful authentication.
Expected Results:

The network product cannot boot from a memory device that is not configured in its firmware, and access to the firmware is only possible with the correct authentication.

Expected format of evidence: NA
4.2.3.3.3
System handling during excessive overload situations

Requirement Name: System handling during overload situations
Requirement Description: The system shall act in a predictable way if an overload situation cannot be prevented. A system shall be built in this way that it can react on an overload situation in a controlled way. However it is possible that a situation happens where the security measures are no longer sufficient.
In such case it shall be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security functions and thus loss of system protection.

The vendor shall provide a technical description of the network products' Over Load Control mechanisms (especially whether these mechanisms rely on cooperation of other network elements e.g. eNode B) and the accompanying test case for this requirement will check that the description provides sufficient detail in order for an evaluator to understand how the mechanism is designed.

Security Objective references: tba.
Test case: 
Test Name: TC_SYSTEM_HANDLING_OF_OVERLOAD_SITUATIONS
Note: 
This test case covers requirements 4.2.3.3.1 and this requirement4.2.3.3.3.

Purpose:

Verify that the network product:

-
has a detailed technical description of the overload control mechanisms used to deal with overload scenarios;

-
has test results verifying the operation of the overload control mechanisms. 

Procedure and execution steps:

Pre-Conditions:

-
A document which provide a detailed technical description of the overload control mechanisms.

-
Test results from a test execution phase of overload control mechanism testing.

Execution Steps

-
The tester verifies that there is:

-
A technical description providing a high-level overview of the overload control design:
-
An overview of the types of overload scenarios that the network product overload control mechanisms are expected to handle. 

-
An overview of the overload control thresholds that the network product uses to trigger overload control mechanisms.

-
Description of the types of attacks that may cause an overload to the network product and how these are handled.

-
A description of how the network product discards or handles input during various overload situations including excessive overloads. i.e. where the overload is significantly greater than the thresholds where overload detection is triggered. 

-
A description of how the network product security functions operate and perform during overload.

-
A description of how the network product shuts down or performs or takes other abatement or corrective actions during excessive overload conditions. 

-
The tester verifies that the test results:

-
Contain details of the overload conditions used in the test execution that are consist with the technical description document.

-
Describe test procedures used to verifying the overload control mechanisms.

-
Contain data which demonstrates/indicates that the overload control mechanisms described in the technical description document have been implemented.

-
Contains details of the test set-up including the mechanisms for creating the overload. Where simulators and/or scripts are used to artificially create a load then details of these should also be included.

Expected Results:

-
A description technical provides a high-level overview of the overload control design.

-
A overview of the types of overload scenarios and overload control thresholds that are considered.

-
Description on the types of attacks that may cause an overload to the system and how these are handled.

-
A description of how the network product discards or handles input during various overload situations.

-
Describes if or how the network product security functions operate and perform during overload.

-
If parts of the system shutdown or take other abatement or corrective actions these should be described.

Note: 
If some of the items listed above are not applicable to a network product then, in those cases, it should be clarified by the vendor why these items are not applicable.

The test results should:

-
Contain details of the overload conditions used in the test execution that are consist with the technical description document.

-
Describe the test procedures used to verify the overload control mechanisms.

-
Contain data which demonstrates/indicates that the overload control mechanisms described in the technical description document have been implemented.

-
Contains details of the test set-up including the mechanisms for creating the overload.
Expected format of evidence:

Documentation showing each of the points in the results sections.

4.2.3.3.4
System robustness against unexpected input.

Requirement Name: System robustness against unexpected input.

Requirement Description: During transmission of data to a system it is necessary to validate input to the network product before processing. This includes all data which is sent to the system. Examples of this are user input, values in arrays and content in protocols. The following typical implementation error shall be avoided:

-
No validation on the lengths of transferred data

-
Incorrect assumptions about data formats

-
No validation that received data complies with the specification

-
Insufficient handling of protocol errors in received data

-
Insufficient restriction on recursion when parsing complex data formats

-
White listing or escaping for inputs outside the values margin

Security Objective references: tba.
Test case: 

This requirement will be verified by Robustness and Protocol fuzzing tests as defined in clause 4.4.4 Robustness and fuzz testing.
4.2.3.3.5
Network Product software package integrity 
Requirement name: Network product Software integrity validation
Requirement reference: to be done later
Requirement Description: 
1)
Software package integrity shall be validated in the installation/upgrade stage.
2)
Network product shall support software package integrity validation via cryptographic means, e.g. digital signature. 
To this end, the network product has a list of public keys or certificates of authorised software sources, and uses the keys to verify that the software update is originated from only these sources.

3)
Tampered software shall not be executed or installed if integrity check fails.
4)
A security mechanism is required to guarantee that only authorized individuals can initiate and deploy a software update, and modify the list mentioned in bullet 2.
 Security Objective references: SOFTWARE INTEGRITY

Test case: 

Test Name: TC_SW_PKG_INTEGRITY_1
Purpose:

Verify that:

1.
The Network Product validates the software package integrity during the installation/upgrade stage.

2.
The software package integrity validation mechanism is performed using cryptographic mechanisms, e.g. digital signature using the public keys or certificates configured in the network product. 
3. 
Software that fails an integrity check is rejected by the network product.
4. 
Only authorized users are allowed to install software.

Procedure and execution steps:

Pre-Conditions:

-
A network product document containing information regarding software package integrity checks, including details of how the integrity check is carried out, where public keys or certificates of sources authorised to sign software packages are stored on the network product and who these sources are, and what evidence is created to prove that the integrity check has been executed and what the result of the check was. Documentation which describes the installation procedure including how a user is authorized and authenticated to perform installation process. 
-
A valid network product software load/package and one that is not-valid (or could be deemed to have been tampered with) are available.

Execution Steps

The tester checks the permissions required to install software on the network product ensuring that a user is properly authenticated by the network product and that they have the required access privileges to perform the installation activity.

The tester checks that when a software package is attempted to be installed on the network product that the software package integrity check is executed (check for evidence of execution as described in network product documentation) and that valid software is allowed to be installed but invalid software is rejected.

The tester checks the access control permissions for the software package integrity checking process, the list of public keys of authorised software sources, and any related credentials or keys for the process to ensure that the process cannot be controlled by persons that are not authorized to do so.

Expected Results:

-
Evidence that the software package integrity check has been executed for both cases of software installation (valid and invalid software packages).
-
Authentication and access control mechanisms are in operation for software package installation and around the software package integrity checking mechanism.
-
The installation/upgrade operation fails when using an invalid software package.
-
The installation/upgrade operation is successful when using a valid software package.
Expected format of evidence:

Snapshots containing the result of the installation of package A and B.
*************** Start of the 2nd Change ****************

4.2.3.4.2.3
Predefined or default authentication attributes shall be deleted or disabled.

Requirement Name: Predefined or default authentication attributes shall be deleted or disabled.
Requirement Description: Predefined or default authentication attributes shall be deleted or disabled.

Normally, authentication attributes such as password or cryptographic keys will be preconfigured from producer, vendor or developer of a system. Such authentication attributes shall be changed by automatically forcing a user to change it on 1st time login to the system or the vendor provides instructions on how to manually change it.
Security Objective references: TBA.
TEST CASE: 
Test Name: TC_PREDEFINED_AUTHENTICATION_ATTRIBUTES_DELETION

Purpose:

To ensure that predefined or default authentication attributes are deleted or disabled as defined in the requirement 4.2.3.4.2.3.
Procedure and execution steps:

Pre-Conditions:

1)
Instructions of how administrator user can view all existing accounts in the database are provided in the documentation accompanying the Network Product.

2)
All predefined accounts and their respective predefined or default passwords are identified in the documentation accompanying the Network Product. 

NOTE: 
No test is provided here for finding undocumented hard coded accounts as such tests may be impossible to define in a general way.

Execution Steps:

1) 
Check in documentation of the existence of any documented predefined account and what is the login password or if any cryptographic key for such accounts is preinstalled.

2)
After login via account with necessary access rights (e.g. Admin) search in the database for any undocumented account.

3)
Attempt login to such predefined accounts if existing.

Expected Results:

1)
When login is attempted to any predefined account the user is automatically forced to change login password at first time login to the system.

2)
If there is no automatic password change enforced then recommendation and clear instructions of how to manually change the password or how to create and reinstall a new cryptographic key exist in the documentation.

Expected format of evidence: 

Evidence can be presented in the form of screenshot/screen-capture on how the network product prompts for password change at first login. Also extracts from product documentation with clear instructions of how to change any default password or cryptographic key.
*************** Start of the 3rd Change ****************

4.2.3.4.3.2
Password changes

Requirement Name: tba

Requirement Description:

If a password is used as an authentication attribute, then the system shall offer a function that enables a user to change his password at any time. When an external centralized system for user authentication is used it is possible to redirect or implement this function on this system. 

Password change shall be enforced after initial login.

The system shall enforce password change based on password management policy. In particular, the system shall enforce password expiry.

Previously used passwords shall not be allowed up to a certain number (Password History). 
The number of disallowed previously used passwords shall be: 

-
Configurable;

-
Greater than 0;

-
And its default value shall be 3. This means that the network product shall store at least the three previously set passwords. The maximum number of passwords that the network product can store for each user is up to the manufacturer.

When a password is about to expire a password expiry notification shall be provided to the user.
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: 

Test Name: TC_PASSWORD_CHANGES
Purpose:

-
To check whether the network product is provisioned with the functionality that enables its user to change the password at any time.

-
The network product enforces password change after initial login.

-
To verify the new password adheres to the password management policy and also to verify whether it has password expiry rule.

-
The network product is configured to disallow specified number of previously used passwords (Password History). 

Procedure and execution steps:

Pre-Conditions:

1.
Tester has account with username and password in the network product.

2.
Network product vendor will provide documentation for password management policy which should include details on how to change the password, configure password expiry rule and disallowing specified number of previously used passwords. 

3.
The network product vendor shall supply information on how many passwords the network product can store for each user in the password history.

4.
The tester has privilege to modify the number of disallowed previously used password.

Execution Steps

Execute the following steps:

A.
Positive Test 

Case 1:

Test case to enforce password change after initial login is covered in clause 4.2.3.4.2.3. 

Case 2:

1
The tester logs into network product application using a privileged account.

2
The network product application generates password expiry notification for user Y to force user Y to change the password.

3
The tester logs out as a privileged user and logs on as user Y.

4.
The tester is prompted to change his password and creates a new password by following the password policy management.

5
The network product application confirms change in password by, for example, displaying "Password Changed Successfully".

6
The tester successfully logs-in the network product application as user Y using the new password.

Case 3:

1.
The tester logs into network product application using a privileged account.

2.
Tester configures the network product application for number of disallowed previously used passwords to x 

3.
The tester requests for a password change for user Y.

4.
The tester logs out of the privileged account and logs on as user Y

5. 
The tester creates a new password by following the password policy management.

6.
If the password is not equal to any of the x previously used passwords, the network product application still accepts the new password and displays "Password Changed Successfully".

B.
Negative Test

Case 1:

Test case to enforce password change after initial login is covered in clause 4.2.3.4.2.3. 

Case 2:

No negative test case for this scenario.

Case 3:

1.
The tester logs into network product application using privileged account.

2.
Tester configures the network product application for number of disallowed previously used passwords to x for user Y. 

3.
The tester logs out of the privileged account and logs in as user Y

4.
The tester requests for a password change.

5.
The tester sets the new password to a value that is among the last x passwords used previously x times.

Expected Results:

A.
Positive Test 

Case 1:

Expected result for enforce password change after initial login is covered in clause 4.2.3.4.2.3. 

Case 2:

Tester can successfully change the password.

Case 3:

Tester can successfully change the password.

B.
Negative Test

If the negative test case passes, this shows that network product application does not work properly and it violates the requirement.

Case 1:

Expected result for enforce password change after initial login is covered in clause 4.2.3.4.2.3. 

Case 2: 

No negative test case for this scenario.

Case 3:

The tester cannot successfully change the password.
Expected format of evidence:

Evidence suitable for the interface, e.g. screenshot contains the operation result.
*************** Start of the 4th Change ****************

4.2.5
Web Servers

4.2.5.1
HTTPS

Requirement Name: HTTPS
Requirement Description: The communication between Web client and Web server shall be protected using TLS. The TLS profile defined in Annex E of TS 33.310 shall be followed with the following modifications:

Cipher suites with NULL encryption shall not be supported

Security Objective references: tba.
Test case: 

Test Name: HTTPS
Purpose: Verify the above requirement. 
Procedure and execution steps, expected results, expected format of evidence:

These are the same as for the test case in clause 4.2.3.2.4, except that, for execution step 2, it is tested that NULL encryption is not supported. 

4.2.5.2
Logging

4.2.5.2.1
Webserver logging

Requirement Name: Webserver logging

Requirement Description: Access to the webserver shall be logged. The web server log shall contain the following information:

-
Access timestamp

-
Source (IP address)

-
Account (if known)

-
Attempted login name (if the associated account does not exist)

-
Relevant fields in http request. The URL should be included whenever possible.
-
Status code of web server response

Security Objective references: tba.
Test case: 

Test Name: TC_WEBSERVER_LOGGING
Purpose:

Verify that all accesses to the webserver are logged with the requisite information. 
Procedure and execution steps:

Pre-Condition:

Network Product documentation which contains information on log file location and procedure to access it.

Tester has the necessary privileges to access the log files.
Execution Steps

Execute the following steps:

1.
The tester tries to login to the webserver using the correct and incorrect login credentials.

2.
The tester verifies whether the login attempts were logged correctly with all of the required information.
Expected Results:

All webserver events are logged with all of the requisite information.
Expected format of evidence:

Testing report contains copies of the log file showing the captured information.
4.2.5.3
HTTP User sessions

Requirement Name: User sessions

Requirement Description: 

To protect user sessions the Network Product shall support the following session ID and session cookie requirements:

1.
The session ID shall uniquely identify the user and distinguish the session from all other active sessions.
2.
The session ID shall be unpredictable. 

3.
The session ID shall not contain sensitive information in clear text (e.g. account number, social security, etc.).

4.
In addition to the Session Idle Timeout (see clause 4.2.3.5.2
Protecting sessions – Inactivity timeout), the Network Product shall terminate automatically sessions after a configurable maximum lifetime This maximum lifetime defines the maximum session span. When the maximum lifetime expires, the session shall be closed, the session ID shall be deleted and the user shall be forced to (re)authenticate in the web application and to establish a new session. The default value for this maximum lifetime shall be set to 8 hours.

5.
Session ID's shall be regenerated for each new session (e.g. each time a user logs in).

6.
The session ID shall not be reused or renewed in subsequent sessions.

7.
The Network Product shall not use persistent cookies to manage sessions but only session cookies. This means that neither the "expire" nor the "max-age" attribute shall be set in the cookies.

8.
Where session cookies are used the attribute 'HttpOnly' shall be set to true.

9.
Where session cookies are used the 'domain' attribute shall be set to ensure that the cookie can only be sent to the specified domain.

10.
Where session cookies are used the 'path' attribute shall be set to ensure that the cookie can only be sent to the specified directory or sub-directory.

11.
The Network Product shall not accept session identifiers from GET/POST variables.

12.
The Network Product shall be configured to only accept server generate session ID's.

Security Objective references: tba.
Test case: 

Purpose:

Verify that the above 12 session ID and session cookie requirements have been met.
Procedure and execution steps:

Pre-Conditions:

-
The Network Product uses a session ID that is communicated between the client and Network Product to establish and maintain a session.

-
Documentation describing how a session is maintained and where the session ID is stored / and how this is communicated and after how long sessions expire.

-
The documentation should describe the algorithm used to generate the session IDs.

Execution Steps

1. 
The tester logs in repeatedly with different user IDs and a number of times with the same user ID in a row and collects the session IDs according to the documentation and the user IDs associated with them. The tester verifies that:

a.
The tester verifies that the session IDs are different between sessions of the same and different users;

b.
The tester verifies that the session IDs seems random based on his/her own experience. The tester may use tests like the bitstream test or the count-the-1s-tests from the diehard test suite. The tester documents how randomness was verified;

c.
The tester verifies that the session IDs are always different between sessions, also when the user ID is the 
same.

2.
The tester verifies that when session cookies are used

a.
neither the "expire" or the "max-age" is set;

b.
the 'HttpOnly' is set to true;

c.
the 'domain' attribute is set to the correct domain;

d.
the 'path' attribute is set to the correct directory or sub-directory.

3.
The tester verifies that it is impossible to:

a.
access a session by retrieving the session ID and communicating the session ID through a POST or GET variable.

b.
generate a session ID on the client by attempting to login with a custom generated session ID.

c.
keep a session alive for longer than the configured maximum lifetime (by default 8 hours).

Expected Results:

1.
A list of session IDs and user IDs that are different between sessions even when the tester has logged in with the same user and that are unpredictable as is confirmed by the entropy calculation.

2.
A confirmation from the tester that the correct variables are indeed set.

3.
A denied access to the tester when attempting the two login steps of step 3 and an expired session in step 3c.

Expected format of evidence:

A confirmation that the tester has confirmed that:

1.
Session IDs follow the rules 1-3, 5, 6.
2.
A session times out after 8 hours or sooner according to the documentation.
3.
The correct cookie settings are used.
4.
The network product does not accept customly generated session IDs and that session IDs over GET or POST are ignored.

4.2.5.4
HTTP input validation

Requirement Name: Input validation

Requirement Description: 

The Network Product shall have a mechanism in place to ensure that web application inputs are not vulnerable to command injection or cross-site scripting attacks. The Network Product shall validate, filter, escape, and encode user-controllable input before it is placed in output that is used as a web page that is served to other users.
Security Objective references: tba.
Test case: 
This requirement is covered by the basic vulnerability testing as described in clause 4.4.

*************** Start of the 5th Change ****************

4.2.6.1 
Protection of Data and Information

Please refer to clause  4.2.3.2 for requirements on protection of data and information.

*************** Start of the 6th Change ****************

4.2.6.2.1
Packet filtering

Requirement Name: Packet filtering 

Requirement Description:

The Network Product shall provide a mechanism to filter incoming IP packets on any IP interface (see RFC 3871 [3] for further information).

In particular the Network Product shall provide a mechanism:

1)
To filter incoming IP packets on any IP interface at Network Layer .and Transport Layer of the stack ISO/OSI.

2)
To allow specified actions to be taken when a filter rule matches. In particular at least the following actions should be supported:

-
Discard/Drop: the matching message is discarded, no subsequent rules are applied and no answer is sent back.

-
Accept: the matching message is accepted.

-
Account: the matching message is accounted for i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.

3)
To enable/disable for each rule the logging for Dropped packets, i.e. details on messages matching the rule for troubleshooting.

4)
To filter on the basis of the value(s) of any portion of the protocol header.

5)
To reset the accounting.

6)
The Network Product shall provide a mechanism to disable/enable each defined rule.

Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case: 
Test Name: TC_PACKET_FILTERING

Purpose:

Verify that the system provides functionality for incoming packet filtering 

Procedure and execution steps:

Pre-Conditions:

-
The Network Product has packet filtering enabled.

-
The Network Product has 2 different logical or physical Ethernet ports and each port is connected to a host.

Execution Steps

1.
The tester configures the Network Product to only allow ICMP traffic from host 1.

2.
The tester initiates ping traffic from host 1.

3.
The tester initiates ping traffic from host 2.
Expected Results:

Host 1 will receive a 'ping' answer back, but host 2 will not.

Expected format of evidence:

NA

*************** Start of the 7th Change ****************

4.3.2.2
Restricted reachability of services

Requirement Name: The network product shall restrict the reachability of services

Requirement Description: 

The network product shall restrict the reachability of services so that they can only be reached on interfaces where their usage is required. On interfaces were services are active, the reachability should be limited to legitimate communication peers. This limitation shall be realized on the network product itself (without measures (e.g. firewall) at network side) according to the requirement detailed in clause  4.2.6.2.1 Packet Filtering.

Example:
Administrative services (e.g. SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic. 

Test Case: 

Test Name: TC_RESTRICTED_REACHIBILITY_OF_SERVICES
Purpose:

To verify that it is possible to bind the services only to the interfaces from which they are expected to be reachable. 

Note: 
The test case developed for the requirement " 4.2.6.2.1 Packet Filtering" implicitly verifies that the network product permits to limit the reachability of the services only to legitimate communication peers, 

Procedure and execution steps:

Pre-Conditions:

-
The vendor shall declare, in the documentation accompanying the network product if the network product supports the capability to restrict services reachability to only the nodes authorized to access them. In case, the vendor shall detail how this capability can be configured.

-
A list of all required network protocols and services containing at least the following information shall be included in the documentation accompanying the Network Product:

-
protocol handlers and services needed for the operation of network product;

-
their open ports and associated services;

-
the configuration options;

-
and a description of their purposes.

-
The network product is configured such that the required network protocols and services (as described in the network product documentation) are setup and each service is bound to an IP address of a specific network interface (e.g. IP1 which is the ip address of if1). Configuration may occur automatically during the initialization phase of the network product or manually as defined in the network product administration documentation.

-
The network product shall have at least two interfaces enabled, if1 and if2 respectively configured with IP Address IP1 and IP2.

-
The tester has administrative privileges.

-
A tester machine equipped with a network port scanner tool is available. 

Execution Steps

1.
The tester runs a network port scanner (e.g. nmap) towards if1 and verifies that the configured services are open/reachable.

2.
The tester runs a network port scanner (e.g. nmap) towards if2 and verifies that the configured services are not open/reachable.

Expected Results:

Services can be enabled on per-interface basis. 
Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
The network product configuration 

-
Pcap files

-
Screenshot

-
Network port scanner results (e.g. files containing this results)

-
Test result (Passed or not)
*************** Start of the 8th Change ****************

4.3.4.4
No unused add-ons

Requirement Name: Any add-ons and components that are not required shall be deactivated.

Requirement Description: All optional add-ons and components of the web server shall be deactivated if they are not required. In particular, CGI or other scripting components, Server Side Includes (SSI), and WebDAV shall be deactivated if they are not required.

Test Case: 

Test Name: TC_NO_UNUSED_ADD-ONS
Purpose:

To verify that the Web server has deactivated unneeded add-ons and unneeded scripting components.

Procedure and execution steps

Pre-Conditions:

-
The vendor has supplied a list of add-ons or scripting tools for Web server components needed for system operation, and that therefore need to be exempted from the test investigation.

-
The tester has administrative privileges.
-
A tester machine is available. 

-
Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps

1.
Check that the web server is only running and listening on known ports (e.g. tcp port 80 and/or 443). Check that CGI or other scripting components, Server Side Includes (SSI), and WebDAV are deactivated if they are not required. See also guidance under 4.3.4.12.
2.
Check that nothing else has been installed than the web server.

3.
Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.

Expected Results:

-
System settings and configurations have been found adequately set, in all Web components of the system, to ensure that all unneeded add-ons or script components are deactivated.

Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
Log files and screen shots of test executions.

-
Test result (Passed or not).
*************** End of the Changes ****************


