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*******************   Start of change 1  *************************

1
Scope

The present document is a study on the remote update of 3GPP long term secret keys held in a SIM / USIM. 

It:

-
Identifies which Long Term Keys should be updatable within this proposed feature.

-
Identifies the 3GPP/non 3GPP elements that would be affected by the update of these keys.

-
Identifies the Key Issues relating to the updating of long term keys.

-
Identifies potential requirements for the updating of long term keys.

-
Identifies the applicability of Long Term Key Updating to GSM, UMTS, LTE and 5G and how the requirements may change across these technologies. 

-
Identifies solutions for the updating of long term keys.

-
Evaluates solutions for the updating of long term keys.

-
Concludes on the best solutions(s) for the updating of long term keys.

-
Makes recommendations for further work.

This study will consider existing and new solutions that can be used for the update of 3GPP Long Term Keys.

The management of subscriptions is out of scope for the present document.
***************************    end of change 1    *************************

***************************    start of change 2   *************************

4
Background 

The current mobile security architectures – GSM / GPRS, UMTS and LTE – rely almost entirely on the secrecy of the long term secret key (called Ki in GSM / GPRS, or K in UMTS/LTE – called K in this clause) that is stored in a USIM / SIM. Knowledge of the USIM OTA update keys may allow an attacker to modify/ read aspects of the USIM remotely.

The fundamental security assumption is that the attacker does not know K or the USIM OTA keys. But if this security assumption fails, the loss of security is catastrophic. 

Long Term Keys might massively or individually leak to an attacker or attackers for a number of reasons, e.g.:

a)
a security compromise at the factory (SIM vendor or subscription manager) where K is generated.

b)
a security compromise of the communication channel over which Ki is transported from SIM vendor or subscription manager to network operator.

c)
a compromise of the mobile operators' equipment or software.

d)
an insider attack on the key store at a network operator or SIM vendor.

e)
a local attack (e.g. side channel) on the SIM card in the supply chain.

f)
a local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer.

g)
by accident due to misconfiguration in the mobile operator network.

Operators and vendors should of course try to prevent any of (a) – (g) from happening. But the risks could be significantly reduced by the definition of a mechanism to recover from a compromise of the long term keys, or to replace long term keys potentially exposed to many of the threats listed above by new keys exposed to fewer of those threats.

Currently, there is no standardized mechanism within 3GPP that enables the secure and expedited update of the 3GPP specified long term keys in both the USIM and HLR/HSS either in bulk or for an individual subscriber. 

This means that currently, if long term keys are exposed (through accidental exposure or other compromise), the only existing method of recovering from the compromise and re-establishing the same level of security is replacement/re-issuance of the USIM/UICC(s) (or USIM profile in eUICC(s)) and updating the HLR/HSS key(s) and/or OTA keys. The same is true even when there is no concrete evidence that the keys have been exposed, reducing the likelihood that they have been.

***************************    end of change 2    *************************

***************************    start of change 3   *************************

7.2.3
Void
Void.
***************************    end of change 3    *************************

***************************    start of change 4   *************************

8.1
Overview

In addition to the key issues described in the present document, the potential solutions also need to be evaluated against operational criteria when assessing their suitability. This clause details the evaluation criteria for the solutions.

***************************    end of change 4    *************************

***************************    start of change 5   *************************

9.1.2
Solution Description

When the long term keys of the Profile on the eUICC are exposed, the end user can download a new Profile following the Profile download and installation procedure as defined in section 3.1.3 of GSMA SGP.22 v2.1 [10], and then the end user should delete the Profile whose long term keys are exposed following Profile deletion procedure as defined in section 3.2.3 of GSMA SGP.22 v2.1 [10].
***************************    end of change 5    *************************

***************************    start of change 6   *************************

9.3.2
Solution Description
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Figure 9.3.2-1: Long term keys update based on certificate exchange and key negotiation

The overall flow is described below:

1. The UE and the Provisioning server perform mutual authentication based on certificates exchange and verification.

2. The UE and the Provisioning server negotiate common cryptographic suite for further communication, using mechanisms e.g. as specified by the GlobalPlatform Card Specification Amendment F [2]. 

3. The Provisioning system sends a Profile update request to the UE, including new long term keys to be provisioned, identity of the target Profile to be updated.

4. Upon reception of the Profile update request, the UE updates the target Profile using the new long term keys.

5. The UE sends a Profile update result containing the identity of the target profile to the Provisioning server.

6. The Provisioning server updates the long term keys of the target profile in the HSS.

7. The UE detaches from the network and re-attaches the network using the updated long term keys.
Note: 
It is not clear what entity is expected to operate this provisioning server.

***************************    end of change 6    *************************

***************************    start of change 7   *************************

9.3.3.6
Assessment of additional risks

It is not addressed in the present document whether this solution introduces a new long term key, i.e. private key of the certificate, which may have its own security risk.

This solution requires a global/regional PKI system. The implications of such global/regional PKI system is significant and is not addressed in the present document. The location of the root of trust is not addressed in the present document.

The solution may introduce new risk of the compromise of the Certificate Authority which issues certificates.

***************************    end of change 7    *************************

***************************    start of change 8   *************************

9.4.1
Introduction

This solution addresses key issue #1 and key issue #2.
It will be very difficult to achieve really robust security against an attacker who knows all of the algorithms and long term secret keys that a subscription is using. However, it is possible to make these attacks much harder in practice. A realistic objective is that an attacker, even if she knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscription is using, would have to carry out a long-term active man-in-the-middle attack in order to eavesdrop on that subscription.

***************************    end of change 8    *************************

***************************    start of change 9   *************************

9.4.2.5
Transport over USIM OTA protocol (Solution 4b)

In this option, the Diffe-Hellman exchange is transported by USIM OTA (3GPP TS 31.115 [5] and 3GPP TS 31.116 [14]). This solution, whilst it is likely to need new USIMs to implement it, would work over all existing 3GPP technologies and when roaming. 

The HSS first communicates with the USIM OTA server to schedule the Initiate LTKUP process message. The HSS provides the ECDH ephemeral public exponent and may format the message as an APDU.

The OTA server schedules and sends the Initiate LTKUP process message as a secure USIM OTA message (see TS 31.115 [5]). This could be achieved either by SMS or BIP as described in TS 31.111 [15]. The USIM OTA security should be suitably strong and currently only AES with a key length equal or longer than the K being determined should be used. Integrity is used. Counters is used. Ciphering is optional. The APDU could be a new standardised APDU or an extension of the AUTHENTICATE APDU.

The USIM Initial LTKUP response is returned either in the USIM OTA PoR message or by a separate USIM OTA message. The USIM OTA security should be suitably strong and currently only AES with a key length equal or longer than the K being determined should be used. Other security requirements are as detailed above for the Initiate LTKUP process message.

Note: 
The K should not be changed until the response message has been acknowledged as sent, as the sending of the response may itself require authentication.

The next authentication will use the new K values (whether the counter is changed at this point is up to the HPLMN). The SIM may trigger this authentication by taking an authenticatable action such as sending a USSD string.

When using this option care should be taken not to transport the initial K with the OTA keys or to update the OTA keys after issue (there are many standardised ways to do this).

***************************    end of change 9    *************************

***************************    start of change 10   *************************

9.4.2.7
Transport over BEST protocol (Solution 4d)

The BEST protocol (TS 33.163 [16]) defines a secure protocol between the UE and the HPLMN. This protocol can be used between the HSE in the HPLMN and the USIM by using BIP as defined in TS 31.111 [15].

To initiate an LTKUP session a BEST session between the USIM and the HSE in the HPLMN will need to be setup by the USIM. This USIM could do this as a result of an OTA trigger message or by some other means.

The BEST protocol provides a secure channel with cyphering, integrity protection and replay protection. It is currently limited to 128-bit keys, so is currently not suitable for 256bit TOPc values.

For BEST, a protocol for the LTKUP messages will need to be developed.

***************************    end of change 10    *************************

***************************    start of change 11   *************************

9.4.3.1
Key Issues

An attacker who does not know the original Ki at the time that the key exchange protocol is run will not be able to carry out a man in the middle attack on it (because it is authenticated with the original Ki).

An attacker who does know the original Ki may be able to carry out an active man in the middle attack on the key exchange protocol. (This is likely to be easier if the protocol runs over the internet, harder if it runs over inter-operator signalling.) By doing this, the attacker can trick the HSS and UICC into thinking that they are sharing a new key, whereas in fact one key is shared between HSS and attacker, and another key between attacker and UICC.

What the attacker cannot do, though, is to trick the HSS and UICC into agreeing a new Ki that the attacker also knows. To exploit the man in the middle attack, therefore, the attacker will have to remain as an active man in the middle on all subsequent exchanges that use, or depend on, the new Ki value. This is a much harder attack in practice than the passive eavesdropping that an attacker who knows Ki can carry out today.

Clause 4 lists seven possible ways (labelled a – g) in which a long term secret key might leak to an attacker. This solution fully addresses points a, b and e, and reduces the exposure to points c, d and g. It does not address point f.

The recommended approach is to carry the key update protocol messages over signalling, rather than over the user plane and the internet. This requires less exposure of the HSS to possible malicious attack. Based on this recommended approach, it is also recommended that the key update protocol be carried out with the HSS directly, rather than in a proxy "in front of" the HSS. While a proxy would in some sense shield the HSS from attacks attempting to exploit the key update mechanism, it also complicates the picture, and the extent to which it would reduce risks in practice is not very clear. Another recommendation made for this solution, which is to have the HSS rather than the UICC trigger the key update protocol, also reduces the exposure of the HSS.
It's interesting to note that this mechanism could also address some concerns with embedded SIM. In the embedded SIM world, operators may have to accept UICC hardware and IMSI/Ki credentials from a much wider set of suppliers than before, with less confidence about their quality. Supplier accreditation schemes can give some reassurance here; and if "profile interoperability" is supported – allowing profiles from any subscription manager to work on any UICC hardware – then operators will be able to work with their favourite subscription managers irrespective of the UICC hardware manufacturer. But the Ki replacement mechanism described above gives another way to reduce risk: the operator can accept initial Ki's from vendors they may not entirely trust, but then replace those Ki's with new ones created directly between the AuC and the UICC, with no involvement from the subscription manager at all.

This solution can be used to update keys when they are known / suspected to have been compromised (key issues 1 and 2). It does not completely remove the ongoing risk from an exposed key, because the attacker could in principle use her knowledge of the old key to carry out a man in the middle attack on the establishment of the new key, but it makes it hard to exploit such an attack in practice, especially for eavesdropping attacks.

The solution can also be used pre-emptively, to reduce the risk of a key leaking. Compared to traditionally installed long term keys, or long term keys installed in an eUICC profile, a long term key established using this solution is exposed to fewer of the leakage vectors mentioned in clause 4.

The solution could apply to any type of USIM/ISIM (including eUICC), but requires new functionality both in the USIM/ISIM and in the HSS.

***************************    end of change 11    *************************

***************************    start of change 12   *************************

9.5.2
Solution Description

This solution consists of 4 phases:

1) 
In Personalisation Centre:

-
For each UICC, several sets of parameters (K/OPc or K/TOPc) are generated and provisioned in a USIM. But, only one set is active at a time in this USIM. 

-
The output file sent to the network operator contains only one single set of parameters (K and eventually OPc or TOPc). This set of parameters is provisioned in the network operator backend. The other sets of parameters generated are kept in the personalisation centre using secured storage means. 

2) 
In home network operator:

-
When the network operator decides to update the long term key K of a given USIM within a UICC, the network operator asks the personalisation centre to deliver new output file containing a new set of parameters for a given USIM/UICC. 

-
The personalisation centre generates a new output file containing new set of parameters for this USIM. The set of parameters of the output file (containing K and eventually OPc or TOPc) corresponds to a set of parameters initially provisioned in the USIM (confer phase 1). 

-
After output file reception, the network operator launches an OTA [1] campaign targeting the corresponding USIM/UICC. The OTA campaign does not intend to immediately update the parameters in the USIM; the OTA campaign activates the replacement mechanism for the targeted USIM. The USIM/UICC is ready to proceed the change of parameters set, but waits for an event to do so. The change of key is not yet done.

-
Once the UICC has been reached by the OTA campaign, the network operator can provision the received set of parameters in its backend using usual mechanism. Only one single set of parameters (K/OPc or K/TOPc) is active at a time in the HSS of the network operator for a given USIM. 

-
The network operator issues authentication vectors with the new set of parameters. Since the USIM has not yet replaced the set of parameters, the USIM will detect an authentication failure during the processing of AUTHENTICATE command with these authentication vectors. The authentication failure aims to trigger the replacement mechanism in the USIM/UICC. 

3) 
In USIM/UICC:

-
In case that the replacement mechanism has been activated in the targeted USIM by OTA, and that this USIM detects an authentication failure due to wrong key K, the USIM tries to perform the MAC verification of the AUTHENTICATE command with another set of parameters ((K/OPc or K/TOPc) already provisioned in the USIM. If the MAC verification matches, the set of parameters used becomes active and the authentication process can continue with these parameters. The USIM returns the results of the authentication successfully performed. 

-
After a successful change of set of parameters, the replacement mechanism is deactivated for this given USIM.

4) 
In home network operator:

- 
The operator knows the status of the key replacement procedure thanks to the result of the authentication procedure sent by the USIM. 

- 
If the result of the authentication procedure sent by the USIM indicates an authentication failure, then the home operator can select another set of parameters and issue new authentication vectors generated using this new set of parameters, as defined in last step of phase 2). If the home operator selected a new key set, then phase 3 also takes place. 

To improve the security of the solution, the use of additional key named "replacement mechanism protection key" is proposed to secure the OTA command sent to activate the replacement mechanism in the USIM. 

Secured OTA command:

-
The "replacement mechanism protection" key is provisioned in the UICC in the personalisation centre. This key will never exit the Personalisation Centre. 

-
When the network operators asks for the delivery of new set of parameters ((K and eventually OPc or TOPc), the UICC manufacturer computes the payload of the OTA command to be sent to the USIM/UICC. This OTA command is secured by the "replacement mechanism protection" key of the UICC.

-
When receiving the OTA command, the UICC verifies the payload using the "replacement mechanism protection" key provisioned in the UICC. If the verification is not successful, the replacement mechanism remains inactive.

-
A "failed payload check counter" may be implemented to increase the security level.

***************************    end of change 12    *************************

***************************    start of change 13   *************************

9.5.3.7
Void
Void.
***************************    end of change 13    *************************

***************************    start of change 14   *************************

9.6.2
Solution Description
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Figure 9.6.2.1: LTK Generation Process
The high-level steps involved in the LTK generation process are described below:

Step 0:
 Operator makes a decision based either on the policy or detected LTK compromise to update LTK. Steps 1-8 describe the LTK Re-generation process.

Step 1: On detection of the compromise, or triggering of the LTK re-generation according to policy, the UE / eSIM and the AUSF / ARPF perform a mutual authentication and establish a secure connection.

NOTE 1:
 Mutual authentication between the UE / eSIM and the AUSF / ARPF may be performed by leveraging existing trust between SM-DP / SM-SR and MNO / AUSF / ARP e.g., using eSIM private key. Details of mutual authentication and key agreement between eSIM/UE and AUSF/ARPF/SM-DP are specified in GSMA SGP.02 [11] and GSMA SGP.01 [17].

Step 2: The UE / eSIM or the AUSF / ARPF notifies one another of the compromise (or of any other policy-based triggering of the LTK re-generation) over the secure connection established in Step 1. 

Note 2: 
It is not detailed in the present document whether it should be possible for a LTK update to be triggered by the UE/eSIM, or whether only the home network should have the ability to do this.

Step 3:
 The notification from Step 2, triggers the LTK keying material generation on the eSIM associated with the compromised LTK and at the AUSF / ARPF.

Step 4: The UE / eSIM and the AUSF / ARPF exchange the keying material generated at Step 3.

Step 5: The UE / eSIM uses the keying material that it had generated together with the keying material received from the AUSF / ARPF to generate the LTK. Similarly, the AUSF / ARPF uses the keying material that it had generated together with the keying material received from the UE / eSIM to generate the fresh identical LTK.

Step 6: The UE / eSIM and the AUSF / ARPF exchange messages to provide Acknowledgement/proof-of-possession of the fresh LTK to each other.

Step 7: The UE / eSIM activates the fresh LTK for use with the particular MNO.

Step 8: The fresh LTK is activated and associated with the subscriber (USIM) within the ARPF (database) in a secure manner.
***************************    end of change 14    *************************

***************************    start of change 15   *************************

10
Conclusions

Based on the solutions and evaluations in the present document, no normative specifications are required in 3GPP.

It is recommended that solutions 4b and 5 be detailed in a 900 series 3GPP TR.
***************************    end of change 15    *************************





Provisioning server
UE
1. Mutual authentication based on certificate exchange
2. Common cryptographic suite negotiation
3. Profile update request (new keys, profile identity)
4. Update the target Profile
5. Profile Update Result(profile identity)
7. Detach from the network and re-attach using updated keys
6. Update long term keys in HSS



UE / eUICC
AUSF / ARPF
0. Decision to update LTK
3. Generate Keying Material

1. Mutual Authentication and Secure Connection Establishment
3. Generate Keying Material
5. Generate LTK
5. Generate LTK

6. Ack / Prove Possession-of-LTK
7. Activate the LTK for use
8. Store and associate LTK with the subscription
LTK Re-generation Process

4. Exchange Keying Material

2. Notification of LTK Compromise



