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Impacts 
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	X
	X
	X
	X
	Anything Virtualised

	No
	
	
	
	
	

	Don't know
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Classification of the Work Item and linked work items
2.1
Primary classification
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
N/A
3
Justification

Virtualisation is a fundamental building block of 5G and while not the only way of implementing a 5G network, it is nevertheless the primary implementation method being pursued to some degree (great or small) by all operators and manufacturers. To date SA3 have not explicitly considered the consequences of virtualisation on 3GPP security architectures. Prior to R16 it has explicitly been ruled out of scope or ignored, while SA3 have focussed on basic 5G security architecture in 33.501.
While SBA in R15 introduces a degree of virtualisation, SA3’s security architecture is still largely based around the concept of separated logical entities. TS 33.501 relies on a logical and in general physical separation being maintained between functions. While TLS and IPSec implemented correctly are excellent at defending against attacks on physical interconnection links, neither TLS or IPSEC will defend against an attacker if both end points are actually in the same physical memory space as the data they are intended to protect and that memory itself is not encrypted at the hardware host level. While gaining access to the memory space of a virtual network is more difficult than accessing a physically insecure cable link, the consequences are far more severe. Placing security end points in HMEEs or other dedicated secure hardware is effective but not scalable and restricts the flexibility of the virtual network.
While virtual networks are in general fundamentally more secure than the legacy networks, as both application and platform layer security is a fundamental tenant of NFV design, they also have a significantly higher attack surface, where a failure in a virtualisation layer control component could transparently bypass all security mechanisms developed by SA3.

A virtual function by its nature has no concept of its physical surroundings. The concept of time, location and access to hardware resources are provided by the virtualisation layer. A virtual machine is largely reliant on what it is told about its surroundings but has no way to verify this. Furthermore, if multiple virtual functions are allowed to share the same overall logic memory space (eg 5 virtual machines run on the same physical host). The security of the strongest becomes directly related to the security of the weakest.

For these and other similar reasons it is necessary to consider the impacts of virtualisation on SA3 security both for 5G and for earlier releases (eg LTE) if those are likely to be virtualised.
4
Objective

Study the implications of virtualisation on SA3 Security Architecture and make recommendations which could be addressed by SA3 or fed into other standards groups such as ETSI ISG NFV or Open Source communities.
· Identify threats of virtualisation to 3GPP networks.

· Study consequential weaknesses in SA3 security architecture and protocols.

· Identify security improvements to SA3 specification to address virtualisation.
· Identify minimum platform hardening requirements to secure 3GPP functions.

· Identify minimum virtual 3GPP function isolation requirements

· Identify a list of 3GPP sub-components which require special handling.
· Identify minimum hardening requirements in conjunction with SA3LI to allow LI to be implemented in a virtual 3GPP network.

· Identify platform gaps which should be resolved by ETSI NFV or within the scope of 3GPP SCAS or Open Source communities.

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	TR 33.8XX
	Internal TR
	Security Impacts of Virtualisation
	SA#84
Jun 2019
	SA85
Sept 2019
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks
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Work item Rapporteur(s)
Alex Leadbeater, BT Plc, alex.leadbeater@bt.com
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Work item leadership

SA3

8
Aspects that involve other WGs
Lawful Interception Security – SA3 LI
9
Supporting Individual Members
{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval.} 

	Supporting IM name

	BT Plc

	NCSC

	Vodafone

	Deutsche Telecom

	AT&T

	NIST

	Orange

	NEC

	NTAC

	Nokia

	Ericsson


