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**************** Start of Change *******************
4
Functional architecture

The following figures contain the reference configuration for the lawful interception. The circuit-switched configuration is shown in figure 1a. The packet-switched configuration is shown in figure 1b. Intercept configurations for HLR and IMS are shown in figures 1c and 1d. The WLAN interworking configuration is shown in figure 1e. The intercept configurations for IMS conferencing is shown in figure 1f. The CC intercept configuration for IMS-based VoIP is shown in figure 1g. Intercept configurations for LALS are shown in figure 1h. The intercept configuration for Non-Local ID at IBCF and MGCF is shown in figure 1i. The intercept configuration for S8HR VoLTE in the visited PLMN is shown in figure 1j. The intercept configuration for Push to Talk over Cellular (PTC) is shown in figure 1k and 1l. Within the present document PTC encompasses PoC as a service and Mission Critical Push-To-Talk (MCPTT) services. The CSP Cell Supplemental Information configuration is shown in figure 1m. The various entities and interfaces are described in more detail in the succeeding clauses. The additional intercept configurations for Evolved 3GPP Packet Switching Domain are described in clause 12.

NOTE 0:
WLAN Interworking specifications (TS 23.234 [14], TS 24.234 [17] and TS 29.234 [16]) are no longer maintained for Release 12 onwards. This clause is therefore no longer maintained for WLAN Interworking.
PS domain of the UMTS system (GSN and Multimedia Packet Data services), 3GPP-WLAN interworking network and Evolved Packet Switching Domain provide UMTS/GSM/EPS customer's mobile equipment (UE) with connectivity service to another end of the communication. Another end of the communication may be a network element (server) or another UE. Therefore, UMTS/EPS system provides IP layer TS 23.008 [15] services. Hence, UMTS/EPS NO/AP is responsible only for IP layer interception of CC data. In addition to CC data, the LI solution for UMTS/EPS offers generation of IRI records from respective control plane (signalling) messages. The IP layer connectivity service is needed to support application layer TS 29.234 [16] service provision to UMTS/GSM/EPS customers. For instance, the following are examples of application layer services: email service; web browsing service; FTP service; audio services (e.g. VoIP, PoC); other multimedia services (MBMS, video telephony); The majority of the application layer services require addition of respective server functionality to the network. Note that it is not necessary that such application layer SP should be the same commercial entity as the UMTS/EPS AP/NO in question.

When location information of the target is delivered by an ICE, the MF may need to add the civic address associated with the access network point as known by the CSP. The method used to obtain the civic address will depend on the CSP implementation. (e.g. by accessing a remote database). National regulations define whether the civic address needs to be provided.
NOTE 1:
For instance in MBMS a BM-SC and especially content providing server might be operated by different commercial entity than UMTS network.

The LALS provides LCS information of the target on-demand, independently of the target's activity/events. Additionally, LALS may be triggered by any IRI event detected by an ICE to provide LCS location information of the target correlated to the triggering event.

When IA is provisioned LCS may provide enhanced geographic capabilities

For all UE locations obtained, generated or reported to the MF/DF, the ICE shall report the time at which the location was established by the location source (e.g. MME or HSS) and provide this to the MF/DF along with the location information. If this information cannot be provided by the location source the ICE shall indicate that the time is not available. 
***************** END of Change******************

**************** Start of Change *******************

6.1
Provision of Intercept CC - Circuit Switched

Figure 12 shows the access method for the delivering of CC. The access method shall be a bridged/ T-connection. Based on the mutual agreement between the intercepting CSPs and the LEAs, the CC may be delivered to the LEAs over CS-based or an IP-based handover interface.  The system shall be able to support both handover methods for an intercepted call, since there can be multiple LEAs intercept the same call and the chosen approach for the handover interface may be different for different LEAs. 
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Figure 12: Example of delivery configuration to the LEMF for
the interception of a circuit switched call

The figure 12 shows that CS-MGW provides the access point for the CC irrespective of the method used at the handover interface. With CS-based handover interface, the CC is delivered over CS circuits to the LEAs. With IP-based handover interface, the payload of the CC may be in the RTP (RFC 3550 [86]) format. The payload description (e.g. codec information) is sent along with the CC to the LEAs. 

See Annex L for informative architectural descriptions related to the use of IP-based handover interface for delivering the CC to LEAs. 

The signals of both parties of the configuration to be intercepted are delivered separately to the LEMF. The delivery function has no impact on the connection between the subscribers.

The two stublines towards the LEMF are established in parallel to the call set up. For both stublines the address is used which has been provided during activation.

Bearer, and only bearer, is sent from the MGW to the bearer function of DF3.

NOTE 1:
Void

For data calls it is necessary to provide means for fast call establishment towards the LEMF to help ensure that the beginning of the data transmission is delivered.

The following information needs to be transferred from the 3G MSC Server to the DF3 in order to allow the DF3 to perform its functionality:

-
target identity (MSISDN or E. 164 Number (for optional Non-Local ID), IMSI or IMEI, for DF3 internal use only);

-
the target location (if available) or the IAs in case of location dependent interception;

-
date/time of location (if target location provided);
-
correlation number (IRI <-> CC);

-
direction indication - (Signal from target or signal to target).

NOTE 2:
Void.

Additional information may be provided if required by national laws.

***************** END of Change******************

**************** Start of Change *******************

6.3.2
Structure of the events

The information sent to DF2 is triggered by different call related and non-call related events/reports. Details are described in following clause. The events and reports for interception are configurable (if they are sent to DF2) in the 3G MSC Server, HLR and LI LCS Client. They can be suppressed in the DF2. The events are listed as follows:

Call Related Events (applicable to the 3G MSC Server):

-
Call Establishment;

-
Answer;

-
Supplementary Service;

-
Handover;

-
Release.

Non Call Related Events (applicable to the 3G MSC Server):

-
SMS;

-
Location Update;

-
Subscriber Controlled Input.

HLR Related Events:

-
Serving System;

-
HLR subscriber record change;

-
Cancel location;

-
Register location;

-
Location information request;

LALS Reports (see Clause 19):

-
Report for LALS Target Positioning;

-
Report for LALS Enhanced Location for IRI.

Table 1 below shows the set of information that can be associated with the events. The events and LALS reports trigger the transmission of the information from the 3G MSC Server, HLR or from the LI LCS Client to DF2. Available IEs from this set of information can be extended in the 3G MSC Server, HLR or in the LI LCS Client, if this is necessary in a specific country. DF2 can extend available information if this is necessary in a specific country e.g. a unique number for each surveillance warrant.

Table 1: Information Elements for Circuit Event records

	Observed MSISDN

Target Identifier with the MSISDN of the target.

	Observed IMSI

Target Identifier with the IMSI of the target.

	Observed IMEI

Target Identifier with the IMEI of the target.

It shall be checked for each call over the radio interface

	Observed Non-Local ID

Target Identifier with the E. 164 number of Non-Local ID target.

	event type

Description which type of event is delivered: Establishment, Answer, Supplementary service,
Handover, Release, SMS, Location update, Subscriber controlled input, HLR subscriber record change, ServingSystem, cancel location, register location, location information request. In case of LALS report the event type is absent.

	event date

Date of the event generation in the 3G MSC Server or in the HLR, or the report generation in the LI LCS Client

	event time

Time of the event generation in the 3G MSC Server or in the HLR, the report generation in the LI LCS Client

	dialled number

Dialled phone number before digit modification, IN-modification etc.

	Connected number

Number of the answering party

	other party address

Directory number of the other party for MOC

Calling party for MTC

	call direction

Information if the target is calling or called e.g. MOC/MTC or originating/ terminatingin or/out

	Correlation number

Unique number for each call sent to the DF, to help the LEA, to have a correlation between eachCall and the IRI

	Network Element Identifier


Unique identifier for the element reporting the ICE.

	Location Information

Location information is the service area identity and/or location area identity that is present at the 3G MSC Serveror at the HLR, and/ or as provided by the LI LCS Client at the time of event or report record production.

Country and network IDs can be considered as location information.

In some traffic cases the available location information can be the one received from the MME, i.e. the TrackingArea Identity (TAI) and/or the E-UTRAN Cell Global Identification (ECGI) as specified in the TS 23.272 [30].

	Time of Location
Date/Time of location. The time when location was obtained by the location source node.

	basic service

Information about Tele service or bearer service.

	Supplementary service

Supplementary services used by the target e.g. CF, CW, ECT

	Forwarded to number

Forwarded to number at CF

	call release reason

Call release reason of the target call

	SMS initiator

SMS indicator whether the SMS is MO, MT, or undefined

	SMS Message

The SMS content with header which is sent with the SMS-service

	Redirecting number

The number which invokes the call forwarding towards the target. This is provided if available. 

	SCI

Non call related Subscriber Controlled Input (SCI) which the 3G MSC Server receives from the ME

	Other update:

Carrier specific information related to its implementation or subscription process on its HLR.

	location error code

LALS positioning error identification code


6.3.3
Call Related events

6.3.3.1
Call establishment

For call establishment a call establishment-event is generated. This event is generated at the beginning of a call when the 3G MSC Server attempts to reach the subscriber. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed Non-Local ID

	event type

	event date

	event time

	dialled number

	other party address

	call direction

	Correlation number 

	Redirecting number

	Network Element Identifier

	Location Information

	Time of Location

	basic service

	Supplementary service


6.3.3.2
Answer

If the called party answers, an answer- event is generated. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Observed Non-Local ID

	event type

	event date

	event time

	dialled number

	other party address

	Connected party

	call direction

	Correlation number

	Redirecting number

	Network Element Identifier

	Location Information

	Time of Location

	basic service

	Supplementary service


6.3.3.3
Supplementary Services

For supplementary services events are generated with the information which supplementary service is used e.g. Call Forwarding (CF), Call Waiting (CW), Explicit Call Transfer (ECT), Multi Party (MPTY), Call Hold and information correlated to the service like the forwarded to number. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed Non-Local ID

	event type

	event date

	event time

	dialled number

	other party address

	call direction

	Correlation number

	Network Element Identifier

	Location Information

	Time of Location

	basic service

	Supplementary service

	Forwarded to number


6.3.3.4
Handover

For each handover that is realised at the 3G MSC Server due to a change in target location information, a handover-event with the new location information is generated. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	event type

	event date

	event time

	Correlation number

	Network Element Identifier

	Location Information

	Time of Location


6.3.3.5
Release

For the release or failed attempt of a target call, a release event with the following information is generated. This information will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Observed Non-Local ID

	event type

	event date 

	event time

	dialled number

	other party address

	call direction

	Correlation number

	Network Element Identifier

	Location Information

	Time of Location

	basic service

	call release reason


6.3.4
Non Call Related events

6.3.4.1
SMS

For MO-SMS the event is generated in the 3G MSC Server. Dependent on national requirements, event generation shall occur either when the 3G MSC Server receives the SMS from the target MS (or from the party of the Non-Local ID target) or when the 3G MSC Server receives notification that the SMSC successfully receives the SMS; for MT-SMS the event is generated in the 3G MSC Server. Dependent on national requirements, event generation shall occur either when the 3G MSC Server receives the SMS from the SMSC or when the 3G MSC Server receives notification that the target MS (or from the party of the Non-Local ID target) successfully received the message. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed Non-Local ID

	event type

	event date

	event time

	Network Element Identifier

	Location Information

	Time of Location

	SMS initiator

	SMS Message


6.3.4.2
Location update

For location updates a Location update-event is generated, with the new location information. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	observed IMSI 

	event type

	event date

	event time

	Network Element Identifier

	Location Information

	Time of Location


6.3.4.3
Subscriber Controlled Input (SCI)

SCI includes subscriber initiated changes in service activation and deactivation. SCI does not include any information available in the CC. For subscriber controlled inputs - a SCI-event is generated with information about the SCI. This information will be delivered to the DF2 if available:

	observed MSISDN 

	observed IMSI 

	event type

	event date

	event time

	Network Element Identifier

	Location Information

	Time of Location

	SCI


***************** END of Change******************

**************** Start of Change *******************
7.2.1
X3-interface

In addition to the intercepted content of communications, the following information needs to be transferred from the 3G GSN to the DF3 in order to allow the DF3 to perform its functionality:

-
target identity;

-
correlation number;

-
time stamp - optional;

-
direction (indicates whether T-PDU is MO or MT) - optional;

-
the target location (if available) or the IAs in case of location dependent interception;
-
date/time of location (if target location provided).
As a national option, in the case where the 3G GGSN is performing interception of the content of communications, the target is handed off to another SGSN and the same 3G GGSN continues to handle the content of communications subject to roaming agreements, the 3G GGSN shall continue to perform the interception of the content of communication.

If 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [10], is used in the network, then the GGSN shall perform the interception of the content of communications.

***************** END of Change******************

**************** Start of Change *******************

7.3.1
X2-interface

The following information needs to be transferred from the 3G GSN, LI LCS Client or the HLR to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (MSISDN or E. 164 number for Non-Local ID, IMSI, IMEI);

-
events and associated parameters as defined in clauses 7.3.2 and 7.4 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception;

-
date/time of location (if target location provided)
-
Correlation number;

-
Quality of Service (QoS) identifier;
-
Encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The IRI should be sent to DF2 using a reliable transport mechanism.

The 3G GSN detects packets containing packet data header information in the communications path but the information needed for Packet Data Header Information reporting may need to be transferred from the 3G GSN either directly to the DF2 or via another entity in order to allow the DF2 to perform its functionality.

7.3.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. Details are described in the following clause. The events for interception are configurable (if they are sent to DF2) in the 3G GSN, LI LCS Client or the HLR and can be suppressed in the DF2.

The following events are applicable to 3G SGSN:

-
Mobile Station Attach;

-
Mobile Station Detach;

-
PDP context activation;

-
Start of interception with mobile station attached (national option);

-
Start of intercept with PDP context active;

-
PDP context modification;

-
PDP context deactivation;

-
RA update;

-
SMS;

-
Packet Data Header Information.

NOTE:
Void

3G GGSN interception is a national option. Location information may not be available in this case. If interception is performed at the 3G GGSN, then Packet Data Header Information reporting shall also be performed at the 3G GGSN and not at the 3G SGSN.

If 3G direct tunnel functionality with the GGSN, as defined in TS 23.060 [10], is used in the network, then both the SGSN and the GGSN shall perform the interception of intercept related information.

When the SGSN connects an UE to a S-GW through the S4 interface (TS 23.060 [10]), the SGSN is not required to report events PDP context activation (successful), Start of intercept with PDP context active, PDP context modification, PDP context deactivation; the SGSN shall report unsuccessful PDP context activation event.

The following events are applicable to the 3G GGSN:

-
PDP context activation;

-
PDP context modification;

-
PDP context deactivation;

-
Start of interception with PDP context active;

-
Packet Data Header Information.

The following events are applicable to the HLR:

-
Serving System;

-
HLR subscriber record change;

-
Cancel location;

-
Register location;

-
Location information request.

The following LALS Reports are applicable to Packet Data services (see Clause 19):
-
Report for LALS Target Positioning;

-
Report for LALS Enhanced Location for IRI.
A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from 3G GSN, LI LCS Client or HLR to DF2, perhaps via a MF in the case of Packet Data Header Information. Available IEs from this set of elements as shown below can be extended in the 3G GSN or HLR, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option e.g. a unique number for each surveillance warrant.

Table 2: Information Elements for Packet Data Event Records

	Observed MSISDN

MSISDN of the target.

	Observed IMSI

IMSI of the target.

	Observed IMEI

IMEI of the target, it shall be checked for each activation over the radio interface.

	Old observed MSISDN

Old MSISDN of the target before a change.

	Old observed IMSI

Old IMSI of the target before a change.

	Observed Non-Local ID

	Event type

Description which type of event is delivered: MS attach, MS detach, PDP context activation, Start of intercept with PDP context active, PDP context deactivation, SMS, Serving System, Packet Data Header Information, Cell and/or RA update, HLR subscriber record change, Cancel location, Register location, Location information request. In case of LALS report the event type is absent.

	Event date

Date of the event generation in the 3G GSN or the HLR, or the report generation in the LI LCS Client.

	Event time

Time of the event generation in the 3G GSN or the HLR, or the report generation in the LI LCS Client. Timestamp shall be generated relative to GSN or HLR internal clock.

	PDP address

The PDP address of the target. Note that this address might be dynamic. In case the PDP type is IPv4v6, the parameter may carry two IP addresses.

	Access Point Name

The APN of the access point. (Typically the GGSN of the other party).

	Location Information

Location Information is the Service Area Identity (SAI), RAI and/or location area identity that is present at the GSN or present in the LI LCS Client at the time of event record production. Country and network IDs can be considered as location information.

	Time of Location
Date/Time of location. The time when location was obtained by the location source node.

	Old Location Information

Location Information of the subscriber before Routing Area Update

	PDP Type

The used PDP type.

	Correlation Number

The correlation number is used to correlate CC and IRI.

	SMS

The SMS content with header which is sent with the SMS-service. The header also includes the SMS-Centre address.

	Network Element Identifier

Unique identifier for the element reporting the ICE.

	Failed attach reason

Reason for failed attach of the target.

	Failed context activation reason

Reason for failed context activation of the target.

	IAs

The observed Interception Areas.

	Initiator

The initiator of the PDP context activation, deactivation or modification request either the network or the 3G MS.

	SMS Initiator

SMS indicator whether the SMS is MO or MT or undefined.

	Deactivation / termination cause

The termination cause of the PDP context.

	QoS

This field indicates the Quality of Service associated with the PDP Context procedure.

	Serving System Address

Information about the serving system (e.g. serving SGSN number or serving SGSN address).

	NSAPI

Network layer Service Access Point Identifier

The NSAPI information element contains an NSAPI identifying a PDP Context in a mobility management context specified by the Tunnel Endpoint Identifier Control Plane.

This is an optional parameter to help DF/MF and LEA's to distinguish between the sending mobile access networks when the GGSN is used as element of the PDG according TS 23.234 [14], Annex F.

	ULI Timestamp

Indicates the time when the User Location Information was acquired.

The parameter is specified in TS 29.060 [37].

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number

The port number of the destination of the IP packet.

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count

The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size

The size of the packet. (i.e. Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number

The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval.

	Transport Protocol (e.g. TCP)

The identification of the transport protocol of the packet or packet flow being reported.

	Other update:

Carrier specific information related to its implementation or subscription process on its HLR.

	IMSI or MSISDN or IMEI change type

Identifies the type of subscriber information change in the HLR.

	Previous serving system identifier

The VPLMN ID of the previous serving system.

	Current serving system identifier

The VPLMN ID of the current serving system.

	Requesting network identifier

Is the identifier (including country identifier) of the network requesting the target's location.

	Requesting node type

Identifies the type of node in the requesting network that is requesting the target's location.

	location error code

LALS positioning error identification code


7.4
Packet Data related events

7.4.1
Mobile Station Attach

For attach an attach-event is generated. When an attach activation is generated from the mobile to serving 3G G SN this event is generated. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	Time of Location

	Failed attach reason

	IAs (if applicable)


7.4.2
Mobile Station Detach

For detach a detach-event is generated, this is for the common (end) detach. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	Time of Location

	IAs (if applicable)


7.4.3
Packet Data PDP context activation

When a PDP context activation is generated a PDP context activation-event is generated. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	PDP address of observed party

	Event Type 

	Event Time

	Event Date

	Correlation number

	Access Point Name

	PDP Type

	Network Element Identifier

	Location Information

	Time of Location

	Failed context activation reason

	IAs (if applicable)

	Initiator (optional)

	QoS (optional)

	NSAPI (optional)


7.4.4
Start of interception with PDP context active

This event will be generated if interception for a target is started and if the target has at least one PDP context active. If more than one PDP context is open, for each of them an event record is generated. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	PDP address of observed party

	Event Type 

	Event Time

	Event Date

	Correlation number

	Access Point Name

	PDP Type

	Network Element Identifier

	Location Information

	Time of Location

	Old Location Information (optional)

	IAs (if applicable)

	QoS (optional)

	Initiator (optional)

	NSAPI (optional)


Presence of the optional Old Location Information field indicates that PDP context was already active, and being intercepted. However, the absence of this information does not imply that interception has not started in the old location SGSN for an active PDP context.

Start of interception with PDP context active shall be sent regardless of whether a Start of interception with mobile station attached has already been sent.

7.4.5
Packet Data PDP context deactivation

At PDP context deactivation a PDP context deactivation-event is generated. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	PDP address of observed party

	Event Type

	Event Time

	Event Date

	Correlation number

	Access point name

	Network Element Identifier

	Location Information

	Time of Location

	IAs (if applicable)

	Deactivation cause

	Initiator (optional)

	NSAPI (optional)

	ULI Timestamp


7.4.6
RA update

For each RA update an update-event with the elements about the new location is generated. New SGSN shall send the event, and the old SGSN may optionally send the event as well. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information (only for the new SGSN)

	Time of Location

	Old Location Information (only for the old SGSN)

	IAs (if applicable)


NOTE:
Once target moves out of the interception area, an RAU event reported by the old SGSN may not be comprehensive since normally, the old SGSN does not receive the new SGSN's RAI, while the new SGSN does receive the old SGSN's RAI from UE with the RAU Request message.

7.4.7
SMS

For SMS-MO, the event is generated in the 3G SGSN. Dependent on national requirements, event generation shall occur in the following cases:

-
when the 3G SGSN receives the SMS from the target MS, or when the 3G SGSN detects that an SMS is to the Non-Local ID target.

-
when the 3G SGSN receives notification that the SMS-Centre successfully received the SMS that was originated from the target MS, or sent to the Non-Local ID target.

For SMS-MT, the event is generated in the 3G SGSN. Dependent on national requirements, event generation shall occur in the following cases:

-
when the 3G SGSN receives the SMS from the SMS-Centre when the SMS was originated from a Non-Local ID target, or will have to be sent to a target MS.

-
when the 3G SGSN receives notification that recipient MS has received the SMS successfully. The recipient MS is the target MS when the SMS is sent to the target. The recipient MS may not be the target when the SMS was originating from a Non-Local ID target.

These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Observed Non-Local ID

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	Time of Location

	SMS

	SMS Initiator

	IAs (if applicable)


7.4.8
Packet Data PDP context modification

This event will be generated if an active PDP context for the target is modified. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	PDP address of observed party

	Event Type 

	Event Time

	Event Date

	Correlation number

	Access Point Name

	PDP Type

	Network Element Identifier

	Location Information

	Time of Location

	IAs (if applicable)

	Initiator

	QoS


7.4.9
Serving System

The Serving System report event is generated at the HLR, when the HLR has detected that the target has roamed. The elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Serving System Address


7.4.10
Start of interception with mobile station attached

This event will be generated if interception has started for the already attached target. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	Time of Location

	IAs (if applicable)


***************** END of Change******************

**************** Start of Change *******************
12.2.1
Provision of Intercept Related Information

12.2.1.0
General
Intercept Related Information (Events) shall be sent at the Mobile Entity Attach, Mobile Entity Detach, Tracking Area/EPS Location Update, LALS Location Report, Bearer activation (valid for both Default and Dedicated bearer), Start of Intercept with bearer active, Start of Interception with E-UTRAN attached UE, Bearer Modification, Bearer Deactivation, Serving Evolved Packet System (applicable to the HSS), UE requested PDN connectivity, UE requested PDN disconnection, and UE requested bearer resource modification.

Serving Evolved Packet System and HSS related events event reporting are national options.

12.2.1.1
X2-interface

The following information needs to be transferred from the EPS nodes or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI, MSISDN, ME identity);

-
events and associated parameters as defined in clauses 12.2.1.2 and 12.2.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception;

-
date/time of Location (if target location provided);

-
correlation number;

-
Quality of Service (QoS) information (if available);
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.

For HeNB interception, the MME shall provide in addition the following:

-
HeNB Identity;

-
HeNB location.

HeNB location information needs to be transferred from the HeNB location verifying node to the DF2 in order to allow the DF2 to perform its functionality.

The EPS nodes detect packets containing packet header information in the communications path but the information needed for Packet Header Information Reporting may need to be transferred from the EPS nodes either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality.

The IRI should be sent to DF2 using a reliable transport mechanism.

12.2.1.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. Details are described in the following clause. The events for interception are configurable (if they are sent to DF2) in the EPC nodes or the HSS and can be suppressed in the DF2. The network procedures for which the events are generated are defined in TS 23.401 [22].

The following events are applicable to the MME:

-
Attach;

-
Detach;

-
Tracking Area/EPS Location Update;

-
UE requested PDN connectivity;

-
UE Requested PDN disconnection;

-
Start of interception with E-UTRAN attached UE.

The following events are applicable to the Serving GW and PDN GW:
-
Bearer activation (valid for both Default and Dedicated bearer);

-
Start of intercept with bearer active;

-
Bearer modification;

-
Bearer deactivation;

-
UE Requested Bearer Resource Modification;

-
Packet Data Header Information.

The following events are applicable to the HSS:

-
Serving Evolved Packet System.

-
HSS subscriber record change;

-
Cancel location

-
Register location;

-
Location information request.

The following LALS Reports are applicable to the EPS (see Clause 19):
-
Report for LALS Target Positioning;

-
Report for LALS Enhanced Location for IRI.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option. If interception is performed at the PDN GW, then Packet Data Header Information reporting shall also be performed at the PDN GW and not at the Serving GW.
A number of elements shown below can be also associated with the LALS reports. The transmission of the information from the LI LCS Client to DF2 is triggered by an LCS Server/GMLC response to the LI LCS Client request.
	Observed MSISDN

MSISDN of the target.

	Observed IMSI

IMSI of the target.

	Observed ME Id

ME Id of the target; when it coincides with the IMEI, it shall be checked for each activation over the radio interface.

	Event type

Indicates which type of event is delivered: Attach, Detach, Tracking Area Update, UE requested PDN connectivity, UE Requested PDN disconnection, UE Requested Bearer Resource Modification, Bearer activation, Start of intercept with bearer active, Start of interception with E-UTRAN attached UE, Bearer deactivation, Bearer modification, Serving Evolved Packet System, Packet Data Header Information, HSS subscriber record change, Cancel location, Register location, Location information request. In case of LALS report the event type is absent.

	Event date

Date of the event generation in the ICE.

	Event time

Time of the event generation in the ICE. Timestamp shall be generated relative to ICE internal clock.

	Change Type

This indicates what has been changed (MSISDN, A-MSISDN or IMSI) in the Subscriber Change Record

	PDN Type

The parameter is applicable to the MME only and provides the IP version (IPv4, IPv4/IPv6, IPv6) requested by the UE.

	PDN Address Allocation

The parameter is applicable to the S-GW and PDN-GW; it provides the IP version (IPv4, IPv4/IPv6, IPv6) and IP address(es) allocated for the UE.

	Protocol Configuration Options

Are used to transfer parameters between the UE and the PDN-GW (e.g. Address Allocation Preference by DHCP).

	Attach type

Indicates the type of attach (may carry indication of handover in case of mobility with non-3GPP access).

	Location Information

Location Information is the Tracking Area Identity (TAI), TA List assigned to the UE, E-CGI and/or location area identity or the derived Location from the LI LCS Client that is present at the node at the time of event record production. In case of Tracking Area Update event, the last visited TAI of the UE may be applicable. Country and network IDs can be considered as location information, by some national regulations.

	Time of Location
Date/Time of location. The time when location was obtained by the location source node.

	PDN address(es)

The UE IP address(es) for the PDN connection.

	APN

When provided by the MME, the parameter carries the Access Point Name provided by the UE. When provided by the S-GW/PDN-GW, it is the Access Point Name used for the connection.

	RAT type

The Radio Access Type

	APN-AMBR

The Aggregate Maximum Bit Rate for the APN.

	Handover indication

Provides information from the GTPv2 protocol that the procedure is triggered as part of a handover.

	Procedure Transaction Identifier

Identifies a set of messages belonging to the same procedure; the parameter is dynamically allocated by the UE.

	EPS bearer identity

An EPS bearer identity uniquely identifies an EPS bearer for one UE accessing via E-UTRAN. The EPS Bearer Identity is allocated by the MME.

	Bearer activation/deactivation type

Indicates the type of bearer being activated/deactivated, i.e. default or dedicated.

	Linked EPS bearer identity

Indicates, in case of dedicated bearer, the EPS bearer identity of the default bearer.

	Initiator

The initiator of the procedure, either the network, HeNB, or the UE.

	Switch off indicator

Indicates whether a detach procedure is due to a switch off situation or not.

	Detach type

Parameter sent by the network to the UE to indicate the type of detach.

	Traffic Flow Template (TFT)

The EPS bearer traffic flow template (TFT) is the collection of all packet filters associated with that EPS bearer.

	Traffic Aggregate Description (TAD)

The TAD consists of the description of the packet filter(s) for the traffic flow aggregate.

	Serving MME address

The address of the serving MME.

	Old Location Information

Location Information of the subscriber before Tracking Area Update.

	Correlation Number

The correlation number is used to correlate CC and IRI.

	Network Element Identifier

Unique identifier for the ICE reporting the event.

	Logical Function Information

Used to distinguish between multiple logical functions operating in a single physical network element.

	Failed attach reason

Reason for failed attach of the target.

	Failed bearer activation reason

Reason for failed bearer activation for the target.

	Failed Bearer Modification reason

The reason for failure of Bearer Modification.

	IAs

The observed Interception Areas.

	Bearer Deactivation cause

The cause of deactivation of the PDP context.

	EPS Bearer QoS

This field indicates the Quality of Service associated with the Bearer procedure.

	Request type

Indicates the type of request in an UE requested PDN connectivity, i.e. initial request or handover.

	CSG Identity

Uniquely identifies a CSG within one PLMN. Note: Open HeNBs do not have associated CSGs.

	CSG List

Identifies the membership of a given CSG (i.e., CSG Identities and associated expiration data for the UEs).

	HeNB Identity

Uniquely identifies a HeNB (i.e., HeNB equipment ID and HeNB name).

	HeNB IP Address

The public IP address of the HeNB provided to the HeNB location verifying node

	HeNB Location

Reports the location of the HeNB used during location verification.

	ISP Operator Identity

Identifies the ISP through which the HeNB is connected to the SeGW (e.g., IP address).

	Security Gateway IP Address

The IP Address of the Security Gateway that terminates the tunnel from the HeNB.

	Tunnel Protocol

The tunnel protocol used between the HeNB and the SeGW.

	ULI Timestamp

Indicates the time when the User Location Information was acquired.

The parameter is specified in TS 29.274 [38].

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number

The port number of the destination of the IP packet.

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count

The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number

The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval. 

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.

	UE Local IP Address
The UE local IP address (IP SEC terminal Point) reported over GTP based S2b interface TS 29.274 [38] based on local policy for Fixed Broadband access network interworking.

	UE UDP Port
Used in case of GTP based S2b interface TS 29.274 [38] if NAT is detected and UE Local IP Address is present for Fixed Broadband access network interworking.

	WLAN location information

Used in case of GTP based S2b interface TS 29.274 [38]. Provides location information in form of TWAN Identifier, if available at ePDG/PDN-GW.

	WLAN location timestamp

Used in case of GTP based S2b interface TS 29.274 [38]. Provides location information timestamp in form of TWAN Identifier Timestamp, if available at ePDG/PDN-GW.

	ProSe Remote UE IDs

The identities of the ProSe remote UE connected to the Prose UE-to-NW Relay, see clause 17.3.

	ProSe Remote UE IP info

The IP address(es) of the ProSe Remote UE connected to the ProSe UE-to-NW Relay, see clause 17.3

	location error code


LALS positioning error identification code


12.2.2
X3-interface

The access method for the delivering of S-GW and/or PDN-GW Intercept Product is based on duplication of packets without modification at the S-GW and/or PDN-GW. The duplicated packets with additional information in a header are sent to DF3 for further delivery to the LEA.
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Figure 12.2.2.1: Configuration for interception of S-GW/PDN-GW product data

In addition to the intercepted content of communication, the following information needs to be transferred from the S-GW and/or the PDN-GW to the DF3 to perform its functionality:

-
target identity;

-
correlation number;

-
time stamp (optional);

-
direction (indicates whether T-PDU is MO or MT) - optional;

-
the target location (if available) or the IAs in case of location dependent interception;

-
date/time of Location (if target location provided).
NOTE:
Location dependent interception for EPC is FFS.

12.2.3
EPS related events

12.2.3.1
Attach

When an attach activation is generated from the mobile an attach event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	Failed attach reason

	IAs (if applicable)

	PDN Type

	APN

	Protocol Configuration Options

	Attach type 

	EPS bearer identity

	CSG Identity (if closed/hybrid H(e)NB)*

	CSG List (if closed/hybrid H(e)NB)* 

	HeNB Identity*

	HeNB IP Address* 

	HeNB Location*

	Security Gateway IP address*

	Tunnel Protocol*

	ISP Operator Identity*


*
These elements are applicable for HeNB interception only.

12.2.3.2
Detach

For detach a detach-event is generated. The following elements will be delivered by the MME to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	IAs (if applicable)

	Detach initiator

	Switch off indicator

	Detach type

	CSG Identity (if closed or hybrid HeNB)*

	HeNB Identity*

	HeNB IP Address*

	HeNB Location*


*
These elements are applicable for HeNB interception only.

12.2.3.3
Bearer activation

When a bearer activation is generated a bearer activation-event is generated by the S-GW/PDN-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	RAT type (note 1)

	PDN address allocation (note 1)

	Event Type 

	Event Time

	Event Date

	Correlation number

	APN (Access Point Name) (note 1)

	Bearer activation Type (default, dedicated)

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	Failed bearer activation reason

	IAs (if applicable)

	EPS bearer QoS (note 2)

	APN-AMBR (note 3)

	EPS bearer id (NSAPI)

	Protocol Configuration Options 

	Initiator

	Procedure Transaction Identifier

	Linked EPS bearer identity (note 2)

	Traffic Flow Template(s) (TFT) ( note 4)

	Handover indication

	UE Local IP Address (note 5)

	UE UDP Port (note 5)

	WLAN location information (note 5)

	WLAN location timestamp (note 5)


NOTE 1:
Only in case of default bearer activation; the parameter includes both PDN type and PDN address(es).

NOTE 2:
In case of unsuccessful default bearer activation, the parameter carries the requested EPS bearer QoS, otherwise it carries the EPS bearer QoS associated to the established bearer.

NOTE 3:
In case of unsuccessful default bearer activation, the parameter carries the subscribed APN-AMBR, otherwise it carries the APN-AMBR used for the established bearer.

NOTE 4:
TFT is applicable only in the case of dedicated bearer.

NOTE 5:
Applicable only to ePDG and PDN-GW in case of S2b interface.

NOTE 6:
Void.

12.2.3.4
Bearer deactivation

When a bearer deactivation is generated a bearer deactivation-event is generated by the S-GW/PDN-GW. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	Event Type 

	Event Time

	Event Date

	Correlation number

	Bearer deactivation Type (default, dedicated)

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	IAs (if applicable)

	EPS bearer id

	Initiator

	Procedure Transaction Identifier

	Bearer deactivation Cause (note )

	ULI Timestamp

	UE Local IP Address

	UE UDP Port

	WLAN location information

	WLAN location timestamp


In case all the bearers belonging to the same PDN connection are released at the same time, one event shall be sent for each bearer.

NOTE:
Cause can be present e.g. in case of inter S-GW TAU, when the new S-GW sends a bearer deactivation request to the old S-GW.

12.2.3.5
Bearer modification

When a bearer modification is detected, a bearer modification event shall be generated. These elements will be delivered by the S-GW/PDN-GW to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	IAs (if applicable)

	Initiator

	EPS Bearer QoS (Note 1)

	EPS bearer id

	Procedure Transaction Identifier

	RAT type

	APN-AMBR (Note 2)

	Traffic Flow Template(s) (TFT)

	Handover indication

	Failed Bearer Modification reason

	UE Local IP Address

	UE UDP Port

	WLAN location information

	WLAN location timestamp


NOTE 1:
In case of unsuccessful default bearer modification, the parameter carries the requested EPS bearer QoS, otherwise it carries the EPS bearer QoS associated to the modified bearer.

NOTE 2:
In case of unsuccessful default bearer modification, the parameter carries the subscribed APN-AMBR, otherwise it carries the APN-AMBR used for the modified bearer.

The event may also be used by the PDN-GW to indicate a handover between different accesses. In this case, the RAT type indicates the new access after the handover.

***************** END of Change******************

**************** Start of Change *******************

12.2.3.7
Tracking Area/EPS Location Update
For each TA/EPS Location Update an update-event with the elements about the new location is generated. The event shall be sent in case of Tracking Area Update, UE triggered Service Request, X2 based handover, S1 based handover, as specified in TS 23.401 [22]. In case of change of MME, the new MME shall send the event, and the old MME may optionally send the event as well. These elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Location Information (only for the new MME)

	Old Location Information (only for the old MME)

	Time of Location

	IAs (if applicable)

	Failure reason

	HeNB Identity (NOTE1)

	HeNB IP Address (NOTE1)

	HeNB Location (NOTE1)

	ProSe Remote UE(s) IDs (NOTE 2)

	ProSe Remote UE(s) IP Info (NOTE 2)


NOTE 1:
These elements are applicable for HeNB interception only.
NOTE 2:
These elements identify the ProSe remote UEs connected to the ProSe UE-to-NW relay when the ProSe UE-to-NW relay is the target and are applicable only in case the target UE is a ProSe UE-to-NW Relay, see clause 17.3.
***************** END of Change******************

**************** Start of Change *******************

12.2.3.9
UE requested PDN connectivity

When a PDN connectivity is requested from the mobile to allow multiple PDN connections (TS 23.401 [22]), an UE requested PDN connectivity event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	APN

	Request type

	PDN type

	Failed reason

	IAs (if applicable)

	Protocol Configuration Options

	EPS bearer identity

	HeNB Identity*

	HeNB IP Address*

	HeNB Location*


*
These elements are applicable for HeNB interception only.

12.2.3.10
UE requested PDN disconnection

When a PDN disconnection is requested from the mobile to request for disconnection from one PDN (TS 23.401 [22]), an UE requested PDN disconnection event is generated by the MME. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	IAs (if applicable)

	Linked EPS bearer identity

	HeNB Identity*

	HeNB IP Address*

	HeNB Location*


*
These elements are applicable for HeNB interception only.
12.2.3.11
UE requested Bearer Resource Modification

When UE requested Bearer Resource Modification TS 23.401 [22] is detected at the S-GW/PDN-GW, an UE requested Bearer Resource Modification event is generated. These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	IAs (if applicable)

	Linked EPS bearer identity

	EPS bearer identity

	Procedure Transaction Identifier

	EPS bearer QoS

	Traffic Aggregate Description

	Failed Bearer Modification reason

	Protocol Configuration Options


12.2.3.12
Void

12.2.3.13
Start of interception with E-UTRAN attached UE

This event will be generated if interception for a target is started and if the target is already E-UTRAN attached. If there are multiple PDN connections active for the target then for each them an event report is generated.

These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME id 

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	APN

	PDN type

	IAs (if applicable)

	EPS bearer identity of the default bearer

	CGS Identity (if closed or hybrid HeNB)*

	CSG List (if closed or hybrid HeNB)*

	HeNB Identity*

	HeNB IP Address*

	HeNB Location *

	Security Gateway IP address*

	Tunnel Protocol*

	ISP Operator Identity*


*
These elements are applicable for HeNB interception only.

12.2.3.14
Packet Data Header Information

12.2.3.14.0
Introduction

Packet Data Header Information reporting can be done either on a per-packet (i.e., non-summarized) basis or in a summary report.

12.2.3.14.1
Packet Data Header Report

This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by each packet sent or received by the target. These elements will be delivered by the S-GW/PDN-GW either directly to DF2 or via another network entity, if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	IAs (if applicable)

	Initiator

	EPS bearer id

	Handover indication

	PDN Address Allocation

	PDN address(es)

	APN

	Source IP Address

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Packet Size

	Flow Label (IPv6 only)


12.2.3.14.2
Packet Data Summary Report

This event is used to report:

1)
the source and destination information derived from the packet headers, including:

a)
source and destination IP Addresses,

b)
IP next-layer protocol,

c)
Layer-4 ports, and

d)
Flow label, if the packet is IPv6

2)
summary information for the number of packets and bytes transmitted or received by the target for each unique packet flow within an EPS bearer, and

3)
the date and the time of the first and last packets associated with that packet flow. A packet flow is defined as the 6-tuple of source/destination IP address/port number and the layer 4 protocol and EPS bearer.

IP addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is IPv6, and the layer-4 ports are reported.

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is triggered by one of the following:

-
start of a packet flow associated with an EPS bearer

-
an interim report for a packet flow associated with an EPS bearer is to be reported

-
end of a packet flow associated with an EPS bearer (including end of the EPS bearer itself).

An interim report can be triggered by

-
The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is configurable in units of seconds;

-
A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to DF2 or via a MF for each packet flow if available:

	Observed MSISDN 

	Observed IMSI

	Observed ME Id

	Event Type 

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Location Information

	Time of Location

	IAs (if applicable)

	Initiator

	EPS bearer id

	Handover indication

	PDN Address Allocation

	PDN address(es)

	APN

	Care of address

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Flow Label (IPv6 only)

	Summary Period

	Packet Count (for this summary period)

	Sum of Packet Sizes (for this summary period)


If the packets are IPv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field of each packet as specified in IETF RFC 791[39].
If the packet is IPv6, the sum of all observed packet sizes is the sum of the values contained in the Payload Length field for each packet as specified in IETF RFC 2460 [40].
If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be sent.
***************** END of Change******************

**************** Start of Change *******************
12.3.1.1
X2 interface

The following information needs to be transferred from the PDN-GW to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
events and associated parameters as defined in clause 12.3.1.2 and 12.3.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception; (FFS)
-
date/time of Location (if target location provided);
-
correlation number;

-
Quality of Service (QoS) information, if available;
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The PDN-GW detect packets containing packet data header information in the communications path but the information needed for Packet Data Header Information reporting may need to be transferred from the PDN-GW either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality.

The IRI should be sent to DF2 using a reliable transport mechanism.

For the LALS Reports the following information needs to be transferred from the LI LCS Client to the DF2 in order to allow a DF2 to perform its functionality:

-
target identities;

-
the target location (if available);
-
date/time of Location (if target location provided);
-
error code (if positioning fails);

-
Correlation Identifier (in the case of report for Enhanced Location for IRI).

The IRI should be sent to DF2 using a reliable transport mechanism.

12.3.1.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the PDN-GW, LI LCS Client and can be suppressed in the DF2. The network procedures for which the events are generated are defined in TS 23.402 [23].

The following events are applicable to the PDN-GW:

-
PMIP Attach/tunnel activation;

-
PMIP Detach/tunnel deactivation;

-
PMIP session modification

-
Start of interception with active PMIP tunnel;

-
PMIP PDN-GW initiated PDN-disconnection;

-
Packet Data Header Information.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option.

	Observed MN NAI

The Network Access Identifier of the Mobile Node (target identity).

	Observed MSISDN

MSISDN of the target.

	Observed IMEI

IMEI of the target

	Event type

Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, PMIP Session modification, Start of interception with active PMIP tunnel, PMIP PDN-GW initiated PDN disconnection, , Packet Data Header Information.

	Event time

Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

	Event date

Date of the event generation in the ICE.

	Correlation number

The correlation number is used to correlate CC and IRI.

	Network Element Identifier

Unique identifier for the ICE reporting the event.

	Logical Function Information

Used to distinguish between multiple logical functions operating in a single physical network element.

	Lifetime

Indicates the lifetime of the tunnel; it is set to a nonzero value in the case of registration; is set to zero in case of deregistration.

	Failed attach reason

Reason for the failed attach/tunnel deactivation of the target.

	Access technology type

Indicates the Radio Access Type.

	Handover indicator

Provides information on whether the procedure is triggered as part of a handover.

	APN

The Access Point Name used for the connection.

	UE address info

Includes one or more IP addresses allocated to the UE.

	Additional Parameters

Additional information provided by the UE, such as protocol configuration options.

	PDN address(es)

The UE IP address(es) for the PDN connection.

	Revocation trigger

Indicates the reason which triggered the PDN-GW initiated PDN-disconnection procedure

	Serving Network

Identifies the serving network the UE is attached to

	DHCP v4 Address Allocation Indication

Indicates that DHCPv4 is to be used to allocate the IPv4 address to the UE

	Location Information

Provides, if received from the PCRF, and/ or from the LI LCS Client, location information of the target.

	Time of Location
Date/Time of location. The time when location was obtained by the location source node.

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number

The port number of the destination of the IP packet.

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count

The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number

The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval. 

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.


12.3.2
X3-interface

The access method for the delivering of PDN-GW Intercept Product is based on duplication of packets without modification at the PDN-GW. The duplicated packets with additional information in a header are sent to DF3 for further delivery to the LEA.
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Figure 12.3.2.1: Configuration for interception of PDN-GW product data

In addition to the intercepted content of communication, the following information needs to be transferred from the PDN-GW to the DF3 to perform its functionality:

-
target identity;

-
correlation number;

-
time stamp (optional);

-
direction (indicates whether T-PDU is MO or MT) - optional;

-
the target location (if available) or the IAs in case of location dependent interception;
-
date/time of Location (if target location provided).
NOTE:
Location dependent interception for EPC is FFS.

12.3.3
LI events for E-UTRAN access with PMIP-based S5 or S8

12.3.3.1
Initial E-UTRAN Attach and UE PDN requested connectivity with PMIP-based S5 or S8

When the E-UTRAN Attach or UE requested PDN connectivity is detected at the PMIP based PDN-GW, a PMIP attach/tunnel activation event shall be generated by the PDN-GW. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Lifetime

	Failed attach reason

	Access Technology Type

	Handover Indicator

	APN

	UE Address Info

	Additional Parameters

	Serving Network

	DHCPv4 Address Allocation Indication 

	Location information

	Time of Location


12.3.3.2
Detach and PDN disconnection for PMIP-based S5/S8

When the Detach or PDN disconnection is detected at the PMIP based PDN-GW, a PMIP detach/tunnel deactivation event shall be generated by the PDN-GW. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	APN

	Additional Parameters

	Failed reason

	Location information

	Time of Location


 ***************** END of Change******************

**************** Start of Change *******************

12.3.3.5
PDN-GW initiated PDN-disconnection Procedure

When a PDN-GW initiated PDN-disconnection procedure is detected, a PMIP PDN-GW initiated PDN-disconnection event shall be generated by the PDN-GW. The following elements will be delivered to the DF2:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	PDN Address(es)

	Revocation trigger

	Location information

	Time of Location


12.3.3.6
PMIP Session modification

When a session modification is detected at the PDN-GW, a PMIP Session modification event shall be generated by the PDN-GW. The following elements will be delivered to the DF2:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Additional Parameters

	Failed reason

	Serving Network

	Handover indicator

	DHCPv4 Address Allocation Indication 

	Location information

	Time of Location


12.3.3.7
Packet Data Header Information
12.3.3.7.0
Introduction

Packet Data Header Information reporting can be done either on a per-packet (i.e., non-summarized) basis or in a summary report.

12.3.3.7.1
Packet Data Header Report

This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by each packet sent or received by the target. These elements will be delivered by the PDN-GW either directly to DF2 or via another network entity if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Additional Parameters

	Serving Network

	Handover indicator

	DHCPv4 Address Allocation Indication 

	Location information

	Time of Location

	Source IP Address

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Packet Size

	Flow Label (IPv6 only)


12.3.3.7.2
Packet Data Summary Report

This event is used to report:

1)
the source and destination information derived from the packet headers, including:

a)
source and destination IP Addresses,

b)
IP next-layer protocol,

c)
Layer-4 ports, and

d)
Flow label, if the packet is IPv6

2)
summary information for the number of packets and bytes transmitted or received by the target for each unique packet flow within an EPS bearer, and

3)
the date and the time of the first and last packets associated with that packet flow. A packet flow is defined as the 6-tuple of source/destination IP address/port number and the layer 4 protocol and EPS bearer.


IP addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is IPv6, and the layer-4 ports are reported.

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is triggered by one of the following:

-
start of a packet flow associated with an EPS bearer

-
an interim report for a packet flow associated with an EPS bearer is to be reported

-
end of a packet flow associated with an EPS bearer (including end of the EPS bearer itself).

An interim report can be triggered by

-
The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is configurable in units of seconds;

-
A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to DF2 or via DF3 for each packet flow if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Additional Parameters

	Serving Network

	Handover indicator

	DHCPv4 Address Allocation Indication 

	Location information

	Time of Location

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Flow Label (IPv6 only)

	Summary Period

	Packet Count (for this summary period)

	Sum of Packet Sizes (for this summary period)

	Packet Summary Reason


If the packets are IPv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field of each packet as specified in IETF RFC 791[39].
If the packet is IPv6, the sum of all observed packet sizes is the sum of the values contained in the Payload Length field for each packet as specified in IETF RFC 2460 [40].
If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be sent.
***************** END of Change******************

**************** Start of Change *******************

12.4.1.1
X2-interface

The following information needs to be transferred from the S-GW, PDN-GW or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
events and associated parameters as defined in clause 12.4.1.2 and 12.4.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception; (FFS)

-
date/time of Location (if target location provided);
-
correlation number;

-
Quality of Service (QoS) information, if available;
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The PDN-GW/S-GW detect packets containing packet header information in the communications path but the information needed for Packet Data Header Information Reporting may need to be transferred from the PDN-GW/S-GW either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality.

The IRI should be sent to DF2 using a reliable transport mechanism.

12.4.1.2
Structure of the events

There are several different events in which the information is sent to the DF2 if this is required. The events for interception are configurable (if they are sent to DF2) in the S-GW, PDN-GW or the HSS and can be suppressed in the DF2.

The following events are applicable to the S-GW:

-
PMIP attach/tunnel activation;

-
PMIP detach/tunnel deactivation;

-
PMIP session modification;

-
Start of interception with active PMIP tunnel;

-
Packet Data Header Information.
The following events are applicable to the PDN-GW:

-
PMIP attach/tunnel activation;

-
PMIP detach/tunnel deactivation;

-
PMIP session modification;
-
Start of interception with active PMIP tunnel;

-
MIP registration/tunnel activation;

-
DSMIP registration/tunnel activation;

-
DSMIP session modification;

-
MIP deregistration/tunnel deactivation;

-
DSMIP deregistration/tunnel deactivation;

-
Start of interception with active MIP tunnel;

-
Start of interception with active DSMIP tunnel;

-
DSMIP HA Switch;

-
PMIP Resource Allocation Deactivation;

-
MIP Resource Allocation Deactivation;

-
Bearer activation;

-
Bearer deactivation;

-
Bearer modification;

-
Start of interception with active bearer;
-
Packet Data Header Information.

NOTE:
Bearer activation, bearer deactivation, bearer modification and start of interception with active bearer are applicable to trusted non-3GPP access when the GTP protocol is used over s2a interface as specified in TS 23.402 [23].

The following event is applicable to the HSS, which may be requested by national regulations:


-
Serving Evolved Packet System;


-
Subscriber record change;


-
Registration termination;


-
Location information request.
A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from the nodes to DF2. Available IEs from this set of elements as shown below can be extended in the nodes, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option. In case GTP protocol is used over s2a interface, elements from table 12.2.1.2 are included in the applicable events. If interception is performed at the PDN GW, then Packet Data Header Information reporting shall also be performed at the PDN GW and not at the Serving GW.
Table 12.4.1.2: elements included to trusted Non-3GPP access Events
	Observed MN NAI

The Network Access Identifier of the Mobile Node (target identity).

	Observed IMSI

The IMSI of the target

	New observed MN NAI

The new Network Access Identifier of the Mobile Node (target identity).

	New observed IMSI

The new IMSI of the target

	Old observed MN NAI of the target (if available)

	Old observed IMSI of the target (if available)

	Event type

Indicates which type of event is delivered: PMIP attach/tunnel activation, PMIP detach/tunnel deactivation, PMIP session modification, Start of interception with active PMIP tunnel, MIP registration/tunnel activation, DSMIP registration/tunnel activation, DSMIP session modification, MIP deregistration/tunnel deactivation, DSMIP deregistration/tunnel deactivation, Start of interception with active MIP tunnel, Start of interception with active DSMIP tunnel, DSMIP HA Switch, PMIP resource Allocation Deactivation, MIP Resource Allocation Deactivation, Serving Evolved Packet System, Subscriber record change, Registration termination, Location information request, Packet Data Header Information.

	Event time

Time of the event generation in the ICE. Time stamp shall be generated relative to ICE internal clock.

	Event date

Date of the event generation in the ICE.

	Change type

This indicates what has been changed (MSISDN, IMSI, or IMEI) in the Subscriber Change Record

	Correlation number

The correlation number is used to correlate CC and IRI.

	Network Element Identifier

Unique identifier for the ICE reporting the event.

	Logical Function Information

Used to distinguish between multiple logical functions operating in a single physical network element.

	Lifetime

Indicates the lifetime of the tunnel; must be set to a nonzero value in the case of registration or lifetime extension; is set to zero in case of deregistration.

	Failed attach reason

Reason for the failed attach/tunnel deactivation of the target.

	Session modification failure reason

Reason for a failure of a session modification attempt for the target 

	Access technology type

Indicates the Radio Access Type.

	Handover indicator

Provides information on whether the triggered as part of a handover.

	APN

The Access Point Name used for the connection.

	UE address info

Includes one or more IP addresses allocated to the UE.

	Additional Parameters

Additional information provided by the UE, such as protocol configuration options.

	PDN address(es)

The UE IP address(es) for the PDN connection.

	Home address

Contains the UE Home IP address.

	Home Agent address

Contains the IP address of the Home Agent.

	Requested IPv6 Home Prefix

The IPv6 Home Prefix requested by the UE.

	IPv6 home prefix

The IPv6 home prefix assigned by the PDN GW to the UE.

	Care of Address

The Local IP address assigned to the UE by the Access Network, used as Care of Address for DSMIPv6 over S2c reference point.

	HSS/AAA address

The address of the HSS/AAA triggering the PDN-GW reallocation.

	Target PDN-GW address

The address of the PDN-GW which the UE will be reallocated to.

	Revocation trigger

Contains the cause for the revocation procedure.

	Foreign domain address

The relevant IP address in the foreign domain.

	Visited network identifier

An identifier that allows the home network to identify the visited network TS 29.273 [24]

	Location Information

Location information of the target, e.g. 3GPP2-BSID TS 29.212 [26]. Provided if available from the PCRF.

	Time of Location
Date/Time of location. The time when location was obtained by the location source node.

	Initiator

The initiator of the procedure, either the network or the UE.

	Destination IP Address

The IP address, including type IPv4 or IPv6, of the destination of the IP packet.

	Destination Port Number

The port number of the destination of the IP packet.

	Flow Label (IPv6 only)

The field in the IPv6 header that is used by a source to label packets of a flow (see RFC 3697 [41]).

	Packet Count

The number of packets detected and reported (for a particular summary period).

	Packet Data Summary Reason

The reason for a Packet Data Summary message being sent to the LEMF (e.g., timed out, counter expiration, end of session)

	Packet Size

The size of the packet. (i.e., Total Length Field in IPv4 or Payload Length field in IPv6)

	Source IP Address

The IP address, including type IPv4 or IPv6, of the source of the IP packet.

	Source Port Number

The port number of the source of the IP packet.

	Sum of Packet Sizes (for a particular summary period)

The sum of values contained in the Total Length fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	Summary Period

Includes the dates and times of the first and last packets in a particular packet data interval. 

	Transport Protocol (e.g., TCP)

The identification of the transport protocol of the packet or packet flow being reported.

	Any User-Data (AVP Name): any change in the profit and identities of the target (if available in the Diameter message)

	Any Associated-Identities (AVP Name): any change of any associated identities of the target

	Request direction : Information if the serving node is requesting to the HSS, or requested by the
HSS.

	Other update: carrier specific of target's data that are in the intercepted diameter messages

	Other Public User Identities

Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

	Requesting node identifier (I CSCF; AS) that are interfaced directly in the HSS and transmitting a diameter message from a network

	Requesting network node identifier such as IP-SM-GW Id, GMSC Id, SGSN Id, MME Id GMLC Id (country identifier is included in such request) that are in the different diameter messages related to location request for information (to route the right SMS or Call attempt, or GMLC based location request, to the right node on which is attached the target.)

	Requesting node type (IP-SM-GW AS, GMSC, SGSN, MME, GMLC) (if available)


12.4.2
X3-interface

The access method for the delivering of S-GW and/or PDN-GW Intercept Product is based on duplication of packets without modification at the S-GW and/or PDN-GW. The duplicated packets with additional information in a header are sent to DF3 for further delivery to the LEA.
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Figure 12.4.2.1: Configuration for interception of S-GW/PDN-GW product data
n addition to the intercepted content of communication, the following information needs to be transferred from the S-GW and/or the PDN-GW to the DF3 to perform its functionality:

-
target identity;

-
correlation number;

-
time stamp (optional);

-
direction (indicates whether T-PDU is MO or MT) - optional;

-
the target location (if available) or the IAs in case of location dependent interception;

-
date/time of Location (if target location provided).

NOTE:
location dependent interception for EPC is FFS.

12.4.3
LI events for trusted Non-3GPP IP access

12.4.3.1
Initial Attach and PDN connection activation with PMIPv6 on S2a

When the Attach or PDN connectivity activation is detected over PMIP at the S-GW, PDN-GW, a PMIP attach/tunnel activation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Time

	Event Date

	Correlation number

	Network Element Identifier

	Logical Function Information

	Lifetime

	Failed attach reason

	Access Technology Type

	Handover Indicator

	APN

	UE Address Info

	Additional Parameters

	Location Information

	Time of Location


***************** END of Change******************

**************** Start of Change *******************

12.4.3.4
Detach and PDN disconnection with PMIPv6 on S2a

When a Detach or PDN disconnection is detected over PMIP at the S-GW, PDN-GW, a PMIP detach/tunnel deactivation event shall be generated. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Correlation number

	Network Element Identifier

	Logical Function Information

	APN

	Initiator

	Location Information

	Time of Location


***************** END of Change******************

**************** Start of Change *******************

12.4.3.8
PDN GW initiated Resource Allocation Deactivation with S2a PMIP

When a PDN GW initiated resource allocation deactivation is detected by the S-GW/PDN-GW, a PMIP Resource Allocation Deactivation event shall be sent. The following elements will be delivered to DF2 if available:

	Observed MN NAI

	Observed IMSI

	Event Type

	Event Date

	Event Time

	Network Element Identifier

	Logical Function Information

	Revocation trigger

	UE address info

	Correlation number

	Location Information

	Time of Location


***************** END of Change******************

**************** Start of Change *******************

12.4.3.12
PMIP session modification

When a session modification is detected at the S-GW/PDN-GW, a PMIP session modification event shall be generated by the S-GW/PDN-GW. The following elements will be delivered to the DF2 if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Additional Parameters

	Session modification failure reason

	Serving Network

	Handover indicator

	DHCPv4 Address Allocation Indication 

	Location information

	Time of Location


***************** END of Change******************

**************** Start of Change *******************

12.4.3.17.1
Packet Data Header Report

This event is used to provide packet header reports on a per packet basis (non-summarized reporting) and is triggered by each packet sent or received by the target. These elements will be delivered by the S-GW/PDN-GW either directly to the DF2 or via another network entity if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Serving Network

	Home address

	Care of Address

	APN

	Location information

	Time of Location

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Packet Size

	Flow Label (IPv6 only)


12.4.3.17.2
Packet Data Summary Report

This event is used to report:

1)
the source and destination information derived from the packet headers, including:

a)
source and destination IP Addresses,

b)
IP next-layer protocol,

c)
Layer-4 ports, and

d)
Flow label, if the packet is IPv6

2)
summary information for the number of packets and bytes transmitted or received by the target for each unique packet flow within an EPS bearer, and

3)
the date and the time of the first and last packets associated with that packet flow. A packet flow is defined as the 6-tuple of source/destination IP address/port number and the layer 4 protocol and EPS bearer.


IP addresses and the IP next-layer protocol are always reported, the flow label is reported if the packet is IPv6, and the layer-4 ports are reported.

The event provides packet summary reports for each unique packet data session (EPS bearer) and packet flow, and is triggered by one of the following:

-
start of a packet flow associated with an EPS bearer

-
an interim report for a packet flow associated with an EPS bearer is to be reported

-
end of a packet flow associated with an EPS bearer (including end of the EPS bearer itself).

An interim report can be triggered by

-
The expiration of a configurable timer per intercept (called a Summary Timer). The Summary Timer is configurable in units of seconds;

-
A per-intercept configurable count threshold is reached.

These elements will be delivered either directly to the DF2 or via a MF for each packet flow if available:

	Observed MN NAI

	Observed MSISDN

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Logical Function Information

	Correlation number

	Lifetime

	UE Address Info

	Access Technology Type

	Serving Network

	Home address

	Care of Address

	APN

	Location information

	Time of Location

	Source IP Address

	Source Port Number

	Destination IP Address

	Destination Port Number

	Transport Protocol (e.g., TCP)

	Flow Label (IPv6 only)

	Summary Period

	Packet Count (for this summary period)

	Sum of Packet Sizes (for this summary period)


If the packets are IPv4, the sum of all observed packet sizes is the sum of the values contained in the Total Length field of each packet as specified in IETF RFC 791[39].
If the packet is IPv6, the sum of all observed packet sizes is the sum of the values contained in the Payload Length field for each packet as specified in IETF RFC 2460 [40].
If no packets were detected for the duration of the Summary Timer, then the Packet Data Summary Report shall not be sent.
***************** END of Change******************
**************** Start of Change *******************

12.5.1.1
X2-interface

The following information needs to be transferred from the PDN-GW, ePDG or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
events and associated parameters as defined in clause 12.5.1.2 and 12.5.3 may be provided;

-
the target location (if available) or the IAs in case of location dependent interception; (FFS)

-
date/time of Location (if target location provided);
-
correlation number;

-
Quality of Service (QoS) information, if available;
-
encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
The PDN-GW detect packets containing packet header information in the communications path but the information needed for Packet Data Header Information reporting may need to be transferred from the PDN-GW either directly to the DF2 or via another network entity in order to allow the DF2 to perform its functionality.

The IRI should be sent to DF2 using a reliable transport mechanism.

 ***************** END of Change******************

**************** Start of Change *******************

12.5.2
X3-interface

The access method for the delivering of PDN-GW and/or ePDG Intercept Product is based on duplication of packets without modification at the intercepting node. The duplicated packets with additional information in a header are sent to DF3 for further delivery to the LEA.
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Figure 12.5.2.1: Configuration for interception of PDN-GW, ePDG product data
In addition to the intercepted content of communication, the following information needs to be transferred from the PDN-GW and/or ePDG to the DF3 to perform its functionality:

-
target identity;

-
correlation number;

-
time stamp (optional);

-
direction (indicates whether T-PDU is MO or MT) - optional;

-
the target location (if available) or the IAs in case of location dependent interception;

-
date/time of Location (if target location provided).
NOTE:
Location dependent interception for EPC is FFS.
***************** END of Change******************

**************** Start of Change *******************

13.2.1
X2-interface

The following information needs to be transferred to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI, IMEI, MSISDN, ME Id);

-
events and associated parameters as defined in sections 13.4.3 may be provided;

-
the H(e)NB location (if available);

-
date/time of H(e)NB location (if H(e)NB location provided);
-
H(e)NB ID.
H(e)NB location information needs to be transferred from the location verifying nodes per TS 33.320 [34]to the DF2 in order to allow the DF2 to perform its functionality. The manner that the location verifying node provides the DF2 with the H(e)NB location is outside the scope of this document.

The IRI should be sent to DF2 using a reliable transport mechanism.

13.3
3GPP H(e)NB LI Events and Event Information

For a target UE that is attached to any H(e)NB, LI events and messages for 3GPP H(e)NBs defined in this clause shall be reported in addition to the LI events and messages defined in other clauses of this document. H(e)NB LI events and event information are included in 13.4 for UMTS HNBs and 13.5 for HeNBs.

A set of possible elements as shown below is used to generate the events. Information associated with the events is transmitted from the IRI ICES to DF2.

Table 13: Information Events for H(e)NB Event Records

	Element
	Definition/Usage

	Cause
	Reason for an error or an action

	Context-Id
	Unique identifier for a UE used by the HNB and HNB GW.

	CSG Identity
	Uniquely identifies a CSG within one PLMN. Note: Open H(e)NBs do not have associated CSGs.

	CSG List
	Identifies the membership of a given CSG (i.e., CSG Identities and associated expiration data for the UEs).

	Destination cell ID
	Resultant cell ID after handover (HNB ID or PLMN cell ID)

	Event type
	Description which type of event is delivered

	Event date
	Date of the event generation

	Event time
	Time of the event generation.

	Handover Direction


	Identifies if the handover is inbound (from macro network to H(e)NB), outbound (from H(e)NB to macro network) or intra-H(e)NB (between H(e)NBs). 

	H(e)NB Identity
	Uniquely identifies a H(e)NB (i.e., H(e)NB equipment ID and H(e)NB name)

	H(e)NB IP Address
	Reports the location of the H(e)NB used during location verification..

	H(e)NB Location
	When authorized, reports the location of the H(e)NB used during location verification prior to H(e)NB activation.

	H(e)NB Time of Location
	Date/Time of H(e)NB location. The time when location was obtained by the location source node.


	IAs
	The observed Interception Areas

	Initiator


	The initiator of an action (e.g., network or specific network entity, target, associate)

	ISP Operator Identity
	Identifies the ISP through which the H(e)NB is connected to the SeGW

	Network Identifier


	Unique identifier for the operator and the element carrying out the LI operations

	Observed MSISDN
	MSISDN of the target.

	Observed IMSI
	IMSI of the target.

	Observed IMEI
	IMEI of the target. 

	Observed ME Id
	ME Id of the target; when it coincides with the IMEI, it shall be checked for each activation over the radio interface

	Security Gateway IP Address
	The IP Address of the Security Gateway used by the H(e)NB to terminate the tunnel from the H(e)NB

	Source Cell ID
	Original cell ID prior to handover (HNB ID or PLMN cell ID)

	Tunnel Protocol
	The tunnel protocol used between the H(e)NB and the SeGW


***************** END of Change******************

**************** Start of Change *******************

13.4.2.1
X2-interface

The following information needs to be transferred from the HNB GW to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMSI, IMEI, MSISDN, ME Id);

-
events and associated parameters as defined in section 13.4.3 may be provided;

-
the HNB location (if available);
-
date/time of HNB location (if HNB location provided);
-
HNB Identity.

HNB location information needs to be transferred from the location verifying node to the DF2 in order to allow the DF2 to perform its functionality.

The IRI should be sent to DF2 using a reliable transport mechanism.

***************** END of Change******************

**************** Start of Change *******************

13.4.4
Structure of HNB Events

13.4.4.1
Target UE Registration to HNB

This event reports when a target UE is attempting to register to any HNB. This event is generated when

-
a HNB GW sends a UE REGISTRATION ACCEPT message towards a target UE, or

-
a HNB GW sends a UE REGISTRATION REJECT message towards a target UE, or

-
a HNB GW receives an SCCP Connection Confirm (CC) or Connection Refused (CREF) messages from the Core Network

The elements, shown in Table 13a, will be delivered to the DF2, if available.

Table 13a: UE Registration to HNB

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed ME Id

	Event Type

	Event Time

	Event Date

	Network Identifier

	Context-ID (for successful connection)

	H(e)NB Identity

	H(e)NB Location 

	H(e)NB Time of Location

	H(e)NB IP Address 

	Security Gateway IP address

	Tunnel Protocol

	ISP Operator Identity

	Cause (of failed connection, e.g., "Refusal Cause" of SCCP CREF)

	CSG Identity (if closed/hybrid HNB)

	CSG List (if closed/hybrid HNB) - See Note 1

	IAs (if applicable)


NOTE:
In a HNB GW, the CSG List is the Access Control List.

13.4.4.2
Target UE De-Registration from HNB

This event reports a when a target UE is de-registered to any HNB. This event is generated when

-
a HNB GW receives a UE DE-REGISTER message from the HNB, or

-
a HNB GW receives a RANAP Release Iu Connection Command message from the Core Network

The elements, shown in Table 13b, will be delivered to the DF2, if available.

Table 13b: UE De-Registration from HNB

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	Observed ME Id

	CSG Identity (if closed or hybrid H(e)NB)

	Event Type

	Event Time

	Event Date

	Network Identifier

	H(e)NB Identity

	H(e)NB Location 

	H(e)NB Time of Location

	Initiator (i.e., HNB or Network)

	Cause (of de-registration action, if known)

	IAs (if applicable)


13.4.4.3
Start of Intercept with HNB attached UE

This event will be generated if interception for a target UE is started when the target UE has already registered and is receiving service from a HNB. The elements, shown in Table 13c, will be delivered to the DF2, if available.

Table 13c: Start of Intercept with Target UE active on a HNB
	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Observed ME Id

	H(e)NB Identity

	CGS Identity (if closed or hybrid H(e)NB)

	Event Time

	Event Date

	Network Identifier

	H(e)NB IP Address 

	Security Gateway IP address

	Tunnel Protocol

	ISP Operator Identity

	CSG List (if closed or hybrid HNB) - See Note 1

	H(e)NB Location 

	H(e)NB Time of Location

	IAs (if applicable)


NOTE:
In a HNB GW, the CSG List is the Access Control List.

***************** END of Change******************

**************** Start of Change *******************
16.2.2.2.0
General

Intercept Related Information events to be reported by the GCS AS include:

-
When GCSE communications group involving a target of interception is activated (enabled for communications)

-
When GCSE communications group involving a target of interception is deactivated (no longer enabled for communications)

-
When a User is added to an active GCSE communications group

-
When a User is dropped from an active GCSE communications group

-
Start of Interception with an Active GCSE communications Group

-
End of Interception with an Active GCSE communications Group

-
Modification of Target Connection to GCS AS.

A set of possible elements as shown in Table 16.4 are used to generate the events.

Table 16.4: Information Events for GCS AS Event Records

	Element

	Observed IMSI

IMSI of the target.

	Observed IMEI

IMEI of the target.

	Observed ProSe UE ID

ProSe UE ID of the target.

	Observed Other Identity

Other Identity of the target

	Event type

Description which type of event is delivered: Group Activated, Group Deactivated. Group Add Member, Group Drop Member, Start of Intercept with Active Group, End of Intercept with Active Group, Modification of Active Group.

	Event date

Date of the event generation in the GCS AS.

	Event time

Time of the event generation in the GCS AS. Timestamp shall be generated relative to the GCS AS internal clock.

	Observed Communications Group ID

Identifies the GCSE communications group at the GCS AS.

	GCSE Group Communication Characteristics
Details of the Group Communications Service to which the Target is a member including such characteristics such as voice, video, and data communications.

	GCSE Communications Group Membership List

List of all users that are members of the GCSE communications group. Not all members may be participants in a group communications.

	GCSE Communications Group Participants

List of all users that are participating in the GCSE communications group.

	Correlation Number

The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records. 

	Network Element Identifier

Unique identifier for the element reporting the ICE.

	Added User ID

Identity of the party successfully added to an active GCSE Communications Group.

	Dropped User ID

Identity of the party successfully dropped from an active GCSE Communications Group.

	Target Connection Method

Identifies the current target connection method with the GCS AS including whether the target is connected at all.

	Modified Target Connection Method

Identifies the modified target connection method with the GCS AS when the target connection method changes including whether the target is connected at all.

	Identity of Visited Network

Identifies the visited network from which the target is connecting to the GCS AS.

	Length of TMGI Reservation Time

Identifies the length of time reserved for use of a TMGI for a GCSE Communications Group.

	Reserved TMGI

Identifies the TMGI reserved for use by a GCSE Communications Group.

	Location information

Location information of the target, e.g., Cell ID as known by the GCS AS.

	Time of Location
Date/Time of location. The time when location was obtained by the location source node.


***************** END of Change******************

**************** Start of Change *******************
16.2.2.2.2
Deactivation of GCSE Communications Group

When a GCSE communications group is deactivated (not enabled for communications) at the GCS AS, a Deactivation of GCSE Communications Group event is generated in the following cases:

-
When the GCS AS successfully releases a GCSE communications group in which a member is a target of interception.

The fields, shown in Table 16.6, will be delivered to the DF2, if available, by the GCS AS.
Table 16.6: Deactivation of GCSE Communications Group
	Observed IMSI 

	Observed IMEI

	ProSe UE ID

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	GCSE communications group membership list

	Observed Communications Group ID

	Reserved TMGI

	Length of TMGI reservation time (if known)

	Identity of Visited Network (if known)

	Location Information 

	Time of Location


***************** END of Change******************

**************** Start of Change *******************

16.2.2.2.5
Start of Intercept with an Active GCSE Communications Group

When an intercept is started with an active GCSE communications group, a Start of Intercept for GCSE Communications Group event is generated in the following cases:

-
When a target of interception is successfully added to an active GCSE communications group.

-
When interception is activated for a target of interception who is already a member of an active GCSE communications group.

The fields, shown in Table 16.9, will be delivered to the DF2, if available, by the GCS AS.
Table 16.9: Start of Intercept with an Active GCSE Communications Group
	Observed IMSI 

	Observed IMEI

	Observed ProSe UE ID

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Target Connection Method

	GCSE communications group membership list

	Group Communications Characteristics

	Observed Communications Group ID

	GCSE communications group participants

	Reserved TMGI

	Length of TMGI reservation time (if known)

	Identity of Visited Network (if known)

	Location Information

	Time of Location


16.2.2.2.6
End of Intercept with an Active GCSE Communications Group

When an intercept is ended with an active GCSE communications group, an End of Intercept for GCSE Communications Group event is generated in the following cases:

-
When a target of interception is successfully dropped from an active GCSE communications group.

The fields, shown in Table 16.10, will be delivered to the DF2, if available, by the GCS AS.
Table 16.10: End of Intercept with an Active GCSE Communications Group
	Observed IMSI 

	Observed IMEI

	Observed ProSe UE ID

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	GCSE communications group membership list

	Observed Communications Group ID

	GCSE communications group participants

	Reserved TMGI

	Length of TMGI reservation time (if known)

	Identity of Visited Network (if known)

	Location Information

	Time of Location


16.2.2.2.7
Modification of Target Connection to GCS AS

When a modification to a target connection to the GCS AS occurs, a Modification of Target Connection event is generated in the following cases:

-
When a target of interception changes the current downlink communications reception method to now receive only via a unicast link, only via a multicast link, or via both unicast and multicast links.

-
When the target of interception changes the uplink and downlink connection method from not connected to one of the connected connection methods, and vice versa.

The fields, shown in Table 16.11, will be delivered to the DF2, if available, by the GCS AS.
Table 16.11: Modification of Target Connection to GCSE AS
	Observed IMSI 

	Observed IMEI

	Observed ProSe UE ID

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Modified Target Connection Method

	GCSE communications group membership list

	Group Communications Characteristics

	Observed Communications Group ID

	GCSE communications group participants

	Reserved TMGI

	Length of TMGI reservation time (if known)

	Identity of Visited Network (if known)

	Location Information

	Time of Location


***************** END of Change******************

**************** Start of Change *******************

 18.2.4.2 SMS over NAS Events

For separate delivery of SMS when the NAS infrastructure is used, the following events shall be reported from the MME to the DF:

1)
SMS over NAS (clause 18.2.4.3)

In addition, the following HSS events shall be reported:

2)
HSS Related events

a.
Serving Evolved Packet System (clauses 12.2.3.8, 12.4.3.10, 12.5.3.5)

b.
HSS subscriber record change (clauses 12.2.3.15, 12.3.4.18, 12.5.3.15)

c.
Cancel location (clause 12.2.3.16)

d.
Register Termination (clauses 12.3.3.16, 12.3.4.19)

e
Register location (clauses 12.2.3.17, 12.4.3.20)

f.
Location information request (clauses 12.2.3.18, 12.4.3.20, 12.5.3.17).

The above events shall be reported from the ICE to the DF independent of any other services that may or may not be intercepted.

Table 18.2.4.2. SMS over NAS Information Elements

	Observed MSISDN

MSISDN of the target.

	Observed IMSI

IMSI of the target.

	Observed IMEI
IMEI of the target; when it coincides with the IMEI, it shall be checked for each activation over the radio interface.

	Observed Non-Local ID

Target Identifier with the E. 164 number of Non-Local ID target.

	Event type indicating SMS over NAS.

	Event date

Date of the event generation in the ICE.

	Event time

Time of the event generation in the ICE. Timestamp shall be generated relative to ICE internal clock.

	Location Information (if available).

	Time of Location
Date/Time of location. The time when location was obtained by the location source node.

	Network Element Identifier

Unique identifier for the ICE reporting the event.

	SMS

The SMS content with SMS header which is sent with the SMS-service. The header also includes the SMS-Centre address.

	SMS Initiator

SMS indicator whether the SMS is MO or MT or undefined.

	IAs

The observed Interception Areas.


18.2.4.3
SMS over NAS

For SMS-MO, the event is generated in the MME. Dependent on national requirements, event generation shall occur in the following cases:

-
when the MME receives the SMS from the target MS, or when the MME detects that an SMS is to the Non-Local ID target.

-
when the SMS that was originated from the target MS, or sent to the Non-Local ID target.

For SMS-MT, the event is generated in the MME. Dependent on national requirements, event generation shall occur in the following cases:

-
when the MME receives the SMS originated from a Non-Local ID target, or one that will have to be sent to a target MS.

-
when the MME receives notification that recipient MS has received the SMS successfully. The recipient MS is the target MS when the SMS is sent to the target. The recipient MS may not be the target when the SMS was originating from a Non-Local ID target.

Data over NAS for Internet of Things is for further study.

These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Observed Non-Local ID

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	Time of Location

	SMS

	SMS Initiator

	IAs (if applicable)


***************** END of Change******************

**************** Start of Change *******************

19.4.1
General
The following information needs to be transferred from the LI LCS Client to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;

-
other target identities, if available;

-
event date/time;

-
target location and extended location parameters, if available;

-
date/time of Location (if target location provided);

-
correlation information (in case of Extended Location for IRI reporting);

- 
error code, if the positioning fails.
19.4.2
LALS Information Elements

A set of possible elements as shown in Table 19.4.2-1 are used to generate the reports.

Table 19.4.2-1: Information Elements for LALS Records

	Element

	Observed IMSI

IMSI of the target.

	Observed Other Identities

Other Identities of the target (MSISDN, IMEI, SIP-URI, TEL-URI)

	Event date
Date of the report generation by the LI LCS Client

	Event time

Time of the report generation by the LI LCS Client

	Network Element Identifier

Unique identifier of the LI LCS Client

	Location Information

Geographical Location and/or Civic Location

	Time of Location
Date/Time of location. The time when location was obtained by the location source node.

	Extended Location Parameters

Additional location information and associated QoS information

	Correlation Identifier

Correlation information to allow the DF2 and/or LEMF to correlate LALS events with

the triggering IRI events for the Enhanced Location for IRI

	Additional location information and associated QoS information


19.4.3
Structure of LALS Records

19.4.3.1
Target Positioning Reporting

This record will be generated when a response to the LIR (Location Immediate Request) is received from LCS for either Immediate or Periodic Target Positioning service.
If the target cannot be located, i.e. no response is received from the LCS in a predefined period or the LCS indicates failure to position the target, the record will contain an error code instead of the location information.

NOTE 1:
Void

The information elements shown in Table 19.4.3.1-1, if available, will be delivered to the DF2 by the LI LCS Client.
Table 19.4.3.1-1: Target Positioning Report
	Observed IMSI

	Observed Other Identities

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	Time of Location

	Extended Location Parameters

	Location Error Code


NOTE 2:
Each target may have multiple active Periodic Location authorizations with different periodicity settings.

19.4.3.2
Triggered Location Reporting

This record is generated when an LCS response to LI LCS request triggered by an IRI ICE is received (for Enhanced Location for IRI service). The elements, shown in Table 19.4.3.2-1 will be delivered to the DF2, if available. This record contains a Correlation Identifier parameter allowing to correlate the Location Reports with the corresponding IRI events.

If the target cannot be located, i.e. no response is received from the LCS in a predefined period after the triggering or the LCS server indicates failure to position the target, the record will contain an error code instead of the location information.
Table 19.4.3.2-1: Triggered Location

	Observed IMSI

	Observed Other Identities

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	Time of Location

	Extended Location Parameters

	Correlation Identifier


***************** END of Change******************

**************** Start of Change *******************

20.3.3
X2-Interface

For the delivery of intercepted SIP messages, the following information shall be passed from the LMISF to the Delivery Function 2 on the X2 reference point:

-
Target Identity (SIP URL, TEL URL, IMEI);

-
Correlation Identifier;

-
Event Time and Date;

-
Network Element Identifier;

· UE Location (conditional, as applicable, e.g. IMS session establishment events);
· date/time of Location (if target location provided);
-
SIP Header;

-
SIP payload.

The Delivery Function 2 delivers the IRI to the LEMF over the HI2 interface based on the national regulations.
***************** END of Change******************

**************** Start of Change *******************

21.3.1
X3-Interface
In addition to the intercepted content of communications, the following information needs to be transferred from the PTC ICE to the DF3 in order to allow the DF3 to perform its functionality:

-
target identity;
-
correlation number;
-
time stamp - optional;
-
direction (indicates whether T-PDU is from the target or to the target) - optional;

-
identity of source of media (communications content) for group calls;
-
the target location (if available) or the IAs in case of location dependent interception;

-
date/time of Location (if target location provided).
21.3.2
X2-interface

The following information needs to be transferred from the SIP Core, or the HSS to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity;
-
events and associated parameters as defined in table 21.3.4.1 and 21.4 shall be provided;

-
the target location (if available) or the IAs in case of location dependent interception;
-
date/time of Location (if target location provided);
-
correlation number;

-
parameters (keys and associated parameters for decrypting CC), if available and necessary;

-
Encryption parameters (keys and associated parameters for decrypting CC), if available and necessary.
***************** END of Change******************

**************** Start of Change *******************
21.3.4.1
IRI Event Elements
The LI IRI event information is sent to the DF2/DF3 is triggered by different PTC session related and non-call related events/reports. Details for each event are described in the following clauses. 

Within Table 21.3.4.1: IRI Information Elements for PTC Event Records, a provisioned target identity can be a SIP URI, TEL URI , MCPTT ID or an IMEI. 
A PTC Client may support multiple PTC Addresses and be involved in one or more PTC Sessions at the same time using the same or different PTC Addresses.

A set of elements as shown below can be associated with the events. The events trigger the transmission of the information from PTC ICE to DF2. Available IEs from this set of elements as shown below can be extended in the PTC ICE, if this is necessary as a national option. DF2 can extend available information if this is necessary as a national option e.g. a unique number for each surveillance warrant. 

Table 21.3.4.1: IRI Information Elements for PTC Event Records
	AbandonCause  - Identifies the reason for the abandoned PTC Session.

	Access_PolicyFailure - Reports the error code or reason for failure when Access Policy Request is unsuccessful.

	Access_Policy_Type – Identifies the type of access policy list being managed or queried by the PTC Intercept target.

	Access_Policy_event - Identifies the choice the target or an associate makes within access policy selection which can be by user or group to allow or block the incoming PTC session, Auto Answer, or allow or block a conference type.

	Ad-hoc PoC Group Session - A PoC Group Session established by a PoC User to PoC Users listed on the invitation. The list includes PoC Users or PoC Groups or both.

	Alert indicator - Indicates an emergency alert sent, received or cancelled.

	AssociatePresenceStatus - Provides the Associate Presence Status, which is a list of:


PresenceID: Identity of PTC Client(s) or PTC group, when known


PresenceType: Identifies type of ID [PTC Client(s) or PTC group].


PresenceStatus: Presence state of each ID.

	Broadcast indicator - Indicates that the group call request is for a broadcast group call.

	Charging Correlation ID – PTC supports both subscription based charging and traffic based charging. Provide any charging events, e.g., service activation, correlation ID between the PoC service charging data and the packet data services. 

	Cipher - The name of the cipher. 

	Contact_Identity - Identity of the contact in the list, one contact per Contact List or Group List.  

	CryptoContext - If further information is needed to associate the encryption information with a specific session or stream, this parameter shall be included to identify the context to which this encryption message applies.

	PTC Party - Join/Drop/Hold/Retrieve, MCPPT emergency/imminent group/peril etc. 

	Emergency indicator - Indicates the request is an MCPTT emergency call. 

	Event Date - Date of the event generation in the PTC Server or Client.

	Event Time - Time of the event generation in the PTC Server or Client

	Event Type - Description of which type of event is delivered: PTC Session Initiation, Abandon, Start, End, End Cause, Start of Interception, Pre-Established Session, Instant Personal Alert, Floor Control, Target Presence, Associate Presence, a PTC Party Join, Party Drop, Party Hold, Party Retrieve, PTC Media Modification, PTC Group Advertisement. Group Request, Group Response, Group Interrogate, PTC Media Type Notification, Bearer Capability, MCPTT Emergency Group Call, Cancel, Alert, State, MCPTT Imminent Peril Group Call. PTC Serving System, PTC List Management and Access Policy. 

	Failure_Code – The reason or code for the failure or closing of the session.

	Floor_Request - Indicates that the originating client requests the floor.

	FloorSpeakerIdentity - Identification of the PTC Client that has the Talk Burst.

	Group_Ad_Receiver – The group administrator who was the receiver of the group call.

	Group_Ad_Sender – The group administrator who was the originator of the group call.

	Group_Identity - Identifies the PTC Group Identity, Nick Name, and characteristics. 

	GroupAuthorizationRules - Identifies the action requested by the target to the PTC Group authorization rules.

	Hold_retrieve_Indication - The PTC Session is put on hold (deactivate Media Bursts) or a new Primary PTC Session is activated or another PTC Session is locked for talking/listening.

	Hold_Retrieve_user – Identifies the PTC user who removed their PTC Session from hold. 


	Imminent peril indicator - Indicates that the PTC call is an imminent peril call.

	Implicit floor request - When originating client requests the floor. 

	InitationCause - The network receives an invitation from the PTC Intercept Target to initiate a PTC session.

	Invited_PTC_Client - A PTC Client that is invited to a PTC Session 

	Inviting_PTC_user – The PTC User who has been invited to a PTC Session. 

	Key - The key needed to decipher.

	KeyEncoding - Shall be included to provide the encoding of the key if the encoding is other than binary

	IPAPartyIdentity - Instant Personal Alert - Identifies the party that receives the Instant Personal Alert from the PTC Intercept target or the associate that sends the Instant Personal Alert to the PTC Intercept target.

	Join_PTC_user – Identity of the PTC User who has joined the session, i.e., associate identity or targets.

	ListManagmentAction –Identifies the action requested by the PTC Intercept target to the Contact Lists or Group Lists. Identifies the PTC-specific documents stored in the network that the target attempts to modify or that changes were made to the targets PTC-specific documents stored in the network and identifies what action was taken by the target or the associate i.e., create, modify, retrieve, delete, notify.   

	List_ManagementFailure - Reports the error code or reason for failure when List Management modifications should fail, when known i.e., not authorized, time out, etc.

	ListManagementType – Different PTC Group lists: ContactListManagementAttempt, GroupListManagementAttempt, and GroupListManagementResult. Identifies the PTC-specific documents stored in the network that the target attempts to modify or that changes were made to the targets PTC-specific documents stored in the network and identifies which list was modified i.e., list or group.

	Location - Report when a PTC Session is initiated by the intercept target.This parameter is not reported when the PTC Intercept Target  receives an invitation to join a PTC Session;  rather this information is reported by the PTC Session Start event (see PTC Session Start event for usage). Include when reporting of the PTC Intercept Target’s location information is authorized and known.

	Time of Location
Date/Time of location. The time when location was obtained by the location source node.

	Max_TB_Time - Include the maximum duration value for the talkburst before the permission is revoked, provide when known.

	MCPTT CorrelationID - Uniquely identifies the MCPTT Session, correlates CII messages, and correlates CII and CC messages.

	MCPTT group ID - The Mission Critical Push To Talk group Identity.

	MCPTT ID - Mission Critical Push To Talk identity.

	MCPTT indicator – Indicates direction of the received request as either from the client or from the group to the client. 

	MCPTT Location – Indicates the location of the target.

	MCPTT Organization name – Name of the organization that the Mission Critical device belongs to.

	MediaStream_Availability – Indicates if the PTC intercept target’s PTC Client is not able/willing to receive media streams immediately.  Provide when Pre-established session is established.

	Network Element Identifier - Unique identifier for the network element reporting the event. 

	Observed IMEI - The provisioned International Mobile Equipment Identity target identity.

	Observed SIP URI  - The provisioned target identity can be a SIP URI  

	Observed TEL URI  - The provisioned target identity can be a TEL URI

	Party_Drop - Member of a PTC Group Session and leaves the PTC Session, provide when known.

	PreEstablishedSessionID – Identifies the PTC Pre-established Session.

	PreEstablishedStatus – Indicates if the Pre-Established Session is established (setup completed), modified, or released.

	PTCCorrelationId - Uniquely identifies the PTC Session, correlates CII messages, and correlates CII and CC messages.

	PTC group ID - The PTC group ID of the group on which the call is initiated.

	PTCHost - Indentifies the PTC participant who has authority to initiate and administrate an active PTC Group Session. Provide when known.

	PTC_ID_List - The list of PTC IDs of the PTC group members. 

	PTC Location – Indicates the location of the target (if authorized for delivery).

	PTCOriginatingId - Identifies the originating party. Provided when known.

	PTCOther - Other information that is required to decrypt the data.

	PTCParticipants - Identifies the invited PTC participants, when known, if other than the PTC Intercept Target.

	PTCSessionInfo - Provides PTC Session information such as PTC Session URI, PTC Session type, and Nickname.

	PTCUserAccessPolicy – Identifies the action requested by the PTC Intercept Target related to the PTC user access policy.

	Queued_FloorControl - Indicates if queuing is supported by the PTC Server and the intercept target’s PTC Client.

	Queued_Position_Status - If queued floor control is supported, indicates the queue position.

	RegistrationRequest - Identifies the type of registration request (e.g., register, re-register, de-register).

	RegistrationOutcome - Identifies success or failure of registration and the failure reason.

	RTP_Setting – The IP address and the port number at the PTC Server for the RTP Session.

	Salt - Include to provide the initial salt value if the cipher requires a salt value.

	SDP – Answer, offer and SDP parameter negotiations. Report when known.

	SIP_message_header - Answer, offer and SIP parameter negotiations. Report when known.

	TalkburstControl_Setting – The offered Talk Burst Control Protocol, e.g., Talk Burst parameter(s) and the port numbers.  Provide when Pre-established session is established.

	TargetIdentity - The PTC identifier for the PTC Intercept Target.

	TargetPresenceStatus - PTC-related presence information of the PTC intercept target.

	Talk_burst_priority - If more than one level of priority is supported, indicates the talk burst priority level of the PTC Client.

	Talk_burst_reason_code – Identifies the reason code for the denial or revoke of a talk burst.

	TBCP_Deny - Indicates that the PTC Server has notified a PTC Client that it has been denied permission to send a Talk Burst.

	TBCP_Granted -  Indicates that the PTC Server has notified the PTC Client that it has been granted permission to send a Talk Burst. 

	TBCP_Idle - Used by the PTC Server to notify all PTC Clients that no one has the permission to send a Talk Burst at the moment and that it may accept the TBCP Talk Burst Request message.

	TBCP_Queued - Indicates the request to talk is queued, if queued floor control is supported.  Include identification of the PTC Client that has the queued Talk Burst, if known. 

	TBCP_Release - Indicates the request to talk has completed.

	TBCP_Request - Indicates that the PTC Client has requested permission from the PTC Server to send a Talk Burst.    

	TBCP_Revoke - Indicates that the PTC Server has revoked the media resource from a PTC Client and can be used for preemption functionality, but is also used by the system to prevent overly long use of the media resource.

	TBCP_Taken - Indicates that the PTC Server has notified all PTC Clients, except the PTC Client that has been given permission to send a Talk Burst, that another PTC Client has been given permission to send a Talk Burst. 


21.3.4.2
CC Event Elements

The following event information is sent to the DF3 when CC is authorized for delivery. The following events are applicable to both the PoC and MCPTT service ICE.
Table 21.3.4.2: CC Information Elements

	Observed IMEI - The provisioned International Mobile Equipment Identity target identity.

	Observed SIP URI  - The provisioned target identity can be a SIP URI  

	Observed TEL URI  - The provisioned target identity can be a TEL URI

	MCPTT ID - Mission Critical Push To Talk identity.

	Event Date - Date of the event generation in the PTC Server or Client.

	Event Time - Time of the event generation in the PTC Server or Client

	Event Type - Description of which type of event is delivered: PTC Communication Content (CC). 

	Network Element Identifier - Unique identifier for the network element reporting the event. 

	PTC group ID - The PTC group ID of the group on which the call is initiated.

	MCPTT group ID - The Mission Critical Push To Talk group Identity.

	PTCSessionInfo - Provides PTC Session information such as PTC Session URI, PTC Session type, and Nickname.

	PTCCorrelationId - Uniquely identifies the PTC Session, correlates CII messages, and correlates CII and CC messages.

	PTC Location – Indicates the location of the target (if authorized)

	Time of Location
Date/Time of location. The time when location was obtained by the location source node.

	PTC CC Payload – The intercepted communications content encapsulated packet of a PTC session.


***************** END of Change******************

**************** Start of Change *******************

21.4.3
PTC Session Initiation

A PTC Session Initiation event occurs when the PTC target initiates a session or the target receives an invitation to join a session regardless of the success or the final disposition of the invitation.
Table 21.4.3: PTC Session Initiation
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCCorrelationID

	PTCSessionInfo

	TargetIdentity

	PTCHost

	PTCOriginatingID

	PTCParticipants

	AssociatePresenceStatus

	Location

	Time of Location

	InitationCause

	BearerCapability


21.4.4
PTC Session Abandon

The PTC Session Abandon event is triggered when the PTC Session is not established and the request is abandoned before the PTC Session established end to end connectivity.
Table 21.4.4: PTC Session Abandon
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCorrelationID

	PTCSessionInfo

	TargetIdentity

	PTCOriginatingId

	PTCParticipants

	AssociatePresenceStatus:

	Location

	Time of Location

	AbandonCause


21.4.5
PTC Session Start

This event occurs when a PTC Session (e.g. One-to-One, One-to-Many, or One-to-Many-to-One) is answered, and voice communication begins.
Table 21.4.5: PTC Session Start
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCCorrelationID

	PTCSessionInfo

	TargetIdentity

	PTCOriginatingId

	PTCParticipants

	AssociatePresenceStatus:

	Location

	Time of Location

	BearerCapability


21.4.6
PTC Session End

The PTC Session End event occurs when the PTC Session is released for any reason (i.e. normal or abnormal release) and voice communications ends.
Table 21.4.6: PTC Session End
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTCCorrelationID

	PTCSessionInfo

	TargetIdentity

	PTCParticipants

	Location

	Time of Location

	Cause


***************** END of Change******************

**************** Start of Change *******************

21.4.8
PTC Pre-Established Session

This event occurs when the PTC Intercept target’s has an on-going PTC Session(s) when LI is initiated (e.g. the PTC target is part of a one- to-one or a member of a Pre-Arranged PTC Group or Chat PTC Group), regardless of whether the PTC target is actively transmitting or receiving talk bursts.

Table 21.4.8: PTC Pre-Established Session

	Observed SIP URI

	Observed TEL URI

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	TargetIdentity

	PTC_Server_URI

	RTP_Setting

	PTC_Media_Capability

	PreEstablishSessionId

	PreEstablishedStatus

	TalkburstControl_Setting

	MediaStream_Availability

	Location

	Time of Location

	BearerCapability

	Correlation information


***************** END of Change******************

**************** Start of Change *******************
21.6.2
MCPTT Emergency Group Call
When the MCPTT Emergency Group Call Request or Response is detected at the MCPTT Server, it can originate from the targets MCPTT client or be sent to the targets MCPTT client from a MCPTT Group. 
Table 21.6.2: Emergency Group Call

	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	MCPTT group ID

	Emergency indicator

	Alert indicator

	MCPTT group ID

	MCPTT indicator

	MCPTT CorrelationID

	MCPTT Location

	Time of Location


21.6.3
MCPTT Emergency Group Call Cancel

When a MCPTT Emergency Group Call Cancel is detected at the MCPTT Server, it can originate from the targets MCPTT client or towards the targets MCPTT client from a MCPTT Group.

Table 21.6.3: Emergency Group Call Cancel
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	Emergency indicator

	Alert indicator

	MCPTT group ID

	MCPTT indicator

	MCPTT CorrelationID

	MCPTT Location

	Time of Location


21.6.4
MCPTT Emergency Group Alert

When a MCPTT Emergency Alert Notification, Response, Request or Cancel is detected at the MCPTT Server, it can originate from the targets MCPTT client or towards the targets MCPTT client from a MCPTT Group. 
Table 21.6.4: Emergency Group Alert 
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	MCPTT group ID

	Alert indicator

	MCPTT Organization name

	MCPTT CorrelationID

	MCPTT Location

	Time of Location


***************** END of Change******************

**************** Start of Change *******************
21.6.6
MCPTT Imminent Peril Group Call

When the MCPTT Imminent Peril Group Call Request, Response or Cancel is detected at the MCPTT Server, it can originate from the targets MCPTT client or to the targets MCPTT client from a MCPTT Group. 
Table 21.6.6: Imminent Peril Group Call
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	MCPTT group ID

	MCPTT Imminent peril indicator

	MCPTT indicator

	MCPTT CorrelationID

	MCPTT Location

	Time of Location


***************** END of Change******************

**************** Start of Change *******************
21.7.1
Communication Content (CC)

The Communication Content event is used to encapsulate communications content packets for transfer over the interface to the DF3, in accordance with this standard.
Table 21.7.1: Communication Content
	Observed SIP URI

	Observed TEL URI 

	Observed IMEI

	MCPTT ID

	Event type

	Event Time

	Event Date

	Network Element Identifier

	PTC Group ID

	MCPTT group ID

	PTCSessionInfo

	PTCCorrelationID

	PTC Location

	PTC CC Payload

	Time of Location


***************** END of Change******************
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