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Abstract
SA3#92 (August 2018) could not reach a consensus on whether the “remaining parameters” in the Initial NAS message (i.e. parameters other than those that must be sent as clear text) contain sensitive information. As a result it is not clear whether the Initial NAS message protection feature defined by SA3 in TS 33.501 should be removed from Rel-15 or not, given that it is currently not reflected in SA2 and CT1 specifications (TS 23.502 and TS 24.501).
1          Introduction
SA3#92 (August 2018) could not reach a consensus on a way forward for Initial NAS message protection. An LS reply was sent out to CT1 and SA2 (S3-182632).

This document aims at escalating the issue at plenary level and proposes that SA plenary give guidance to WGs (SA3, CT1, SA2) on how to handle this issue in Rel-15.
2	Discussion
The Initial NAS message protection is currently defined in TS 33.501 clause 6.4.6 (refer to Annex A of this document). According to this solution the UE that has a NAS security context with the network provides the entire “initial NAS message” (e.g. Registration Request or Service Request, copied as Annex B and Annex C of this document), with part of the information being sent as cleartext, while the rest of the message is ciphered.

When the Initial NAS message is Registration Request, the following information must be sent as clear text (see LS reply from SA2 to SA3 in S2-184510:
-	UE identity
-	Requested NSSAI
-	Last registered TAI
-	UE security information (better determined by SA3), e.g. the ngKSI and the UE security capabilities
-	Additional GUTI
-	indication that the UE is moving from EPC (called “UE status” in TS 24.501)
-	the EPS TAU message
When the parameters that need to be sent as cleartext (listed above) are taken out of the Registration Request message, what remains in the message is this (also refer to the highlighted text in Annex A of this document):
-	UE 5GC Capability
-	PDU Session status
-	List Of PDU Sessions To Be Activated
-	Follow on request
-	MICO mode preference
-	Requested DRX parameters
-	Indication of LADN information or LADN DNN(s) (this parameter is not yet implemented in the TS 23.502 excerpt copied in Annex B of this document).
When the Initial NAS message is Service Request, then the remaining information is even smaller and contains the following parameters (refer to the highlighted text in Annex C of this document):
-	PDU Session status
-	List Of PDU Sessions To Be Activated
-	List Of Allowed PDU Sessions
SA2#128 (July 2018) sent a liaison to SA3 (S2-187505) asking them to analyze and indicate which, if any, of the remaining parameters in the Initial NAS message contain sensitive information that could be misused by attackers, and that would require to be encrypted. SA3#92 (August 2018) replied that no consensus could be reached (S3-182632):

SA3 analysed the remaining parameters in the initial NAS message. There were 14 companies agreeing that there is sensitive information in the remaining parameters. 6 companies disagreed with this opinion. Therefore, no consensus was reached regarding this question.

In the opinion of the companies co-sourcing this document the set of parameters that are candidates for partial encryption look completely non-confidentiality sensitive.

Observation 1: The remaining parameters (i.e. potential candidates for partial encryption) in the Initial NAS message contain non-sensitive information.

It is worth noting that at the beginning of the Rel-15 Stage 2 normative phase there was a feature called “MO SMS using one step approach” defined in TS 23.502 v15.1.0 (March 2018) in clause 4.13.3.4. This feature was supposed to allow sending an SMS as part of the “Initial NAS message” (refer to Annex D of this document). With this feature partial encryption could have made sense because it could have been used to encrypt the SMS that is contained in the “Initial NAS message” which may carry sensitive information.

However, based on the CT1 LS reply in C1-181759 the one-step MO SMS feature has been removed in SA#80 (refer to TS 23.502 CR0326; SP-180488). The CT1 LS reply in in C1-181759 states the following:
 
The UL NAS TRANSPORT message specified by CT1 in Rel-15 that is used to carry SMS is not an initial NAS message. To support one step MO SMS in CM-IDLE requires to change UL NAS TRANSPORT message as an initial NAS message and a partial ciphering mechanism to protect the carried SMS. After evaluating the benefits and the cost to support this feature, CT1 intends to address the support for MO SMS procedure using one step approach in CM-IDLE in Rel-16.

As indirectly implied in the CT1 LS reply, carrying MO SMS in the Initial NAS message could be a valid use case for partial encryption of the Initial NAS message (which the UL NAS TRANSPORT is not). Nevertheless, that potentially valid use case has been removed from Rel-15.

Observation 2: One step MO SMS is not supported in Rel-15. The list of parameters related to Observation 1 is exhaustive.

It is possible that as part of Rel-16 evolution of the 5G System a valid use case will be found for partial encryption in the Initial NAS message e.g. MO SMS in the Initial NAS message could be considered for re-introduction in the 5G System as part of Rel-16 CIoT optimizations. The merits of the solution for Initial NAS message protection (i.e. partial encryption) should then be evaluated against the Rel-16 use cases and requirements.

Proposal: It is proposed to remove partial encryption in the Initial NAS message from Rel-15 and consider it for introduction in Rel-16 as part of the 5G System evolution based on Rel-16 use cases and requirements.

3	Proposal
Observation 1: The remaining parameters (i.e. potential candidates for partial encryption) in the Initial NAS message contain non-sensitive information.

Observation 2: One step MO SMS is not supported in Rel-15. The list of parameters related to Observation 1 is exhaustive.

Proposal: It is proposed to remove partial encryption in the Initial NAS message from Rel-15 and consider it for introduction in Rel-16 as part of the 5G System evolution based on Rel-16 use cases and requirements.




ANNEX A		Initial NAS message protection in TS 33.501
[bookmark: _Toc517096323]6.4.6	Protection of initial NAS message
The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. The UE shall send a limited set of IEs (called the cleartext IEs) including those needed to establish security and/or enable the selection of the AMF in the initial message when it has no NAS security context. In this case, the UE shall include the additional IEs in the NAS Security Mode Complete message to provide ciphering protection of these IEs. When the UE has a security context, the UE shall send the complete initial message integrity protected with the cleartext IEs unciphered. The cleartext IEs include those required to allow the AMF to verify the message, establish security and/or enable the selection of the AMF. The UE shall send all other IEs ciphered. The AMF uses a hash value to protect the integrity of the unciphered IEs (see 6.7.2 for more details) in case there was no security context in the UE or the check of the integrity protection at the AMF fails.
The protection of the initial NAS message proceeds as shown in Figure 6.4.6-1.


Figure 6.4.6-1: Protecting the initial NAS message
Step 1: The UE shall send the Initial message to the AMF. If the UE has no NAS security context, the Initial NAS message shall only contain the cleartext IEs, i.e. subscription identifiers (e.g. SUCI or GUTIs), UE security capabilities, S-NSSAIs, ngKSI, the last visited TAIs, indication that the UE is moving from EPC and IE containing the TAU Request in the case idle mobility from 4G.
Editor’s Note: The proposed cleartext IEs necessary to establish security and slected the AMF has to be verified in liaison with other Working Groups and is therefore FFS.
If the UE has a NAS security context, the initial message shall contain the complete message, where the information given above shall be sent in cleartext but the rest of the message is ciphered. With a NAS security context, the initial message shall also be integrity protected. In the case that the initial message was protected, the AMF has the same security context and successfully checks the integrity, then steps 2 to 4 may be omitted.
Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. 
Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command message. If the Initial message was sent without integrity protection or the integrity protection did not pass (due either to a MAC failure or the AMF not being able to find the used security context), the AMF shall include the hash of the Initial NAS message in the NAS Security Mode Complete message. If the AMF did not get the additional IEs from step 1, either due to them not being included or because the AMF could not decrypt the IE, then the AMF shall include the hash of the Initial NAS message in the NAS Security Mode Command message.  
Step 4: The UE shall send the NAS Security Mode Complete message to the network in response to a NAS Security Mode Command message. The NAS Security Mode Complete message shall be ciphered and integrity protected. Furthermore the NAS Security Mode Complete message shall include the complete Initial NAS message if the check of the hash failed (see 6.7.2). In this case, the AMF shall treat this as the initial NAS message to respond to. Otherwise, the NAS Security Mode Complete message shall contain the additional IEs in the NAS Security Mode Command message if the checking of the hash succeeds. In this case, the AMF uses the cleartext IEs from step 1 and the additional IEs from this step as the initial NAS message to respond to.
Step 5: The AMF shall send its response to the Initial NAS message. This message shall be ciphered and integrity protected.

ANNEX B		Registration procedure in TS 23.502
[bookmark: _Toc517095236]4.2.2.2.2	General Registration


Figure 4.2.2.2.2-1: Registration procedure
1.	UE to (R)AN: AN message (AN parameters, Registration Request (Registration type, SUCI or 5G-GUTI or PEI, last visited TAI (if available), Security parameters, Requested NSSAI, [Mapping Of Requested NSSAI], UE Radio Capability Update, UE MM Core Network Capability, PDU Session status, List Of PDU Sessions To Be Activated, Follow on request, MICO mode preference, Requested DRX parameters) and UE Policy Container (the list of PSIs)).
	In the case of NG-RAN, the AN parameters include e.g. SUCI or the 5G-GUTI, the Selected PLMN ID and Requested NSSAI, the AN parameters also include Establishment cause. The Establishment cause provides the reason for requesting the establishment of an RRC connection.
	The Registration type indicates if the UE wants to perform an Initial Registration (i.e. the UE is in RM-DEREGISTERED state), a Mobility Registration Update (i.e. the UE is in RM-REGISTERED state and initiates a Registration procedure due to mobility or due to the UE needs to update its capabilities or protocol parameters, or to request a change of the set of network slices it is allowed to use), a Periodic Registration Update (i.e. the UE is in RM-REGISTERED state and initiates a Registration procedure due to the Periodic Registration Update timer expiry, see clause 4.2.2.2.1) or an Emergency Registration (i.e. the UE is in limited service state).
	When the UE is performing an Initial Registration (i.e., the UE is in RM-DEREGISTERED state) the UE shall indicate its UE identity as follows:
-	If the UE is in RM-DEREGISTERED state, the UE shall include a native 5G-GUTI assigned by the same or an equivalent PLMN, if available; otherwise, the UE shall include a native 5G-GUTI assigned by other PLMNs (if available).
-	If the UE is already in RM-REGISTERED state via another access in the same or equivalent PLMN, it shall indicate a native 5G-GUTI (if available) allocated by the AMF during the previous Registration procedure.
-	If the UE is already in RM-REGISTERED state via another access in a PLMN (e.g. PLMN A) not equivalent to the PLMN the UE is trying to register with (e.g. PLMN B), the UE shall include a native 5G-GUTI (if available) assigned by a PLMN (e.g. PLMN C) that is not the same or equivalent to the PLMN in which the UE is already in RM-REGISTERED state (PLMN A).
-	Otherwise, the UE shall include its SUCI in the Registration Request as defined in TS 33.501 [15].
	When the UE is performing an Initial Registration (i.e., the UE is in RM-DEREGISTERED state) with a native 5G-GUTI then the UE shall indicate the related GUAMI information in the AN parameters. When the UE is performing an Initial Registration with its SUCI, the UE shall not indicate any GUAMI information in the AN parameters.
	If the UE previously received a UE Configuration Update Command indicating that the UE needs to re-register and that it shall not provide the 5G-GUTI in access stratum signalling when performing the Registration procedure, the UE performs a Mobility Registration and shall not include any GUAMI information in the AN parameters. For an Emergency Registration, the SUCI shall be included if the UE does not have a valid 5G-GUTI available; the PEI shall be included when the UE has no SUPI and no valid 5G-GUTI. In other cases, the 5G-GUTI is included and it indicates the last serving AMF.
	The UE may provide the UE's usage setting based on its configuration as defined in TS 23.501 [2] clause 5.16.3.7. In case of Initial Registration or Mobility Registration Update, the UE includes the Mapping Of Requested NSSAI (if available), which is the mapping of each S-NSSAI of the Requested NSSAI to the S-NSSAIs of the Configured NSSAI for the HPLMN, to ensure that the network is able to verify whether the S-NSSAI(s) in the Requested NSSAI are permitted based on the Subscribed S-NSSAIs.
	In the case of Mobility Registration Update, the UE includes in the "List of PDU Sessions To Be Activated" the PDU Sessions for which there are pending uplink data. In some cases (see TS 24.501 [25]) the UE may include PDU Sessions in the "List of PDU Sessions To Be Activated" even if there are no pending uplink data for those PDU Sessions.
	The UE MM Core Network Capability is provided by the UE and handled by AMF as defined in TS 23.501 [2] clause 5.4.4a The UE includes in the UE MM Core Network Capability an indication if it supports Request Type flag "handover" for PDN connectivity request during the attach procedure as defined in clause 5.17.2.3.1 of TS 23.501 [2].
	If available, the last visited TAI shall be included in order to help the AMF produce Registration Area for the UE.
	The Security parameters are used for Authentication and integrity protection, see TS 33.501 [15]. Requested NSSAI indicates the Network Slice Selection Assistance Information (as defined in clause 5.15 of TS 23.501 [2]). The PDU Session status indicates the previously established PDU Sessions in the UE. When the UE is connected to the two AMFs belonging to different PLMN via 3GPP access and non-3GPP access then the PDU Session status indicates the established PDU Session of the current PLMN in the UE. The List Of PDU Sessions To Be Activated is included to indicate the PDU Session(s) for which the UE intends to activate UP connections. A PDU Session corresponding to a LADN shall not be included in the List Of PDU Sessions To Be Activated when the UE is outside the area of availability of the LADN. The Follow on request is included when the UE has pending uplink signalling and the UE doesn't include List Of PDU Sessions To Be Activated, or the Registration type indicates the UE wants to perform an Emergency Registration. In Initial Registration and Mobility Registration Update, UE provides the UE Requested DRX parameters, as defined in clause 5.4.5 of TS 23.501 [2].
	The UE provides UE Radio Capability Update indication as described in TS 23.501 [2].
	The UE access selection and PDU session selection identifies the list of UE access selection and PDU session selection policy information stored in the UE, defined in clause 6.6 of TS 23.503 [20]. They are used by the PCF to determine if the UE has to be updated with new PSIs or if some of the stored ones are no longer applicable and have to be removed.

ANNEX C		Service Request procedure in TS 23.502
[bookmark: _Toc517095244]4.2.3.2	UE Triggered Service Request
The UE in CM‑IDLE state initiates the Service Request procedure in order to send uplink signalling messages, user data, or as a response to a network paging request. After receiving the Service Request message, the AMF may perform authentication. After the establishment of the signalling connection to an AMF, the UE or network may send signalling messages, e.g. PDU Session establishment from UE to the SMF, via the AMF.
The Service Request procedure is used by a UE in CM-CONNECTED to request activate User Plane connection for PDU Sessions and to respond to a NAS Notification message from the AMF.
For any Service Request, the AMF responds with a Service Accept message to synchronize PDU Session status between UE and network, if necessary. The AMF responds with a Service Reject message to UE, if the Service Request cannot be accepted by network. The Service Reject message may include an indication or cause code requesting the UE to perform Registration Update procedure.
For this procedure, the impacted SMF and UPF are all under control of the PLMN serving the UE, e.g. in Home Routed roaming case the SMF and UPF in HPLMN are not involved.
For Service Request due to user data, network may take further actions if User Plane connection activation is not successful.
The procedure in this clause 4.2.3.2 is applicable to the scenarios with or without intermediate UPF, and with or without intermediate UPF reselection.


Figure 4.2.3.2-1: UE Triggered Service Request procedure
1.	UE to (R)AN: AN message (AN parameters, Service Request (List Of PDU Sessions To Be Activated, List Of Allowed PDU Sessions, security parameters, PDU Session status)).
	The List Of PDU Sessions To Be Activated is provided by UE when the UE wants to re-activate the PDU Session(s). The List Of Allowed PDU Sessions is provided by the UE when the Service Request is a response of a Paging or a NAS Notification for the PDU Session associated with non-3GPP access, and identifies the PDU Sessions that can be transferred to 3GPP access.
	In case of NG-RAN:
-	The AN parameters include Selected PLMN ID and Establishment cause. The Establishment cause provides the reason for requesting the establishment of an RRC connection.
-	The UE sends Service Request message towards the AMF encapsulated in an RRC message to the NG-RAN. The RRC message(s) that can be used to carry the 5G-S-TMSI and this NAS message are described in TS 38.331 [12] and TS 36.331 [16].
	If the Service Request is triggered for user data, the UE identifies, using the List Of PDU Sessions To Be Activated, the PDU Session(s) for which the UP connections are to be activated in Service Request message. If the Service Request is triggered for signalling only, the UE doesn't identify any List Of PDU Sessions To Be Activated. If this procedure is triggered for paging response, and the UE has at the same time some user data to be transferred, the UE identifies the PDU Session(s) whose UP connections are to be activated in Service Request message, by the List Of PDU Sessions To Be Activated. Otherwise the UE does not identify any PDU Session(s) in the Service Request message for paging response. In some cases (see TS 24.501 [25]) the UE may include PDU Sessions in the PDU Sessions To Be Activated even if there are no pending uplink data for those PDU Sessions or when the Service Request is triggered for signalling only or when the Service Request is triggered for paging response.
	If the Service Request over 3GPP access is triggered in response to the paging or NAS Notification indicating non-3GPP access, the Service Request message shall identify the list of PDU Sessions associated with the non-3GPP access that can be re-activated over 3GPP in the List Of Allowed PDU Sessions, as described in clause 4.2.3.3 (step 6) of this specification and in clause 5.6.8 of TS 23.501 [2].
	The PDU Session status indicates the PDU Sessions available in the UE.
	The UE shall not trigger a Service Request procedure for a PDU Session corresponding to a LADN when the UE is outside the area of availability of the LADN. And the UE shall not identify such PDU Session(s) in the List Of PDU Sessions To Be Activated, if the Service Request is triggered for other reasons.
	For UE in CM-CONNECTED state, only the List Of PDU Sessions To Be Activated and List Of Allowed PDU Sessions need to be included in the Service Request.

ANNEX D		“One step MO SMS” in TS 23.502 v15.1.0 (now removed from Rel-15)
[bookmark: _Toc509916406]4.13.3.4	MO SMS using one step approach in CM-IDLE
The UE may request during Registration procedure to be able to perform NAS transport in an initial NAS message. The AMF determines whether to accept or reject based on its capability and local configuration.


Figure 4.13.3.4-1 SMS over NAS Transport: UE Originated, UE in CM-IDLE state - One step
Figure 4.13.3.4-1 shows the procedures for UE originated SMS messages using NAS Transport when the UE is in CM-IDLE state with one step approach.
1.	After successful negotiation, when a UE is in CM-IDLE state, and the UE needs to transport SMS over NAS, the UE can send the Payload Type and SMS Payload in an initial NAS message.
2.	The AMF sends a response to the initial NAS message either accepting or rejecting the UE initial NAS message.
3.	The AMF invokes Nsmsf_SMService_UplinkSMS service operation to forward the SMS message to the SMSF.
4.	Steps 2c to step 7 from clause 4.13.3.3 applies.
Editor's note:	The details of the initial NAS message to transport the NAS payload (e.g. whether service request can be reused) are FFS and may require CT WG1 feedback.
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