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*************** Start of Change 1 ****************
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GC
5G Core Network
5G-AN
5G Access Network

5G-RAN
5G Radio Access Network 
5G AV
5G Authentication Vector

5G HE AV
5G Home Environment Authentication Vector
AES
Advanced Encryption Standard

AKA
Authentication and Key Agreement

AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE:
If necessary, the full word is spelled out to disambiguate the abbreviation. 

ARPF
Authentication credential Repository and Processing Function

AUSF
Authentication Server Function

AUTN
AUthentication TokeN

AV
Authentication Vector 
AV'
transformed Authentication Vector
Cell-ID
Cell Identity as used in TS 38.331 [22]
CP
Control Plane

CTR
Counter (mode)

CU
Central Unit

DN
Data Network

DNN
Data Network Name

DU
Distributed Unit

EAP
Extensible Authentication Protocol

EMSK
Extended Master Session Key

EPS
Evolved Packet System
gNB
NR Node B
GUTI
Globally Unique Temporary UE Identity

HRES
Hash RESponse

HXRES
Hash eXpected RESponse

IKE
Internet Key Exchange

KSI
Key Set Identifier

LI
Lawful Intercept

MN
Master Node

MR-DC
Multi-RAT Dual Connectivity MSK
Master Session Key

N3IWF
Non-3GPP access InterWorking Function

NAI
Network Access Identifier

NAS
Non Access Stratum 

NDS
Network Domain Security

NEA
Encryption Algorithm for 5G

NF
Network Function

NG
Next Generation
ng-eNB
Next Generation Evolved Node-B
ngKSI
Key Set Identifier in 5G

NIA
Integrity Algorithm for 5G

NR
New Radio

NSSAI
Network Slice Selection Assistance Information

PDN
Packet Data Network
PEI
Permanent Equipment Identifier
QoS
Quality of Service 

RES
RESponse

SCG
Secondary Cell Group

SEAF
SEcurity Anchor Function

SEG
Security Gateway

SIDF
Subscription Identifier De-concealing Function 

SMC
Security Mode Command

SMF
Session Management Function

SN
Secondary Node 
SN Id
Serving Network Identifier

SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 

TLS
Transport Layer Security

UE
User Equipment

UEA
UMTS Encryption Algorithm

UDM
Unified Data Management

UIA
UMTS Integrity Algorithm

ULR
Update Location Request

UP
User Plane

UPF
User Plane Function

USIM
Universal Subscriber Identity Module

XRES
eXpected RESponse

*************** End of Change 1 **************
*************** Start of Change 2 ****************
4.1
Security domains

Figure 4-1 gives an overview of security architecture.
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Figure 4-1: Overview of the security architecture

The figure illustrates the following security domains:

-
Network access security (I): the set of security features that enable a UE to authenticate and access services via the network securely, including the 3GPP access and Non-3GPP access, and in particularly, to protect against attacks on the (radio) interfaces. In addition, it includes the security context delivery from SN to AN for the access security. 

-
Network domain security (II): the set of security features that enable network nodes to securely exchange signalling data, user plane data. 

-
User domain security (III): the set of security features that secure the user access to mobile equipment.

-
Application domain security (IV): the set of security features that enable applications in the user domain and in the provider domain to exchange messages securely. Application domain security is out of scope of the present document.
-
SBA domain security (V): the set of security features that enables network functions of the SBA architecture to securely communicate within the serving network domain and with other network domains . Such features include network function registration, discovery, and authorization security aspects, as well as the protection for the service-based interfaces. SBA domain security is a new security feature compared to TS 33.401 [10].

-
Visibility and configurability of security (VI): the set of features that enable the user to be informed whether a security feature is in operation or not.

Note:
The visibility and configurability of security is not shown in the figure.  

*************** End of Change 2 **************
*************** Start of Change 3 ****************
6.1.3
Authentication procedures

6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12]. The 3GPP 5G profile for EAP-AKA' is specified in the normative Annex F.

The selection of using EAP-AKA' is described in sub-clause 6.1.2 of the present document. 
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 Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'

The authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.1.3.1-1:

1.
The UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then compute CK' and IK' as per the normative Annex A and replace CK and IK by CK' and IK'. 

2.
The UDM shall subsequently send this transformed authentication vector AV' (RAND, AUTN, XRES, CK', IK') to the AUSF from which it received the Nudm_UEAuthentication_Get Request together with an indication that the AV' is to be used for EAP-AKA' using a Nudm_UEAuthentication_Get Response message. 

NOTE:
The exchange of a Nudm_UEAuthentication_Get Request message and an Nudm_UEAuthentication_Get Response message between the AUSF and the UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], sub-clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. The "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> parameter is not defined in RFC 5448 [12], but rather in 3GPP specifications. For EPS, it is defined as " access network identity" in TS 24.302 [13], and for 5G, it is defined as "serving network name" in sub-clause 6.1.1.4 of the present document.

In case SUCI was included in the Nudm_UEAuthentication_Get Request, UDM will include the SUPI in the Nudm_UEAuthentication_Get Response.
The AUSF and the UE shall then proceed as described in RFC 5448 [12] until the AUSF is ready to send the EAP-Success.

3.
The AUSF shall send the EAP-Request/AKA'-Challenge message to the SEAF in a Nausf_UEAuthentication_Authenticate Response message. 

4.
The SEAF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Authentication Request message. The ME shall forward the RAND and AUTN received in EAP-Request/AKA'-Challenge message to the USIM.
NOTE 1: 
The SEAF needs to understand that the authentication method used is an EAP method by evaluating the type of authentication method based on the Nausf_UEAuthentication_Authenticate Response message. 
5.
At receipt of the RAND and AUTN, the USIM shall verify the freshness of the AV' by checking whether AUTN can be accepted as described in TS 33.102 [4]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. The  ME shall derive CK' and IK' according to Annex A.3.

If the verification of the AUTN fails on the USIM, then the USIM and ME shall proceed as described in sub-clause 6.1.3. 3.
6.
The UE shall send the EAP-Response/AKA'-Challenge message to the SEAF in a NAS message Auth-Resp message.

7.
The SEAF shall transparently forwards the EAP-Response/AKA'-Challenge message to the AUSF in Nausf_UEAuthentication_Authenticate Request message. 

8.
The AUSF shall verify the message, and if the AUSF has successfully verified this message it shall continue as follows, otherwise it shall return an error. 

9.
The AUSF and the UE may exchange EAP-Request/AKA'-Notification and EAP-Response /AKA'-Notification messages via the SEAF. The SEAF shall transparently forward these messages. 

NOTE 2: 
EAP Notifications as described in RFC 3748 [27] and EAP-AKA Notifications as described in RFC 4187 [21] can be used at any time in the EAP-AKA exchange. These notifications can be used e.g. for protected result indications or when the EAP server detects an error in the received EAP-AKA response.  
10.
The AUSF derives EMSK from CK’ and IK’ as described in RFC 5448[12] and Annex F. The AUSF uses the first 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in clause A.6. The AUSF shall send an EAP Success message to the SEAF inside Nausf_UEAuthentication_Authenticate Response, which shall forward it transparently to the UE. Nausf_UEAuthentication_Authenticate Response message contains the KSEAF. If the AUSF received a SUCI from the SEAF when the authentication was initiated (see sub-clause 6.1.2 of the present document), then the AUSF shall also include the SUPI in the Nausf_UEAuthentication_Authenticate Response message. 

NOTE 3: 
For lawful interception, the AUSF sending SUPI to SEAF is necessary but not sufficient. By including the SUPI as input parameter to the key derivation of KAMF from KSEAF, additional assurance on the correctness of SUPI is achieved by the serving network from both, home network and UE side. See also step 11.
11.
The SEAF shall send the EAP Success message to the UE in the N1 message. This message shall also include the ngKSI and the ABBA parameter. The SEAF shall set the ABBA to the default value of all zeros.  

NOTE 4: 
Step 11 could be NAS Security Mode Command. 

NOTE 5: 
The ABBA parameter is included to enable the bidding down protection of security features that may be introduced later.  
The key received in the Nausf_UEAuthentication_Authenticate Response message shall become the anchor key, KSEAF in the sense of the key hierarchy in sub-clause 6.2 of the present document. The SEAF shall then derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex A.7 and send it to the AMF. On receiving the EAP-Success message, the UE derives EMSK from CK’ and IK’ as described in RFC 5448 and Annex F. The ME uses the first 256 bits of the EMSK as the KAUSF and then calculates  KSEAF in the same way as the AUSF. The UE shall derive the KAMF from the KSEAF, the ABBA parameter and the SUPI according to Annex  A.7.
The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in sub-clause 6.1.4 of the present document. 

If the EAP-Response/AKA'-Challenge message is not successfully verified, the subsequent AUSF behaviour is determined according to the home network's policy. 

If the AUSF and SEAF determines that the authentication was successful, then the SEAF provides the ngKSI and the KAMF to the AMF.
*************** End of Change 3 **************
*************** Start of Change 4 ****************
6.1.3.2.2
RES* verification failure in SEAF or AUSF or both

This clause describes how RES* verification failure in the SEAF or in the AUSF shall be handled.

In step 9 in Figure 6.1.3.2-1, the SEAF shall compute HRES* from RES* according to Annex A.5, and the SEAF shall compare HRES* and HXRES*. If they don’t coincide, then the SEAF shall consider the authentication as unsuccessful. 

The SEAF shall proceed with step 10 in Figure 6.1.3.2-1 and after receiving the Nausf_UEAuthentication_Authenticate Response message from the AUSF in step 12in Figure 6.1.3.2-1, proceed as described below:

-
If the AUSF has indicated in the Nausf_UEAuthentication_Authenticate Response message to the SEAF that the verification of the RES* was not successful in the AUSF, or 

-
if the verification of the RES* was not successful in the SEAF, 

then the SEAF shall either reject the authentication by sending an Authentication Reject to the UE if the SUCI was used by the UE in the initial NAS message or the SEAF/AMF shall initiate an Identification procedure with the UE if the 5G-GUTI was used by the UE in the initial NAS message to retrieve the SUCI and an additional authentication attempt may be initiated. 

Also, if the SEAF does not receive any Nausf_UEAuthentication_Authenticate Request message from the AUSF as expected, then the SEAF shall either reject the authentication to the UE or initiate an Identification procedure with the UE.

*************** End of Change 4 **************
*************** Start of Change 5 ****************
6.6.3
UP confidentiality mechanisms

The PDCP protocol, as specified in TS 38.323 [23] between the UE and the 5G-RAN, shall be responsible for user plane data confidentiality protection.

The use and mode of operation of the 128-bit N EA algorithms are specified in Annex D.

The input parameters to the 128-bit NEA algorithms as described in Annex D are the message packet, an 128-bit cipher key KUPenc as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
*************** End of Change 5 **************
*************** Start of Change 6 ****************
6.8.2.1.3
State transition from RRCINACTIVE to RRCCONNECTED to a new gNB
When the UE decides to resume the RRC connection to transit from RRC_INACTIVE to RRC_CONNECTED, the UE shall derive a KgNB* using the target PCI, target ARFCN-DL and the KgNB/NH based on either a horizontal key derivation or a vertical key derivation according to the stored NCC and the NCC associated with current KgNB in the current UE 5G AS security context, as defined in clause 6.9.2.1.1 and Annex A.11. The UE shall further derive KRRCint, KRRCenc, KUPenc (optionally), and KUPint (optionally) from the newly derived KgNB*. 

The UE sends <RRC Connection Resume Request> message on SRB0 and hence it is not integrity protected. However, the <RRC Connection Resume Request> message shall include the I-RNTI and an <InactiveMAC-I>. The I-RNTI is used for context identification and its value shall be the same as the I-RNTI that the UE had received from the source gNB in the <RRC Connection Inactive> message. The <InactiveMAC-I> is a 16-bit message authentication token, the UE shall calculate it using the integrity algorithm (NIA) in the stored AS security context, which was negotiated between the UE and the source gNB and the newly calculated KRRCint with the following inputs: 

- 
KEY


: it shall be set to newly derived KRRCint;

-
BEARER

: all its bits shall be set to 1.

-
DIRECTION
: its bit shall be set to 1;
-
COUNT

: all its bits shall be set to 1;

-
MESSAGE
: it shall be set to <VarInactiveMAC-Input> as defined in TS 38.331 [22] with following inputs:

                                source C-RNTI, source PCI, resume constant, target Cell-ID.

The target gNB extracts the I-RNTI from the <RRC Connection Resume Request> message. The target gNB contacts the source gNB based on the information in the I-RNTI by sending an <Xn-AP Retrieve UE Context Request> message with the following included: I-RNTI, the <InactiveMAC-I> and target Cell-ID, in order to allow the source gNB to validate the UE request and to retrieve the UE context including the UE 5G AS security context. 

The source gNB retrieves the stored UE context including the UE 5G AS security context from its database using the I-RNTI. The source gNB calculates KgNB* using the target cell PCI, target ARFCN-DL and the KgNB/NH in the current UE 5G AS security context based on either a horizontal key derivation or a vertical key derivation according to whether  the source gNB has an unused pair of {NCC, NH} as described in Annex A.11. The source gNB can obtain the target PCI and target ARFCN-DL from a cell configuration database by means of the target Cell-ID which was received from the target gNB. In addition, the source gNB shall derive the KRRCint based on calculated KgNB*, and verify the <InactiveMAC-I> (calculating it in the same way as described above). If the verification of the <InactiveMAC-I> is successful, the source gNB shall respond with an <Xn-AP Retrieve UE Context Response> message to the target gNB including the UE context that contains the UE 5G AS security context. The UE 5G AS security context sent to the target gNB shall include the new derived KgNB*, the NCC associated to the KgNB*, the UE 5G security capabilities, and the ciphering and integrity algorithms used by the UE with the source cell. 

The target gNB shall check if it supports the ciphering and integrity algorithms the UE used with the last source cell. If the target gNB does not support the ciphering and integrity algorithms used in the last source cell or if the target gNB prefers to use different algorithms than the source gNB, then the target gNB shall send an <RRC Connection Setup> message on SRB0 to the UE in order to proceed with RRC connection establishment as if the UE was in RRC_IDLE (i.e., a fallback procedure). 

If the target gNB supports the ciphering and integrity algorithms used with the last source cell and these algorithms are the chosen algorithms by the target gNB, the target gNB shall derive new AS keys (RRC integrity key, RRC encryption key and UP keys) using the algorithms the UE used with the source cell and the received KgNB*. The target gNB shall reset all PDCP COUNTs to 0 and activate the new keys in PDCP layer. The target gNB shall respond to the UE with an <RRC Connection Resume> message on SRB1 which is integrity protected and ciphered in PDCP layer using the new RRC keys. When the UE receives the <RRC Connection Resume> message, the UE shall decrypt the message using the KRRCenc that was derived based on KgNB* that was used to calculate the <InactiveMAC-I> of the <RRC Connection Resume Request> message.  The UE shall also verify the <RRC Connection Resume> message by verifying the PDCP MAC-I using the KRRCint that was used to calculate the <InactiveMAC-I>. The UE shall send the <RRC Connection Resume Complete> message both integrity protected and ciphered to the target gNB on SRB1 using the current KRRCint and KRRCenc.
When UE receives <RRC Connection Reject> message from the target gNB, the UE shall delete derived AS keys used for connection resumption attempt, including KgNB*, derived new RRC integrity key, RRC encryption key and UP keys, and keep KgNB/NH in its current AS context. 
Security is fully resumed on UE side after reception and processing of RRC connection resume message. The UE can receive data on DRB(s) after having received and processed RRC connection resume message. UL data on DRB(s) can be sent after <RRC Connection Resume Complete> message has been successfully sent.
After a successful transition from RRC_INACTIVE to RRC_CONNECTED the target gNB shall perform Path Switch procedure with the AMF.
*************** End of Change 6 **************
*************** Start of Change 7 ****************
6.11
Security handling for RRC Connection Re-establishment Procedure
The KNG-RAN* and token calculation at handover preparation are cell specific instead of gNB specific. During the handover procedure, at potential RRC Connection re-establishment (e.g., in handover failure case), the UE may select a cell different from the target cell to initiate the re-establishment procedure. To ensure that the UE RRCConnectionRe-establishment attempt is successful when the UE selects another cell under the control of the target gNB at handover preparation, the serving gNB may prepare multiple KNG-RAN*s and tokens for multiple cells which are under the control of the target gNB. The serving gNB may prepare for multiple cells belonging to the serving gNB itself. 

The preparation of these cells includes sending security context containing KNG-RAN*s and tokens for each cell to be prepared, as well as the corresponding NCC, the UE 5G security capabilities, and the security algorithms used in the source cell for computing the token, to the target gNB. The source gNB shall derive the KNG-RAN*s as described in Annex A.11/A.12 based on the corresponding target cell’s physical cell ID and frequency ARFCN-DL.

In order to calculate the token, the source gNB shall use the negotiated NIA-algorithm from the 5G AS Security context from the source gNB with the following inputs: source C-RNTI, source PCI and target Cell-ID, where source PCI and source C-RNTI are associated with the cell the UE last had an active RRC connection with and target Cell-ID is the identity of the target cell where the RRCConnectionReestablishmentRequest is sent to.

-
KEY shall be set to KRRCint of the source cell;

-
all BEARER bits shall be set to 1;

-
DIRECTION bit shall be set to 1;

-
all COUNT bits shall be set to 1.

The token shall be the 16 least significant bits of the output of the used integrity algorithm.

In order to avoid UE’s inability to perform the RRC re-establishment procedure due to a failure during a handover or a connection re-establishment, the UE shall keep the KgNB used in the source cell until the handover or a connection re-establishment has been completed successfully or until the UE has deleted the KgNB for other reasons (e.g., due to transitioning to CM-IDLE).

For Xn handover, the target gNB shall use the received multiple KNG-RAN*s. But for N2 handover, the target gNB discards the multiple KNG-RAN*s received from the source gNB, and derives the KNG-RAN*s as described in Annex A.11/A.12 based on the received fresh {NH, NCC} pair from AMF for forward security purpose.

When an RRCConnectionReestablishmentRequest is initiated by the UE, the RRCConnectionReestablishmentRequest shall contain the token corresponding to the cell the UE tries to reconnect to. This message is transmitted over SRB0 and hence not integrity protected.

If the target gNB has a prepared KNG-RAN* for the specific cell, the target gNB receiving the RRCConnectionReestablishmentRequest shall respond with an RRCConnectionReestablishment message containing the NCC received during the preparation phase if the token is valid, otherwise the target gNB shall reply with an RRCConnectionReestablishmentReject message. The RRCConnectionReestablishment and RRCConnectionReestablishmentReject messages are also sent on SRB0 and hence not integrity protected. Next the target gNB and UE shall do the following: The UE shall firstly synchronize the locally kept NH parameter as defined in Annex A.10 if the received NCC value is different from the current NCC value in the UE itself. Then the UE shall derive KNG-RAN* as described in Annex A.11/A.12 based on the selected cell’s physical cell ID and its frequency ARFCN-DL. The UE shall use this KNG-RAN* as KgNB. The gNB uses the KNG-RAN* corresponding to the selected cell as KgNB. Then, UE and gNB shall derive and activate keys for integrity protection and verification from this KgNB and the AS algorithms (ciphering and integrity algorithms) obtained during handover preparation procedures which were used in source gNB. Even if the AS algorithms used by the source gNB do not match with the target gNB local algorithm priority list the source gNB selected AS algorithms shall take precedence when running the RRCConnectionRe-establishment procedure. The target gNB and UE should refresh the selected AS algorithms and the AS keys based on local prioritized algorithms after the RRCConnectionRe-establishment procedure.

NOTE: When the AS algorithms transferred by source gNB are not supported by the target gNB, the target gNB will fail to decipher or integrity verify the RRCReestablishmentComplete message on SRB1. As a result, the RRCConnectionRe-establishment procedure will fail.

The UE shall respond with an RRCReestablishmentComplete on SRB1, integrity protected and ciphered using these new keys. The RRCConnectionReconfiguration procedure used to re-establish the remaining radio bearers shall only include integrity protected and ciphered messages.
*************** End of Change 7 **************
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