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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	720005
	New Services and Markets Technology Enablers
	Provides system requirements to support ultra-low latency and ultra-high reliability

	790008
	Study on enhancement of URLLC supporting in 5GC
	SA2’s study focuses on the mechanisms in 5G system and potential architectural impacts to the 5G core network to enable services with low latency, low jitter, and/or high reliability, between UE and external entity, between UE and DN, between UEs.

SA3’s study will focus on the impacts of URLLC services on the security architecture

	710062
	Study on New Radio(NR) Access Technology
	Study on New Radio including URLLC supporting in NR

	780023
	Study on supporting 256-bit algorithms for 5G 
	Study to make sure recommendations for moving to 256bits algorithms taken account of requirements for URLLC services


3
Justification

URLLC has stringent performance and reliability requirements that are specified in TS 22.261, which allows 5G to accommodate a plethora of applications and services. The feasibility study for URLLC enhancement in 5G for R16 is progressing in both SA2 (SID 790008 FS_5G_URLLC) and in RAN (SID 71062). According to TS 22.261, URLLC relates to services with stringent requirements for capabilities such as throughput, latency and availability. Based on these requirements, URLLC UEs are high data-rate devices with potentially higher battery capacity and computational resources; examples include cars, Industrial IoT (IIoT) devices like machineries in factories and virtual or augmented reality (VR or AR) devices used for gaming or near real-time services. Providing higher data rates also means that throughput and capabilities of security functions need to be considered to avoid processing delay. Another example of purely security-related issue, is that replication of data (potentially encrypted with different keys) in order to improve reliability, may help an attacker. This is the case, for example, because the attacker could have more information available, making data recovery through cryptanalysis easier. These and other potential security issues should be analysed and investigated by the SA3 WG in order to securely meet the performance requirements for the 5G URLLC. SA3 has already performed security studies on a number of features and services that are required to meeting certain performance, latency, and mission-critical requirements even though those requirements were not expected to be as stringent as the ones required of in 5G services, it is expected that those studies will be leveraged for the study of security aspect of URLLC.
4
Objective

The goal of this study item is to provide security analysis, potential requirements and solutions needed to meet the 5G URLLC performance, reliability and latency requirements. The investigation includes but is not limited to:
· Investigate and identify the security key issues for meeting the low latency requirement
· Investigate and identify the security key issues for meeting the ultra-high reliability requirement
· Provide potential security requirements to address security issues identified in the course of the study
· Study the potential security solutions to support URLLC services
The study shall be based on SA2’s work.
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.XXX

	Internal TR

	Rong Wu,
Huawei Technologies, Raina.wu@huawei.com
	TSG#82 (Dec. 2018)
	TSG#83
(March 2019)
	


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
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Work item Rapporteur(s)
Rong Wu, Huawei Technologies, <Raina.wu@huawei.com>
7
Work item leadership

SA3
8
Aspects that involve other WGs
SA2, RAN2, RAN3
9
Supporting Individual Members 
	Supporting IM name

	Huawei

	Hisilicon

	China Mobile

	ZTE

	China Unicom

	CATT

	Lenovo

	Motorola Mobility

	Samsung

	Nokia

	Nokia Shanghai Bell

	InterDigital

	NEC

	NCSC


