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**** First Change ****
13.1
Protection at the network or transport layer

All network functions shall support TLS. Network functions shall support both server-side and client-side certificates .
The TLS profile shall follow the profile given in Annex E of TS 33.310 [5] with the restriction that it shall be compliant with the profile given by HTTP/2 [47].
TLS shall be used within a PLMN unless network security is provided by other means.

On the N32 interface, TLS shall be supported between the SEPP and the next-hop IPX entity. 

If there are no IPX entities between the SEPPs, TLS shall be used between the SEPPs. 

NOTE 1: It is strongly recommended to use TLS between the SEPP and the next-hop IPX entity.

NOTE 2: Additional application layer security according to the requirements in clause 5.6.3 is needed for protection between the SEPPs.
**** Next Change ****
13.3
Authentication and static authorization 

13.3.1
Authorization and authentication between network functions and the NRF

NRF and NF shall authenticate each other during discovery and registration. If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution as specified in clause 13.1 shall be used for mutual authentication of the NRF and NF.


If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS or physical security.

After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.


For non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer, the NRF determines whether the NF service consumer is allowed to discover the expected NF instance(s) as described in clause 4.17.4 of TS 23.502 [8].

For roaming scenario, the NRF of the service producer NF Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.

13.3.x
Authentication and authorization between network functions 
Authentication between network functions within one PLMN shall use one of the following methods:

-
If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for authentication between NFs.
-
If the PLMN does not use protection at the transport layer, authentication between NFs within one PLMN may be implicit by NDS or physical security.
If the PLMN uses token-based authorization, the network should use protection at the transport layer.

Depending whether token-based authorization is used or not, authentication between network functions shall be performed in one of the following ways:

-
If token-based authorization is used within one PLMN, the service consumer NF shall authenticate the service producer NF at transport layer before trying to access the service API. The service producer NF may authenticate the service consumer NF at transport layer.

NOTE 1: 
Authentication of the service consumer NF towards the service producer NF will be implicit by authorization, which can only be granted after successful authentication of the service consumer NF towards the NRF.

-
If token-based authorization is not used within one PLMN, service consumer NF and service producer NF shall mutually authenticate before performing access to the service API. The service producer NF shall additionally check authorization of the service consumer NF based on local policy before granting access to the service API. 

NOTE 2: Authentication between network functions in different PLMN is implicit by authentication between NF-SEPP as in clause 13.3.a, SEPP-SEPP as in clause 13.2 and SEPP-NF as in clause 13.3.a.
13.3.a
Authentication and authorization between SEPP and network functions 

NOTE 1: This clause also describes authentication and authorization between SEPP and NRF, because the NRF is a network function.

Authentication between SEPP and network functions within one PLMN shall use one of the following methods:

-
If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for authentication between SEPP and NFs.
-
If the PLMN does not use protection at the transport layer, authentication between SEPP and NFs within one PLMN may be implicit by NDS or physical security.
A network function and the SEPP shall mutually authenticate before the SEPP forwards messages sent by the network function to network functions in other PLMN. 

13.3.b
Authentication and authorization between SEPPs

Authentication and authorization between SEPPs in different PLMN is defined in clause 13.2.
**** End of Changes ****
