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1 Background
A mechanism to enable the UE to select the VPLMN based on the preferred PLMN list sent by the HPLMN for 5G is being defined in CT1 in Release 15 (C1-183181/C1-183182) and SA3 has defined a security solution which is declared in SA3#91-Bis for the CR (S3-182010) to  be approved as a 3GPP working agreement#23 (http://www.3gpp.org/specifications-groups/working-agreements)

 
2 Issues with the working agreement

Though we supported the work initially, we then realised that there are some serious issues which have big impacts on the security, the system complexity, obligations to meet regulatory requirements and the timely completion of Release 15.

· Potential risks to meeting regulatory requirements such as LI:  the newly updated CT1 solution is not yet reviewed by SA3 LI. The impacts of dynamic steering of UE in selecting the preferred PLMN on  LI must be thoroughly understood as requested by the  regulatory authorities.
· The solution can be subject to DoS attacks;   malicious attack on the current solution for transferring  the preferred PLMN list to UE during its registration with VPLMN could lead to the situation where  a larger number of UE’s are “steered” to the  same PLMN to attempt to attach at the same time and thus result in failure for the attach and fails the services.
· Extra complexity in architecture and operations: the SA3 solution brings back the AUSF in the architecture while the CT1 updated solution has removed  the interaction  with AUSF which contradicts the SA3 solution with security considerations. In addition, the introduction of AUSF makes the steering session aware which is expected to increase the complexity with steering of roaming and weakens scalability of the solution. In addition, the architecture impact with the introduction of AUSF needs to be studied in SA2 and the subsequent work will not be possible in R15 upon the time for R15 completion in TSG#80 in June  otherwise serious delay may be incurred to the timely completion of R15, which will have serious consequence on the 5G deployment.  
· The solution is expected to have some serious impacts on the VPLMN operators because  the steering information is not cypher and thus can be easily identified by the VPLMN each time a UE leaves or registers with a VPLMN.   As a result, the authorities may require the operator to store and deliver the information for potential a very large number of UEs in real time to track the users.  This will inevitably incurs responsibility and thus extra complexity and cost to fulfill the requirements. 
·  Steering the UE under the direct control of HPLMN may cause or aggregate the overload condition with the selected VPLMN  and the previously attached VPLMN where the resources are released only locally in the UE. 
· CT6 is also looking at some new mechanism (C6-180231/C6-180238) based on the CT1 solution but implemented in the USIM which MAY prove to be more viable solution but requires more time to understand thoroughly the issues and the proper solution.
3 Proposal 
The SA3 working agreement is withdrawn and the work postponed to R16 for further studies.
