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********************* Start of change *************************

6.8
Security handling in state transitions

6.8.1
Key handling at connection and registration state transitions 

6.8.1.1
Key handling at transitions between RM-DEREGISTERED and RM-REGISTERED states 

6.8.1.1.0
General

One state machine in the UE and AMF is handling the registration states over 3GPP access and a second state machine is handling the registration states over non-3GPP access. This clause and its sub-clauses applies to both 3GPP access and non-3GPP access. UDM manages separate/independent UE Registration procedure for each access. The AMF shall associate Registration state per access type with the UE.

6.8.1.1.1
Transition from RM-REGISTERED to RM-DEREGISTERED

There are different reasons for transition to the RM-DEREGISTERED state. If a NAS messages leads to state transition to RM-DEREGISTERED, it shall be security protected by the current 5G NAS security context (mapped or native), if such exists in the UE or the AMF.

NOTE:
The present document only considers the states RM-DEREGISTERED and RM REGISTERED and transitions between these two states. Other specifications define additional RM states (see, e.g. 5GMM states in TS 24.501 [35]). 

On transitioning to RM-DEREGISTERED, the UE and AMF shall do the following:

1.
If they have a full non-current native 5G NAS security context and a current mapped 5G NAS security context, then they shall make the non-current native 5G NAS security context the current one.

2.
They shall delete any mapped or partial 5G NAS security contexts they hold.

Handling of the remaining security parameters for each of these cases are given below: 

1.
Registration reject: All remaining security parameters shall be removed from the UE and AMF

2.
Deregistration:

a.
UE-initiated

i.
If the reason is switch off then all the remaining security parameters shall be removed from the UE and AMF with the exception of
 the current native 5G NAS security context (as in clause 6.1.1), which should remain stored in the AMF and UE.

ii.
If the reason is not switch off then AMF and UE shall keep all the remaining security parameters. 

b.
AMF-initiated

i.
Explicit: all the remaining security parameters shall be kept in the UE and AMF if the detach type is re-registration.

ii.
Implicit: all the remaining security parameters shall be kept in the UE and AMF. 

c.
UDM/ARPF-initiated: If the message is "subscription withdrawn" then all the remaining security parameters shall be removed from the UE and AMF.

3.
Registration reject: There are various reasons for Registration reject. The action to be taken shall be as given in TS 24.501 [35].

Storage of the full native 5G NAS security context, excluding the UE security capabilities and the keys KNASint and KNASenc, in the UE when the UE transitions to RM-DEREGISTERED state is done as follows: 

a)
If the ME does not have a full native 5G NAS security context in volatile memory, any existing native 5G NAS security context stored on the USIM or in non-volatile memory of the ME shall be marked as invalid. 

b)
If the USIM supports RM parameters storage, then the ME shall store the full native 5G NAS security context parameters on the USIM (except for KNASint and KNASenc), mark the native 5G NAS security context on the USIM as valid, and not keep any native 5G NAS security context in non-volatile ME memory. 

c)
If the USIM does not support RM parameters storage, then the ME shall store the full native 5G NAS security context (except for KNASint and KNASenc) in a non-volatile part of its memory, and mark the native 5G NAS security context in its non-volatile memory as valid.

d) For the case that the AMF or the UE enter RM-DEREGISTERED state without using any of the above procedures, the handling of the remaining security parameters shall be as specified in TS 24.501 [35].

6.8.1.1.2
Transition from RM-DEREGISTERED to RM-REGISTERED

6.8.1.1.2.1
General 

When starting the transition away from RM DEREGISTERED state with the intent to eventually transitioning to RM-REGISTERED state, if no current 5G NAS security context is available in the ME, the ME shall retrieve native 5G NAS security context stored on the USIM if the USIM supports RM parameters storage and if the stored native 5G NAS security context on the USIM is marked as valid. If the USIM does not support RM parameters storage the ME shall retrieve stored native 5G NAS security context from its non-volatile memory if the native 5G NAS security context is marked as valid. The ME shall derive the KNASint and KNASenc from the KAMF after retrieving the stored 5G NAS security context; see Annex A on NAS key derivation. The retrieved native 5G NAS security context with the derived KNASint and KNASenc shall then become the current 5G NAS security context.

When the ME is transitioning away from RM DEREGISTERED state with the intent to eventually transitioning to RM-REGISTERED state, if the USIM supports RM parameters storage, the ME shall mark the stored 5G NAS security context on the USIM as invalid. If the USIM does not support RM parameters storage, the ME shall mark the stored 5G NAS security context in its non-volatile memory as invalid.

If the ME uses a 5G NAS security context to protect NAS messages, the NAS COUNT values are updated in the volatile memory of the ME. If the attempt to transition away from RM DEREGISTERED state with the intent to eventually transitioning to RM-REGISTERED state fails, the ME shall store the (possibly updated) 5G NAS security context on the USIM or non-volatile ME memory and mark it as valid. 

NOTE:
The present document only considers the states RM-DEREGISTERED and RM REGISTERED and transitions between these two states. Other specifications define additional RM states (see, e.g. 5GMM states in TS 24.501 [35]). 

When the UE transits from RM-DEREGISTERED to RM-REGISTERED/CM-CONNECTED, there are two cases to consider, either a full native 5G NAS security context exists, or it does not.

Editor’s Note: The setup of the AS security context in the gNB is dependent on the type of the registration. For example, if the registration does not require UP connection then AS security context setup is not required. This is to be aligned with SA2 and RAN3.

6.8.1.1.2.2
Full native 5G NAS security context available 

The UE shall transmit a NAS Registration Request message. This message is integrity protected and for the case that the 5G NAS security context used by the UE is non-current in the AMF, the rules in clause 6.3.2 apply. Furthermore, provided there is no NAS SMC procedure before the AS SMC, the NAS COUNT of the Registration Request message shall be used to derive the KgNB with the KDF as specified in Annex A. 

As a result of the NAS Registration Request, the gNB shall send an AS SMC to the UE to activate AS security. The KgNB used, is derived in the current 5G NAS security context.

When the UE receives the AS SMC without having received a NAS Security Mode Command after the Registration Request, it shall use the uplink NAS COUNT of the Registration Request message that triggered the AS SMC to be sent as freshness parameter in the derivation of theKgNB. From this KgNB the RRC protection keys and the UP protection keys shall be derived as described in sub-clause 6.2.3.1. 

The same procedure for refreshing KgNB can be used regardless of the fact if the UE is connecting to the same AMF to which it was connected previously or to a different AMF. In case UE connects to a different AMF and this AMF selects different NAS algorithms, the NAS keys have to be re-derived in the AMF with the new algorithm IDs as input using the KDF as specified in Annex A. 

In addition, there is a need for the AMF to send a NAS SMC to the UE to indicate the change of NAS algorithms and to take the re-derived NAS keys into use. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm ID specified in the NAS SMC. The NAS SMC Command and NAS SMC Complete messages are protected with the new NAS keys.

If there is a NAS Security Mode Command after the Registration Request but before the AS SMC, the UE and AMF use the uplink NAS COUNT of the most recent NAS Security Mode Complete and the related KAMF as the parameter in the derivation of the KgNB. From this KgNB the RRC protection keys and the UP protection keys are derived as described in sub-clause 6.2.3.1.

6.8.1.1.2.3
Full native 5G NAS security context not available

If in the process described in clause 6.8.1.1.2.2, there is no full native 5G NAS security context available in the AMF (i.e. either the UE has sent an unprotected Registration Request message or the UE has protected the Registration Request message with a current native 5G security context which no longer is stored in the AMF) a primary authentication run is required. If there is a full native 5G NAS security context available in the AMF, then the AMF may (according to AMF policy) decide to run a new primary authentication and a NAS SMC procedure (which activates the new 5G NAS security context based on the KAMF derived during the primary authentication run) after the Registration Request but before the corresponding AS SMC. The NAS (uplink and downlink) COUNTs are set to start values, and the start value of the uplink NAS COUNT shall be used as freshness parameter in the KgNB derivation from the fresh KAMF (after primary authentication) when UE receives AS SMC the KgNB is derived from the current 5G NAS security context, i.e., the fresh KAMF is used to derive the KgNB. The KDF as specified in clause Annex A shall be used to derive the KgNB.

NOTE:
Using the start value for the uplink NAS COUNT in this case cannot lead to the same combination of KAMF and NAS COUNT being used twice. This is guaranteed by the fact that the first integrity protected NAS message the UE sends to the AMF after primary authentication is the NAS SMC complete message. 

The NAS SMC complete message shall include the start value of the uplink NAS COUNT that is used as freshness parameter in the KgNB derivation and the KAMF is fresh. After a primary authentication, a NAS SMC needs to be sent from the AMF to the UE in order to take the new NAS keys into use. Both NAS SMC and NAS SMC Complete messages are protected with the new NAS keys.

6.8.1.2
Key handling at transitions between CM-IDLE and CM-CONNECTED states

6.8.1.2.0
General

One state machine in the UE and AMF is handling the connection states over 3GPP access and a second state machine is handling the connection states over non-3GPP access. This clause and its sub-clauses applies to both 3GPP access and non-3GPP access when not explicitly stated.

Editor's Note: the impact on the connection states transitions when NAS signalling takes place over non-3GPP access is FFS. 

Editor's Note: the impact on the connection states transitions when UE has two established NAS connections with the same AMF is FFS.

6.8.1.2.1
Transition from CM-IDLE to CM-CONNECTED

The UE sends an initial NAS message to initiate transition from CM-IDLE to CM-CONNECTED state (see TS 24.501 [35]. 

On transitions to CM-CONNECTED, the AMF should be able to check whether a new authentication is required, e.g. because of prior inter-provider handover. 

When cryptographic protection for radio bearers is established RRC protection keys and UP protection keys shall be generated as described in sub-clause 8.1.1.1 while KAMF is assumed to be already available in the AMF. 

The initial NAS message shall be integrity protected by the current 5G NAS security context if such exists. If no current 5G NAS security context exists the ME shall signal "no key available" in the initial NAS message. 

KAMF may have been established in the AMF as a result of a primary authentication run, or as a result of a 5G security context transfer from another AMF during handover or idle mode mobility. 

When the gNB releases the RRC connection, the UE and the gNB shall delete the keys they store such that state in the network for CM-IDLE state UEs will only be maintained in the AMF.

6.8.1.2.2
Establishment of keys for cryptographically protected radio bearers in 3GPP access

This sub-clause applies to establishment of keys for cryptographically protected radio bearers in 3GPP access only. 

The procedure the UE uses to establish cryptographic protection for radio bearers is initiated by an NAS Service Request message or Registration Request message with "PDU session(s) to be re-activated" included from the UE to the AMF. The AMF may initiate the procedure to establish cryptographic protection for radio bearers when "PDU session(s) to be re-activated" is not included in the Registration request and but there is pending downlink UP data or pending downlink signalling.

Editor's Note: The procedures the UE uses to establish cryptographic protection for radio bearers are FFS.

Upon receipt of the NAS message, if the AMF does not require a NAS SMC procedure before initiating the NGAP procedure INITIAL CONTEXT SETUP, the AMF shall derive key KgNB as specified in Annex A using the uplink NAS COUNT (see TS 24.501 [35]) corresponding to the NAS message and the KAMF of the current 5G NAS security context. 

The AMF shall communicate the KgNB to the serving gNB in the NGAP procedure INITIAL CONTEXT SETUP. The UE shall derive the KgNB from the KAMF of the current 5G NAS security context.

As a result of the NAS Service Request or Registration procedure, radio bearers are established, and the gNB sends an AS SMC to the UE. When the UE receives the AS SMC without having received a NAS Security Mode Command, it shall use the NAS uplink COUNT of the NAS message that triggered the AS SMC as freshness parameter in the derivation of the KgNB. The KDF as specified in Annex A shall be used for the KgNB derivation using the KAMF of the current 5G NAS security context. From the KgNB the RRC protection keys and the UP protection keys are derived by the UE and the gNB as described in sub-clause 6.2.

If the NAS procedure establishing radio bearers contains a primary authentication run (which is optional), the NAS uplink and downlink COUNT for the new KAMF shall be set to the start values (i.e. zero). If the NAS procedure establishing radio bearers contains a NAS SMC (which is optional), the value of the uplink NAS COUNT from the most recent NAS Security Mode Complete shall be used as freshness parameter in the KgNB derivation from fresh KAMF of the current 5G NAS security context when executing an AS SMC. The KDF as specified in Annex A shall be used for the KgNB derivation also in this case.

6.8.1.2.3
Establishment of keys for cryptographically protected traffic in non-3GPP access

In the case of non-3GPP access, there are no individual radio bearers set up between the UE and N3IWF. For non-3GPP access, an IPsec tunnel is established between the UE and the interworking function N3IWF. The main SA is used solely for the transport of NAS messages between the UE and the AMF/SMF.

Corresponding to the PDU session of the UE, based on the policies and configuration, N3IWF determines the number of IPsec child SAs to be established and the QoS profiles associated with each IPsec child SA. For example, the N3IWF may decide to establish one IPsec child SA and associate all QoS profiles with this IPsec child SA. In this case, all QoS Flows of the PDU Session would be transferred over one IPsec child SA. N3IWF may also decide to establish different child SAs corresponding to the different QoS flows.

Corresponding to radio bearers in 3GPP access which are mapped to QoS values, for non-3GPPaccess there are only child SAs mapped to QoS values. Cryptographically each child SA is different with distinct key materials exchanged as per RFC 7296 [25].

6.8.1.2.4
Transition from CM-CONNECTED to CM-IDLE


On CM-CONNECTED to CM-IDLE transitions the gNB does no longer need to store state information about the corresponding UE. 

In particular, on CM-CONNECTED to CM-IDLE transitions:

-
The gNB and the UE shall release all radio bearers and delete the AS security context.

-
AMF and the UE shall keep the 5G NAS security context stored.

Editor's Note: The exceptions from when the AMF and the UE shall keep the 5G NAS security context stored is FFS.

6.8.1.3
Key handling for the Registration procedure when registered in 5G-RAN

NOTE:
This clause applies to both 3GPP access and non-3GPP access. 


 

Before the UE can initiate the Registration procedure, the UE needs to transition to CM-CONNECTED state. The UE shall use the current 5G security context to protect the Registration Request and include the corresponding 5G-GUTI and ngKSI value. The Registration Request shall be integrity-protected, but not confidentiality-protected. UE shall use the current 5G security context algorithms to protect the Registration Request message. For the case that this security context is non-current in the AMF, the rules in clause 6.3.2 apply.

If "PDU session(s) to be re-activated" is included in the Registration request message or if the AMF chooses to establish radio bearers when there is pending downlink UP data or pending downlink signalling, radio bearers will be established as part of the Registration procedure and a KgNB will be derived. If there was no subsequent NAS SMC, the value of the uplink NAS COUNT, associated with the 3GPP access over which the Registration request message was sent from the UE to the AMF, is used as freshness parameter in the KgNB derivation using the KDF as specified in clause Annex A.9. 

In the case a primary authentication is run successfully, the uplink and downlink NAS COUNT shall be set to the start values (i.e. zero).

In the case source and target AMF use different NAS algorithms, the target AMF re-derives the NAS keys from KAMF with the new algorithm identities as input and provides the new algorithm identifiers within a NAS SMC. The UE shall assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm identity specified in the NAS SMC.

If there is a NAS Security Mode Command after the Registration Request but before the AS SMC over 3GPP access, the UE and AMF shall use the value of the uplink NAS COUNT associated with the 3GPP access of the most recent NAS Security Mode Complete  and the related KAMF as the parameter in the derivation of the KgNB. From this KgNB the RRC protection keys and the UP protection keys are derived as described in sub-clause 6.2.3.1.
In the case of Registration over non-3GPP access, the UE and AMF shall use the uplink NAS COUNT associated with the non-3GPP access of the most recent NAS Security Mode Complete and the related KAMF as the parameter in the derivation of the KN3IWF. IPsec SA is established between the UE and N3IWF using the KN3IWF as described in sub-clause 7.2.1 of this specification.
6.8.2
Key handling at RRC state transitions

6.8.2.1 
Key handling at transitions between RRC-INACTIVE and RRC-CONNECTED states

Editor's Note: The content of this sub-clause is about key handling in state transitions from RRC-INACTIVE to RRC-CONNECTED and from RRC-CONNECTED to RRC-INACTIVE.

6.8.2.2
Key handling during mobility in RRC-INACTIVE state

Editor's Note: The content of this sub-clause is about key handling during mobility in RRC-INACTIVE state.
********************* End of change *************************
