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********************* Start of 1st change *************************
9.3.2
Protected content

Confidentiality protection may be applied to the entire XML document or to the following individual identifiers and values:

-
MCX service user ID (e.g. MCPTT ID, MCData ID, MCVideo ID).

-
MCX Group ID.

-
User location information.

-
Alerts.

-
Access token. 

-
KMS provisioned key material.
-
Functional aliases

NOTE 1: 
The use of functional aliases for mission critical communications is defined in clause 5.9a of 22.280 [47] and may be included as part of MCPTT communications call setup and signaling as decribed in 23.379 [2].  
Where confidentiality protection is applied to the entire XML document, the 'type' of message shall be clearly stated within the EncryptedData payload. The name shall reflect the names used in the message flows defined in TS 23.379 [2], TS 23.280 [36], TS 23.281 [37] and TS 23.282 [38]. This will allow the serving network to understand how their network is being used.

NOTE 2: 
Where the MCPTT Server is supporting legacy clients, these clients may not support confidentiality protection of the entire XML document. In this case, only individual identifiers and values should be confidentiality protected.

Integrity protection may be applied to the entire XML document, and to individual KMS certificates.

********************* End of 1st change *************************
