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	Reason for change:
	In SA2#122bis, S2-176287 is agreed to address 3GPP PS Data Off phase 2 solution. However, question was raised during the meeting whether the network should differentiate Rel-14 compliant UEs vs Rel-15 compliant UEs to decide the list of 3GPP Data Off Exempt Services (DOES) to enforce in the network. Furthermore, it was not clear how to deal with unsynchronised lists (network vs the UE) due to potential changes to the list of 3GPP PS Data Off Exempt services and the lack of real-time updates in UEs. 

	
	

	Summary of change:
	When Data Off is activated by the user, for services that don’t belong to the list of 3GPP Data Off Exempt Services, the network may prevent the packets also in uplink direction in addition to preventing the packets in the downlink direction.


	
	

	Consequences if not approved:
	When Data Off is activated by the user, if a service is Data Off exempted in the UE but not exempted in the network, the end user may be charged for a not usable service.
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First Change
6.1.21
3GPP PS Data Off

This feature, when activated by the user, prevents downlink traffic and may prevent uplink traffic via 3GPP access except for 3GPP PS Data Off Exempt Services.
NOTE 1: Preventing uplink packets that don’t belong to 3GPP Data Off Exempt Services in PDN GW implies that the exempt uplink packets in the UE have traversed the Serving GW but get dropped in the PDN GW. If this happens, it’s not possible to verify accounting information collected at the Serving GW for inter-operator charging. However, the subscriber may not be charged for those packets.
The 3GPP PS Data Off Exempt Services are a set of operator services, defined in TS 22.011 [49], that are the only allowed services in downlink direction when the 3GPP PS Data Off feature has been activated by the user.

When PCRF is deployed, it shall be configured with the list of 3GPP PS Data Off Exempt Services and the event trigger of 3GPP PS Data Off status change is used to inform the PCRF about every change of the 3GPP PS Data Off status.

NOTE 2:
The PCRF can be configured with a list of 3GPP PS Data Off Exempt Services per APN. The list of 3GPP PS Data Off Exempt Services for an APN can also be empty, or can allow for any service within that APN, according to operator policy.

NOTE 2A: The PCRF can be configured with up to two lists of 3GPP PS Data Off Exempt Services for UEs in HPLMN and for UEs camping in any VPLMNs using mechanism as specified in clause 6.2.1.1.

NOTE 3:
For the PDN connection used for IMS services, the 3GPP Data Off Exempt Services are enforced in the IMS domain as specified TS 23.228 [31]. Policies configured in the PCRF need to ensure that IMS services are allowed when the 3GPP Data Off status of the UE is set to "activated", e.g. by treating any service within a well-known IMS APN as 3GPP PS Data Off Exempt Services.

When the PCRF is informed about the activation of 3GPP PS Data Off, it shall update the PCC rules in such a way that only packets for services belonging to the list of 3GPP PS Data Off Exempt Services are forwarded while all other packets are discarded.

NOTE 4:
In order for the PCEF to prevent the services that do not belong to the list of 3GPP PS Data Off Exempted Services, if the services are controlled by dynamic PCC rules, the PCRF could modify the PCC rules by setting the gate status to "closed" for the downlink and optionally uplink directions in all active dynamic PCC rules or remove those dynamic PCC rules. If the services are controlled by predefined PCC rules, the PCRF can deactivate those predefined PCC rules. PCC rule with wild-carded service data flow filters can be among the PCC rules that are modified, removed or deactivated in that manner. In this case, it can be necessary that the PCRF at the same time installs or activates PCC rules for data-off exempt services.

NOTE 5:
For example, four PCC rules (A, B, C, D) are active for a PDN connection with PCC rule A representing a 3GPP PS Data Off Exempt Service. When 3GPP PS Data Off is activated, the PCRF could either modify PCC rules B, C and D if they are dynamic PCC rules by closing the gate in downlink and optionally in uplink direction or remove/deactivate PCC rules B, C and D if they are predefined PCC rules. PCC rule A does not need to be changed as it represents 3GPP PS Data Off Exempt Service. Assuming that PCC rule B contained wild-carded service data flow filters which has enabled some 3GPP PS Data Off Exempt Service is removed or deactivated, an additional PCC rule E can be installed or activated as well to enable the downlink traffic for that 3GPP PS Data Off Exempt Service.

NOTE 6:
The network configuration can ensure that at least one PCC Rule is bound to the default bearer when Data Off is activated in order to avoid deletion of an existing PDN connection or in order not to fail a PDN connection establishment.

When the PCRF receives service information from the AF, in addition to what is specified in clause 6.2.1.0, PCRF shall check if the requested service information belongs to the 3GPP PS Data Off Exempt Services. If the requested service belongs to 3GPP PS Data Off Exempt Services, PCRF shall continue as specified in clause 6.2.1.0. If the requested service doesn't belong to the 3GPP PS Data Off Exempt Services, PCRF shall reject the service request.

When the PCRF is informed about the deactivation of 3GPP PS Data Off, it shall perform policy control decision as specified in clause 6.2.1.0 and perform PCC rule operations as specified in clause 6.3.2 2 to make sure that the services are allowed according to user's subscription and operator policy (irrespective of whether they belong to the list of 3GPP PS Data Off Exempt Services).
When PCRF is not deployed, predefined PCC rules, as example, can be configured in the PCEF to ensure the following:

-
when the PCEF is informed about activation of 3GPP PS Data Off, only packets for services belonging to the list of 3GPP PS Data Off Exempt Services are forwarded while all other packets are discarded. The list of 3GPP PS Data Off Exempt Services for UEs camping in HPLMN and the list of 3GPP PS Data Off Exempt Services for UEs camping in VPLMN can be different, and

-
When PCEF is informed about deactivation of 3GPP PS Data Off, downlink packets are forwarded according to the operator policy for the subscriber.

NOTE 7:
For example, the PCEF can be configured with three sets of predefined PCC rules: one set for UEs with 3GPP PS Data Off status "inactive", the second set for UE camping in the HPLMN with 3GPP PS Data Off status "active", and the third set for UEs camping in the VPLMN with 3GPP PS Data Off status "active". The set of predefined PCC rules for UE 3GPP PS Data Off status "active" can be equivalent to the set of predefined PCC rules for UE 3GPP PS Data Off status "inactive" with the following two differences: All services belonging to the list of 3GPP PS Data Off Exempt Services can be represented by PCC rule(s) which allows the traffic to pass while in all other PCC rules (not belonging to the list of 3GPP PS Data Off Exempt Services) the gate status can be "closed" for the downlink direction. When the PCEF is informed about the change of UE 3GPP PS Data Off status, it can replace the currently active set of predefined PCC rules with the other set of predefined PCC rules.

When the UE 3GPP PS Data Off status is "active" and a handover from one access-system to another occurs, the PCRF performs the above operations so that the downlink traffic for services not belonging to the list of 3GPP PS Data Off Exempt Services is only prevented via the 3GPP access.

When NBIFOM applies for the IP-CAN session, the PCRF shall not modify PCC rules associated to the IP-CAN type "Non 3GPP EPS".
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