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[bookmark: _Toc485131030][bookmark: _Toc485131246]*** FIRST MODIFICATION ***
18	Invocation of Lawful Interception for messaging services
[bookmark: _Toc485131247]18.1	Overview of messaging services interception
The capabilities defined in this clause apply when the interception of messaging services shall be separated from the interception of all other services. This clause applies to the messaging services identified in clause 5.13 of TS 33.106 [7].
For messaging services, separated delivery when SMS events are detected, the CSP shall be able to use existing intercept capabilities defined in this specification, but isolatable to only deliver messaging services when specified by a lawful authorisation.
The network nodes, involved in providing the interception of messaging services, shall be determined based on the deployment configuration and the messaging scenario. For SMS over NAS, the MME shall be an ICE.
When lawfully authorized, Law Enforcement requires access to CC and IRI for the events pertaining to the target's authorization, access to, and use of message services, independent of the deployed service architecture. This includes where the communications between the target and associates are sent and received over separate channels, or may be accessed at different ICEs at different geographical locations in the service provider's network.
For MMS, implementation options considered in this standard are: interception at the MMS level or normal packet session CC interception at an PS/IMS/EPS ICE and transferred to the DF2/DF3 which then subsequently isolates and delivers the MMS IRI and/or CC associated with the messaging service separate from all other services. Details of IRI and CC reporting for MMS events are for further study.
[bookmark: _Toc485131248]18.2	SMS
[bookmark: _Toc485131249]18.2.1	Introduction
LI for SMS over a GPRS and UMTS access is specified in clause 7. LI for SMS over IP (using IMS SIP signalling handled by the core network) which can be used in conjunction with LTE access as well as other non-3GPP IP based access is defined in clause 7A.6.
[bookmark: _Toc485131250]18.2.2	SMS over GPRS/UMTS
For separate delivery of SMS when SMS is used in conjunction with GPRS or UMTS access, the following events shall be reported by the ICE to the DF:
1)	SMS (clause 7.4.7)
2)	HLR Related events
a.	Serving System (clause 7.4.9)
b.	HLR subscriber record change (clause 7.4.12)
c.	Cancel location (clause 7.4.13);
d.	Register location (clause 7.4.14);
e.	Location information request (clause 7.4.15).
The above events shall be reported from the ICE to the DF independent of any other services that may or may not be intercepted.
[bookmark: _Toc485131251]18.2.3	SMS over IP
For separate delivery of SMS when SMS over IP (using IMS SIP signalling handled by the core network) is used, the following events shall be reported by the ICE to the DF:
1)	Intercepted SIP event as described in clause 7A.3.0
2)	HSS related events
a.	Serving System (clause 7A.2.3.1) for use when roaming
b.	IMPU or IMPI changed in a HSS subscriber record change (clause 7A.2.3.2);
c.	Registration termination (clause 7A.2.3.3);
d.	Location information request (clause 7A.2.3.4).
The above events shall be able to be reported from the ICE to the DF independent of and to the exclusion of any other services that may or may not be intercepted.
18.2.4 SMS over NAS
18.2.4.0	Introduction
SMS over NAS reporting uses the architecture and interfaces defined in Clause 12 Lawful Interception for Evolved Packet System.
18.2.4.1	Structure of the events
SMS over NAS uses the MME as an ICE.
The following events are applicable to the MME:
-	SMS over NAS Report (Clause 18.2.4.2)
18.2.4.2 SMS over NAS Events
For separate delivery of SMS when the NAS infrastructure is used, the following events shall be reported from the MME to the DF:
1)	SMS over NAS (clause 18.2.4.3)
In addition, the following HSS events shall be reported:
2)	HSS Related events
a.	Serving System (clause 7.4.9)
b.	HSS subscriber record change (clause 7.4.12)
c.	Cancel location (clause 7.4.13);
d.	Register location (clause 7.4.14);
e.	Location information request (clause 7.4.15).
The above events shall be reported from the ICE to the DF independent of any other services that may or may not be intercepted.

Table 18.2.4.2. SMS over NAS Information Elements
	Observed MSISDN
MSISDN of the target.

	Observed IMSI
IMSI of the target.

	Observed IMEI
IMEI of the target; when it coincides with the IMEI, it shall be checked for each activation over the radio interface.

	Observed Non-Local ID
Target Identifier with the E. 164 number of Non-Local ID target.

	Event type indicating SMS over NAS.

	Event date
Date of the event generation in the ICE.

	Event time
Time of the event generation in the ICE. Timestamp shall be generated relative to ICE internal clock.

	Location Information (if available).

	Network Element Identifier
Unique identifier for the ICE reporting the event.

	SMS
The SMS content with SMS header which is sent with the SMS-service. The header also includes the SMS-Centre address.

	SMS Initiator
SMS indicator whether the SMS is MO or MT or undefined.

	IAs
The observed Interception Areas.



[bookmark: _Toc485131053]18.2.4.3	SMS over NAS
For SMS-MO, the event is generated in the MME. Dependent on national requirements, event generation shall occur in the following cases:
-	when the MME receives the SMS from the target MS, or when the MME detects that an SMS is to the Non-Local ID target.
-	when the SMS that was originated from the target MS, or sent to the Non-Local ID target.
For SMS-MT, the event is generated in the MME. Dependent on national requirements, event generation shall occur in the following cases:
-	when the MME receives the SMS originated from a Non-Local ID target, or one that will have to be sent to a target MS.
-	when the MME receives notification that recipient MS has received the SMS successfully. The recipient MS is the target MS when the SMS is sent to the target. The recipient MS may not be the target when the SMS was originating from a Non-Local ID target.
Data over NAS for Internet of Things is for futher study.
These elements will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	Observed Non-Local ID

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Location Information

	SMS

	SMS Initiator

	IAs (if applicable)


*** END OF FIRST MODIFICATION ***




