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	Reason for change:
	To complete the WID, two editor’s notes about reusing Charging ID and TEID should be resolved.

	
	

	Summary of change:
	The following editor notes are quoted from the sections 4.2.2.3 and 4.2.2.4 respectively:
Editor’s Note: Reuse of Charging ID is FFS.
Editor’s Note: Reuse of TEID is FFS.
For the first editor’s note, the requirement of Charging ID uniqueness is specified by TS 32.251 and the space of Charging ID is specified by TS32.298 (i.e. ChargingID  ::= INTEGER (0..4294967295)). The space of Charging ID is enough for a specific PGW to allocate a unique Charging ID for all active and simultaneous IP-CAN bearers. When a user terminates his IP-CAN session and the Charging ID related to this IP-CAN session will be released. It is reasonable that this released Charging ID is reassigned to a new IP-CAN bearer by the PGW as it happens when an IP address is reused after its releasing.
So, this contribution proposes to delete the editor’s note and to explain, with a new note, when the reuse of charging ID is possible. 
For the second editor’s note, the requirement of TEID uniqueness is specified by TS 23.060 and the space of TEID was same with charging ID (ref. TS29.274). So like Charging ID, allocated TEID on a specific PGW can be unique in a period of time and the reuse of TEID is possible. 
This contribution proposes to delete these two editor’s notes and to explain, with two new notes, when, respectively, the reuse of charging ID and the TEID is possible. 

	
	

	Consequences if not approved:
	It is not clear whether Chaging ID and TEID are reused.
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****** START OF THE FIRST CHANGES *****
[bookmark: _Toc484083304]4.2.2.3	Charging ID Uniqueness
Editor’s Note: Reuse of Charging ID is FFS.
Requirement Name: Charging ID Uniqueness
Requirement Reference: TBA 
Requirement Description: "Every IP-CAN bearer shall be assigned a unique identity number for billing purposes. (i.e. the Charging Id)" as specified in 3GPP TS 32.251 [8], clause 5.1.1.
[bookmark: OLE_LINK2]Note: A charging ID is not assigned to more than one active IP-CAN bearers at the same time.The reuse of Charging ID is possible after an IP-CAN session has been terminated and the Charging ID related to this IP-CAN session has been released. 
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that the Charging ID value set in the Information Element Bearer Context within a CreateSessionResponse is unique. 
Pre-Conditions:
Test environment with P-GW and S-GW, PCRF. PCRF and S-GW may be real nodes or simulated. 
The tester is able to trace traffic between the P-GW and the S-GW (real or simulated)
Execution Step
1. The tester intercepts the traffic between the P-GW and the S-GW.
2. The tester trigger more than one (e.g. at least 10000) consecutive CreateSessionRequest for an Initial UE Attach towards the P-GW (using a real or a simulated S-GW) in order to setup a new IP-CAN bearer.
3. The P-GW creates a UE/S-GW context and communicates with the PCRF (real or simulated) for QOS and APN resolve. That procedures shall be successfully in order to permit to the P-GW to send back to the S-GW a CreateSessionResponse containing at least :
a. A Success cause.
b. The P-GW’s F-TEID for control plane 
c. The PDN Address Allocation (PAA) 
d. A Bearer Contexts Created. 
4. The tester verifies that the Charging ID within Bearer Contexts Created in each generated CreateSessionResponse are different.
Expected Results:
The Charging ID assigned to every IP-CAN bearer requested by different CreateSessionRequest is unique.
Expected format of evidence:
Files containing the triggered GTP messages (e.g. pcap trace).
[bookmark: _Toc484083305]4.2.2.4	TEID UNIQUENESS
Editor’s Note: Reuse of TEID is FFS.
Requirement Name: TEID Uniqueness
Requirement Reference: TBA 
Requirement Description: "The TEID is a unique identifier within one IP address of a logical node." as specified in TS 23.060 [9], clause 14.6.
[bookmark: _GoBack]Note: A TEID is not assigned to more than one active GTP tunnel at the same time.The reuse of TEID is possible after a GTP tunnel has been terminated and the TEID related to this GTP tunnel has been released. 
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that the TEID generated for each new GTP tunnel is unique for both control and user plane. 
Pre-Conditions:
Test environment with P-GW and S-GW, PCRF. PCRF and S-GW may be real nodes or simulated. 
The tester is able to trace traffic between the P-GW and the S-GW (real or simulated)
Execution Step
1. The tester intercepts the traffic between the P-GW and the S-GW.
1. The tester triggers more than one (e.g. at least 10000) consecutives CreateSessionRequest e.g. for an Initial UE Attach towards the P-GW (using a real or a simulated S-GW) with GTP header TEID set to 0 and F-TEID set to different values.
1. The P-GW creates a UE/S-GW context and communicates with the PCRF (real or simulated) for QOS and APN resolve. That procedures shall be successfully in order to permit to the P-GW to send back to the S-GW a CreateSessionResponse containing at least :
2. A Success cause.
2. The P-GW’s F-TEID for control plane 
2. The PDN Address Allocation (PAA). 
2. A Bearer Contexts Created. 
1. The tester verifies that the F-TEID created for each generated CreateSessionResponse is unique.
Expected Results:
The F-TEID  set into each different CreateSessionResponse  is unique.
Expected format of evidence:
Files containing the triggered GTP messages (e.g. pcap trace)
******END OF THE THIRD CHANGES *****
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