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FIRST CHANGE: Clause 5.4A.3.1

5.4A.3.1
Introduction

The content provider and the BM-SC shall follow the procedures in this section for authentication and authorization over the xMB. 

Before provisioning of services at the BM-SC, the content provider has to be authenticated and authorized to perform service management functions using xMB.

The content provider may have multiple and different end-points for xMB-C and xMB-U. Each connection may have different entitlements based on the roles assigned to the requesting connecting party.
While authentication is performed based on standard (D)TLS connection and certificate exchange, authorization is performed using either the “domain-based” or “user-based” mode as described in clause 5.4A.3.3. 
In the user-based mode, fine-grained authorization shall be performed prior to any transaction to allow the BM-SC to check the access rights of the content provider user (either a human or a machine). Such authorization procedure, if successful, shall result in the creation of an “access token” that the server will return to the content provider for subsequent requests made on the xMB interface. 
In the domain-based mode, additional authorization steps shall not be performed. Users within a content provider domain are not further separated.
END OF FIRST CHANGE

SECOND CHANGE: Delete Clause 5.4A.3.3

5.4A.3.3
Authorization Procedure
Before using any of the MBMS xMB procedure, the Content Provider shall first use the following authorization procedure the retrieve its authorization. After successful authorization based on the content provider’s representative’s credentials, operations such as service and session creation within the granted permissions become possible. 
In this version of the specification, the BM-SC shall support at least one of the two following modes of authorization: domain-based or user-based.

Upon a successful authentication procedure, the absence of an access token provided to the content provider in response to an authorization request is an indication that the BM-SC only supports domain-based authorization, based on the previously-established (D)TLS connection between the Content Provider server and the BM-SC. This means that the same access rights to service or session resource requests across the xMB interface will be granted at the level of the business entity represented by the sender, independent of the end-user representative of that entity or administrative domain submitting the request. This requires the network operator to have already created and provided a unique certificate for storage by the BM-SC. If the certificate of the content provider is not contained in the BM-SC, then the authorization procedure shall fail.

Presence of an access token in the authorization response is an indication that the BM-SC supports user-based authorization, i.e., fine-grained authorization at the end-user representative level, of xMB resource requests. In this case, the content provider representative shall include this access token in each subsequent resource request made on xMB.
NOTE 1:
It is up to the BM-SC to decide whether it supports domain-based or user-based authorization.
NOTE 2:
In Figure 5.4A-3 and subsequent clauses on Service Management and Session Management procedures and the associated message sequence diagrams, it is assumed that user-based authorization is supported by the BM-SC.
Figure 5.4A-3 shows the procedure for content provider authorization by the BM-SC.
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Figure 5.4A-3: Authorization Procedure
1. If the content provider’s representative is not in possession of a valid access token, it shall connect to the BM-SC using the authenticated TLS connection and perform the authorization procedure to retrieve the access token. 
2. The BM-SC checks the credentials of the content provider and upon successful verification it will generate an access token that will be returned to the content provider. The link between the access token and the entitlement is outside of the scope of the specification.

3. The content provider may then use the access token on subsequent calls to the xMB interface. 
END OF SECOND CHANGE

THIRD CHANGE: Clause 5.4A.4.5

5.4A.4.5
Terminate a Service

The content provider may terminate a service. All sessions, including those which are being created or are already active will be deleted automatically with the termination of the service.
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Figure 5.4A-7: Service Termination

1. The content provider sends the service termination command. The access token and the resource id of the service is provided as input. 
2. The BM-SC terminates the service and deletes all associated sessions, and acknowledges the reception of this request.
END OF THIRD CHANGE
FOURTH CHANGE: Clause 5.4A.4.7

5.4A.4.7
List of Service Properties

All Service Properties, except for the resource id, are always carried in a HTTPS message body. The access-token is always carried as part of HTTP Headers. Except for the service creation request (where the id is not present), the resource id shall be present in the URL of all requests that relate to a specific service.

In the table below, the following assertions are made:

- 
Table header: C stands for Create Service Procedure, G is for Get Service Procedure, U is for Update Service Procedure and T is for Terminate Service Procedure. “I”, and “O” respectively denote “request” (going Into the BM-SC), and response (going Out of the BM-SC).

- 
Optional (“O”) means that the property may or may not be sent/received during a REST transaction. It does not necessarily mean that the property is optional. It is possible, for example, that a session is not yet started because the Content Provider has not set the property in any previous Update transaction using the PUT or PATCH HTTP method, as opposed to representing a hint on the importance of the property for the BM-SC.

-
A property marked as optional (O) in a request message may be present in the request. When not present in the request body, the property, if present in the BM-SC, will not be updated.

-
A property marked as optional (O) in a response message is only present in the response when a value is assigned by the BM-SC.

-
A property marked as mandatory (M) in a response message is always present in the response. The BM-SC provides defaults, which may be modified subsequently by the content provider.

- 
A blank cell in the table means “forbidden” (the property cannot be added to the request or returned by the BM-SC, depending on the transaction direction).

Table 5.4A-1: List of Service Properties
	Property Name
	
	Property Description
	C
I
	C
O
	G
I
	G
O
	U
I
	U
O
	T
I

	id
	
	Identifier of the Service Resource. 

Shall be systematically present in the message URL to indentify the resource in the BM-SC.

Type

Unit

Default

Integer 

None 

N/A


	
	M
	
	
	
	
	

	ServiceID
	
	ServiceId, set by the BM-SC to identify the MBMS User Service as defined in Clause 11.2.1.1. 

Type

Unit

Default

String 

None 

N/A


	
	
	
	M
	
	
	

	Service Class
	
	The service class that service belongs to (see serviceClass element in Clause 11.2.1.2).

Type

Unit

Default

String 

None 

(operator defined default)

	
	
	
	M
	O
	
	

	Service Languages
	
	List of languages of the service content (see serviceLanguage element in Clause 11.2.1.1).

Type

Unit

Default

List of String 

None 

Empty list


	
	
	
	O
	O
	
	

	Service Names
	
	List of Service Names (see name element in Clause 11.2.1.1)

Type

Unit

Default

List of String 

None 

Empty List


	
	
	
	O
	O
	
	

	Receive Only Mode
	
	When set to ‘true’, the Content Provider indicates that the service is a Receive Only Mode service.
Type
Name
Default
Boolean 
Enabled 
False

	
	
	
	
	O
	
	

	Service Announcement Mode
	
	Enumeration of Service Announcement Mode. 

Additional service announcement modes may be added in future.

- SACH: BM-SC performs the Service Announcement for the current service using the SACH channel (cf. Annext L.2, L3).

- Content Provider: BM-SC provides the necessary service access information used by the content provider to create the service announcement information.
Type

Unit

Default

String 

None 

SACH


	
	
	
	M
	O
	
	

	Consumption Reporting Configuration
	
	The content provider wishes to collect consumption reports.

Type

Name

Default

Boolean 

Enabled 

False

Integer

Sample Percentage

10 (in %)

Integer

Reporting Interval

3600 (in seconds)


	
	
	
	O
	O
	
	

	Push Notification URL
	
	The content provider provides Notification URL over which it will receive notifications “pushed” by the BM-SC. The Notification procedure is described in Clause 5.4A.4.6. 

Type

Unit

Default

String 

– None – 

“”


	
	
	
	O
	O
	
	

	Push Notification Configuration
	
	If the content provider enables push delivery of notifications, then the content provider may provide notification filters. 

This parameter contains a comma separated list of Classes it wishes to receive among the following options: Critical, Warning, Information, Service, Session, or All to get all types of notification.

The notification message shall be sent immediately to the content provider upon becoming available.

Type

Unit

Default

String 

None 

All

	
	
	
	O
	O
	
	


Note:
It is assumed that the BM-SC can derive the required UE capabilities from the provided service and session properties.
END OF FOURTH CHANGE
FIFTH CHANGE: 5.4A.5.4
5.4A.5.4
Update Session Properties

This procedure allows the content provider to update session properties.


[image: image3.wmf]B

M

-

S

C

C

o

n

t

e

n

t

 

P

r

o

v

i

d

e

r

1

:

 

S

e

s

s

i

o

n

 

U

p

d

a

t

e

(

A

c

c

e

s

s

 

T

o

k

e

n

,

 

I

d

s

,

P

r

o

p

e

r

t

i

e

s

)

2

:

 

O

K

h

t

t

p

:

/

/

m

s

c

-

g

e

n

e

r

a

t

o

r

.

s

o

u

r

c

e

f

o

r

g

e

.

n

e

t

 

v

4

.

6

.

2


Figure 5.4A-12: Session Properties Update

The content provider may first fetch the current session properties configuration using the Get Session Properties procedure. 

1. The content provider requests updating of the properties of the session resource associated with a service. The access token and the resource ids of the service and the session are provided as input. The procedure may allow modification of individual properties or all properties for the named session.
2. The BM-SC updates the session properties for the indicated service and returns an acknowledgment to the content provider.
END OF FIFTH CHANGE
SIXTH CHANGE: 5.4A.5.5
5.4A.5.5
Terminate a Session

The content provider terminates a session during any session state. 
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Figure 5.4A-13: Session Termination

1. The content provider sends the service termination command. The access token and the id of the service and the session id are provided as input.
2.  The BM-SC terminates the session and deletes all associated resources, and acknowledges the reception of this command.
END OF SIXTH CHANGE
SEVENTH CHANGE: 5.4A.5.6
5.4A.5.6
Session Properties

All Session properties, except for the resource id, are carried in the HTTPS message body. The access-token is always carried as part of HTTP Headers. Except for the session creation request (where the resource id is not present), the resource id shall be present in the URL of all requests that relate to a specific session.

In the table below, the following assertions are made:

- 
Table header: C stands for Create Session, G is for Get Session, U is for Update Session and T is for Terminate Session. “I”, and “O” respectively denote “request” (going Into the BM-SC), and response (going Out of the BM-SC).

-
Optional (“O”) means that the property may or may not be sent/received during a REST transaction. It does not necessarily mean that the property is optional. It is possible, for example, that a session is not yet started because the Content Provider has not set it in any Update transaction using the PUT or PATCH HTTP method as opposed to representing a hint on the importance of the property for the BM-SC.

-
A property marked as optional (O) in a request message may be present in the request. When not present in the request body, the property, if present in the BM-SC, will not be updated. 

- 
A property marked as optional (O) in a response message is only present in the response when a value is assigned in the BM-SC.

-
A property marked as mandatory (M) in a response message is always present in the response. The BM-SC provides default values for the session, which may be modified subsequently by the content provider.

- 
A blank cell in the cell shall means “forbidden” (the property cannot be added to the request or returned by the BM-SC, depending on the transaction direction).

Table 5.4A-2: List of Session Properties
	Property Name
	
	Property Description
	C
I
	C
O
	G
I
	G
O
	U
I
	U
O
	T
I

	id
	
	Resource Id of the Session.

Type

Unit

Default

Integer 

None  

N/A


	
	M
	
	
	
	
	

	Session start
	
	Start time when the MBMS Bearer become active.
Type

Unit

Default

Integer 

UTC Date timestamp (with second precision)

Session creation date + 1h


	
	
	
	M
	O
	
	

	Session stop
	
	End time at which the MBMS bearer becomes inactive.
Type

Unit

Default

Integer 

UTC Date timestamp (with second precision)

Session start + 1h


	
	
	
	M
	O
	
	

	Max Bitrate
	
	The requested bitrate excludes FEC overhead and transport overhead. The BM-SC calculates the MBMS Bearer bitrate from it, considering overhead like FEC and other transport overheads. The session bitrate is always larger or equal to the payload bitrate.

Type

Unit

Default

Integer

kbps
0


	
	
	
	M
	O
	
	

	Max Delay
	
	Specifies the maximum delay the MBMS System should add, i.e. from the time a packet is received by the BM-SC to the time by when the packet is received by the MBMS client.
Type

Unit

Default

Integer

ms

-1

 Note, that the value -1 indicates that the content provider has no specific delay requirement.
	
	
	
	O
	O
	
	

	Session State
	
	The BM-SC may automatically change the state of the session.

Possible states: Session Idle, Session Announced, Session Active
Type

Unit

Default

String
None

Idle


	
	
	
	M
	
	
	

	Service Announcement start time
	
	When present, this time at which the BM-SC shall start service announcement. If absent, the BM-SC may automatically start service announcement when it has all data needed to perform such service announcement.

Type

Unit

Default

Integer 

UTC Date timestamp (with second precision)

None


	
	
	
	O
	O
	
	

	Geographical Area
	
	Geographical Area, at which the service is to be provided, either through unicast or through MBMS Bearers. The BM-SC derives the MBMS Service Area and the SAI list for the availability information from Geographical Area as provided by the content provider.

The Geographical Area contains the following information:

Type

Unit

Default

List of String 

None  

Empty list

The content of each string item is left to the business agreement between the Content Provider and the Operator.


	
	
	
	M
	O
	
	

	QoE Reporting
	
	List of QoE metrics that the content provider recommends the BM-SC to collect. The QoE metrics shall be derived from the QoE metrics in Clause 8.4 and in Clause 10.2 of 26.247 [98] and depend on the delivery method that is used for the session.
	
	
	
	O
	O
	
	

	QoE Report URL
	
	Resource location at which the BM-SC will provide the QoE reports.

Type

Unit

Default

String 

None

Operator selected default

	
	
	
	O
	
	
	

	Session Type
	
	The Session Type represents the method used by the content provider in providing content to the BM-SC (via xMB-U). The BM-SC is selecting the appropriate delivery methods from the session type.

Valid Values: Streaming, Files, Application, Transport-Mode
When the Session Type is set to Streaming, the BM-SC expects a Streaming type input (RTP) and the format is compliant to MBMS streaming (as defined in TS 26.346).

When the Session Type is set to Files, the BM-SC expects generic files as input. The files can be provided either by on-request pull interactions or continuous push ingest. 

When the Session Type is set to Application, then the ingest method depends on the application service description. 

When the Application Service Description pertainsto DASH, the BM-SC expects an MPD and optionally one or more Initialization Segments. The content is assumed to be 3GP-DASH compliant (as defined by 26.247 [98]). The BM-SC may either pull the media segments from the content provider or the content provider continuously pushes segments into the BM-SC.

When the Session Type is set to Transport-Mode, the BM-SC provides transport of data/TV content in a transparent manner. The content provider may provide some properties for the distributions. 

The Session Type shall be extensible for further session types.

Type

Unit

Default

String
None

Files

	
	
	
	M
	O
	
	


When the Session Type is set to “Transport-Mode”, then the additional properties as defined in Table 5.4A.-3 apply. The properties in Table 5.4.A-3 are only present when the Session Type is set to “Transport-Mode”.

Table 5.4A-3: Additional properties for Transport-Mode
	Property Name
	
	Property Description
	C
I
	C
O
	G
I
	G
O
	U
I
	U
O
	T
I

	Session Announcement Mode
	
	This property is set to either Content Provider or SACH, with the following behaviour:
· Content Provider: The BM-SC generates the delivery session parameters and provides those to the content provider. 

· SACH: In this case, the session announcement is done by the MBMS system through the SACH (see Annex L.2, L.3).

Additional modes may be added in future releases.
Type

Unit

Default

String

– None –

SACH

	
	
	
	M
	O
	
	

	Session Description Parameters for User Plane
	
	This property provides information to the BM-SC on where and how to access the user plane content from the content provider, and comprises one or more of the following components:
· Type: the type of the content associated with the target resource, for example the Internet Media Type of the resource as identified by an HTTP/S URL. An "embedded" type is defined, which indicates that the xMB-U user plane parameters are embedded in the User Plane Parameters object described below.
· Access URL: A URL that enables the access to and possibly control of the ingest session. The URL may, for example, be an RTSP URL, a reference to an SDP that describes a multicast stream, or an HTTP/S URL to retrieve  an already-packaged MPEG2-TS stream. 
· User Plane Parameters: When the Type is set to "embedded", the Content Provider shall provide an object  to the BM-SC which contains the session description. 

· If this property is set to Forward Only, the object may contain a ready-made Session Description and the indication of a single xMB-U reception UDP port. When a Session Description is present, the BM-SC shall use it for Service Announcement. 

· If this property is set to Proxy, the object shall contain a Session Description template and a list of the transmitted UDP flows to be forwarded on the established MBMS bearer for the session. For each list entry, the content provider shall indicate whether a) this UDP flow is directly associated with a media description entry in the Session Description Template – i.e., an "m=" line is present in the template and which contains a port field, or b) this UDP flow is related to a media description entry – e.g., it corresponds to an RTCP flow affiliated with the RTP flow as described by the RTP/AVP profile). If the flow is directly associated with a media description entry, then the BM-SC shall modify the port field of the media description entry in the Session Description Template. If the flow is related to a media description entry, then the BM-SC shall simply forward the flow onto a port whose value is equal to the port of the related media session plus an offset.

Note the BM-SC may get input on session properties from the content provider, e.g. bitrate, depending on the ingest session. 
	
	
	
	O
	O
	
	

	Delivery Mode Configuration for user plane
	
	This property defines how the session needs to be delivered to the application, i.e. it basically establishes the delivery mode.

· Mode Enumeration: Specifies the delivery mode.

· Forward-only: The BM-SC receives complete IP Multicast packets for to be forwarded. The content provider will create the IP multicast packets.
· Proxy: The BM-SC proxies the incoming UDP payloads to the outgoing UDP payloads. The BM-SC will create the IP multicast packets.

Type

Unit

Default

String

– None –

Forward-only

	
	
	
	M
	O
	
	

	Delivery Session Description Parameters
	
	The contents of this property depend onthe setting of the "Service Announcement Mode" property. If "Service Announcement Mode" is set to Content Provider, then at minimum the following session parameters shall be provided by the BM-SC:

· TMGI of the MBMS Bearer

Note that additional parameters may be provided, based on the configuration options of the delivery method for transport only.
	
	
	
	O
	
	
	


When the Session Type is set to “Streaming”, then the additional properties as defined in Table 5.4A-4 apply. The properties in Table 5.4.A-4 are only present when the Session Type is set to “Streaming”.
END OF SEVENTH CHANGE
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