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1. Overall Description:
SA4 thanks SA3 for their LS on security aspects of external interface (xMB) for TV services. 
SA4 has reviewed the response of SA3, and thought that xMB Stage 2 specification in TS 26.346 may have not been precise enough and could have caused SA3 to think that (D)TLS was sufficient for Authorization.  The CR to 26.346 detailing SA4 intent is attached to this LS (S4-170727).
As SA3 wrote in their LS reply to SA4,
 “[…] A more granular authorization might be needed for example for authorizing separate users within a content provider domain to perform different actions over xMB. SA3 assumes that authorization on (D)TLS connection level would be sufficient for SA4 and CT3 purposes”,
[bookmark: _GoBack]SA4 would like indeed to ensure that, once a valid (D)TLS connection is established through standard certificates exchange, any user within the content provider domain that connects to the BM-SC provides fined-grained user/role credentials to the BM-SC for authorization prior to any requests (called “user-based” authorisation in TS26.346). This allows different users of a Content Provider to have different privileges, including whether the connection to the xMB is machine-to-machine or human-to-machine. SA4 would like to ask SA3 how they envision user-based authorisation to be supported by use of (D)TLS, or whether another means should be used in particular to simplify the process in case the user logs-in through a standard web browser.
Furthermore, xMB-C being a RESTful API, the BM-SC server does not keep track of previous requests, and as such it should send back to a successful authorization procedure some sort of access token that shall be used by the Content Provider on any subsequent resource requests it sends over the xMB interface.
SA4 asks SA3 to provide guidance on how to perform such user-based Authorization, being of user/password type, or using pre-stored certificates for machine-to-machine connection. Note that we’d expect these later certificates to be stored and managed by the BM-SC application and not the HTTP server (like Apache).

2. Actions:
To SA3 and CT3 groups.
ACTION: 	SA3 and CT3 are kindly requested to take the above into account.

3. Date of Next TSG-SA WG4 Meetings:
SA4#95	9 - 13 October 2017  	Belgrade, Serbia
SA3#96	13 - 17 November 2017	Ixtapa, Mexico
