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*************First Change************
3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].


Auto-receive: A mechanism where data is automatically delivered to the receiving MCData user(s) from the MCData server i.e. without requiring acceptance for delivery.

Conversation identifier: A universally unique identifier that identifies a series of related MCData transactions.

Data stream: A sequence of data that is agnostic to any underlying media (e.g. audio, video, telemetry data), on which processing of data (e.g. semantic, syntactic, save or filter operation) can begin before all the content is received.
FD disposition: is one of "not downloaded" and "download completed".
MCData client: An instance of an MC service client that provides the client application function for the MCData service.
MCData group: An MC service group configured for MCData service.
MCData group affiliation: An MC service group affiliation for MCData.

MCData group communication: A one-to-many communication using an MCData service.

MCData group de-affiliation: An MC service group de-affiliation for MCData.
MCData ID: An instance of an MC service ID within the MCData service.
MCData server: An instance of an MC service server that provides the server application function for the MCData service.
MCData service: A data communication service comprising at least one underlying generic capability (e.g. SDS, file distribution, data streaming) with strong security, high availability, reliability and priority handling to support applications for mission critical organizations and mission critical applications for other businesses and organizations (e.g. utilities, railways).
MCData UE: An MC service UE that can be used to participate in MCData services.

MCData user: An MC service user who is authorized for MCData services suite via an MCData UE.

Reception control: A mechanism that allows the MCData service to regulate data reception to the receiving MCData users, prior to the delivery of data to the MCData UE.
Reply identifier: A reference to the original MCData transaction to which the current transaction is a reply.
SDS data: A payload with limited size and variable content type used in SDS transactions.

SDS disposition: is one of "undelivered", "delivered" and "read".

Standalone communication: A unidirectional one-to-one or group data communication completed after one transaction.
Transaction identifier: A unique identifier that identifies a MCData transaction within a conversation.

Transmission control: A mechanism that allows the MCData service to regulate data transmission requests from the sending MCData users, either prior to or after active sending from the MCData UE.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.280 [2] apply:

Mission Critical

Mission Critical Applications

Mission Critical Service

Mission Critical Organization

For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.282 [3] apply:
MCData system
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.280 [5] apply:
MC service client
MC service group
MC service group affiliation

MC service group de-affiliation
MC service ID

MC service server
*************Second Change************
5.1
Transmission control

The MCData service supports the ability to transmit SDS messages automatically towards the selected recipient user (private communication) or affiliated members of the selected MCData group. The MCData server may still reject the sent message (e.g. if there is no authority to send).
For MCData types other than SDS, the MCData service invokes a transmission request grant approach before data is permitted to be transmitted. The MCData service provides a configurable limit for the maximum amount of data for FD or time for streamed data that an MCData user can transmit in a single request, which may be configured by the MCData administrator. 

Editor's Note: Additional criteria such as frequency of transmission, category/type of data, etc., for transmission control arbitration is FFS.
For congestion control, related to transmission requests, the MCData service may perform the following:

-
reject the data transmission requests and then shall notify the MCData user of the rejection; 

-
queue the data transmission requests; or 

-
at anytime, withhold the permission to transmit data automatically.
The MCData service shall notify the transmitting MCData group member if there are no other MCData group members affiliated to the MCData group.

*************Third Change************
6.3
Transmission and reception control aspects
6.3.1
General
The transmission and reception control are functions of the MCData server. 
For small data transmissions there is no need for prior grant of request to transmit. The procedures in the present document describe when data is automatically sent. 
For large data transmissions, i.e. large files, the data is transmitted only after request to transmit is granted. The data to be transmitted and/or received may be stored in a data repository associated with the transmission and reception control functions.
NOTE:
An overview of transmission control process and possible arbitration mechanisms is provided in the Annex B.
*************Fourth Change************
6.5.3.1.3
Transmission/Reception control

This functional entity is responsible for transmission and reception control of MCData SDS data transaction between the sending MCData UE, the MCData server, and the receiving MCData UE. For 
SDS capability, due to small data size, the SDS messages can be automatically sent.
*************Fifth Change************
7.4.2.3.2
Procedure

The procedure in figure 7.4.2.3.2-1 describes the case where an MCData user is initiating one-to-one MCData data communication for sending standalone SDS data to other MCData user, with or without disposition request. Standalone refers to sending unidirectional data in one transaction. The SDS data size is assumed to be above the allowed limits over MCData-SDS-1 interface using SIP reference points.
Pre-conditions:

1.
MCData users on MCData client 1 and MCData client 2 are already registered for receiving MCData service.

2. 
MCData client 1 and MCData client 2 belong to the same MCData system. 
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Figure 7.4.2.3.2-1: One-to-one standalone short data service using media plane
1.
User at MCData client 1 would like to initiate a SDS data transfer request for the chosen MCData user. 
2.
MCData client 1 sends a MCData standalone session data request towards the MCData server. The MCData standalone data request contains one MCData user for one-to-one data communication as selected by the user at MCData client 1. The MCData standalone session data request contains conversation identifier for message thread indication. The MCData data request may contain disposition request if indicated by the user at MCData client 1.
3.
MCData server checks whether the MCData user at MCData client 1 is authorized to send MCData standalone session data request. The MCData server also checks whether any policy is to be asserted to limit certain types of message or content to certain members due, for example, to location or user privilege. MCData server determines the eligible MCData user(s) after policy assertion for sending the MCData standalone session data request.
4.
MCData server initiates the MCData standalone session data request towards the MCData user.
5.
The receiving MCData client 2 automatically accepts the MCData standalone session data request and responds with MCData standalone session data response towards MCData server.
6.
MCData server forwards the MCData client 2 accepted response to the MCData user initiating the MCData standalone session data request.
NOTE:
If the SDS data size to transfer is above the SDS auto-receive size, the MCData user of MCData client 2 is notified of the MCData standalone session data request and the MCData user response is forwarded in the MCData standalone session data response. 

7.
MCData client 1 and MCData client 2 have successfully established media plane for data communication and the MCData client 1 transmits the SDS data.
8.
If the payload is for MCData user consumption (e.g. is not application data, is not command instructions, etc.) then the MCData user of MCData client 2 may be notified. Otherwise if the payload is not for MCData user consumption, then the MCData user of MCData client 2 shall not be notified. The action taken when the payload contains application data or command instructions are specific based on the contents of the payload. Payload content received by MCData client 2 which is addressed to a known local non-MCData application that is not yet running shall cause the MCData client 2 to start the local non-MCData application (i.e., remote start application) and shall pass the payload content to the just started application.

9.
If the MCData data disposition for delivery was requested by the user at MCData client 1, then the receiving MCData client initiates a MCData data disposition notification for delivery report. The MCData data disposition notification from the receiving MCData client may be stored by the MCData server for disposition history interrogation from authorized MCData users.

10.
MCData data disposition notification is sent to the disposition requesting user at MCData client 1.
11. If the MCData disposition for read was requested by the user at MCData client 1, then once the receiving user reads the data, the receiving MCData client 2 initiates a MCData disposition notification for read report. The MCData data disposition notification from the receiving MCData client may be stored by the MCData server for disposition history interrogation from authorized MCData users.

12.
MCData data disposition notification is sent to the disposition requesting user at MCData client 1.
*************Sixth Change************
7.6.2.2
Automatic transmission for SDS
7.6.2.2.1
General
 When SDS message is sent, the data is transferred from the sending MCData client to the receiving MCData client without any request/grant procedure or any explicit actions on the part of the receiving MCData client.
7.6.2.2.2
Procedure

The procedure in figure 7.6.2.2.2-1 describes the case where MC Data SDS is automatically transmitted to the selected recipient user or affiliated members of the selected MC Data group.
Pre-conditions:

1.
MCData user is configured with permission to transmit data.
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Figure 7.6.2.2.2-1: Automatic transmission for SDS
1.
MCData user selects the data to transmit and the recipient MCData user or MCData group.
2.
MCData client checks for MCData user’s permission to transmit data, and checks if the data size is less than the maximum data size for SDS. MCData client calculates the total transmission request size and determines to select one of the appropriate procedure described in subclause 7.4.2.2, 7.4.2.3, 7.4.2.5 or 7.4.2.6.

3.
Transmission control on the server verifies if the MCData user is authorized to transmit and the data size in the received transmission request is less than the maximum data size for SDS. 

4.
MCData server may send one of the following MCData control indications:

a)
If the MCData user does not have permission to transmit data to another MC Data user or MC Data group then the "No permission to transmit data" control indication is sent. 

b)
If the selected transmission is for a MCData group and there are no affiliated group members, then the transmission control on MCData server sends the "No affiliated members found to the selected MCData group" control indication.

Otherwise continue with step 5.
5. 
MCData server automatically transmits the data to the selected MCData user or the affiliated members of the selected MCData group according to the procedures selected in step 2.
7.6.2.3
Send data with mandatory download
7.6.2.3.1
General
The mandatory download procedure allows a sending MCData client to send data to a receiving MCData client, where the receiving MCData client is compelled to download the data.
7.6.2.3.2
Procedure

The procedure in figure 7.6.2.3.2-1 describes the case where MCData user is using FD. The FD is subjected to transmission control prior to transmitting data to the selected recipient user or affiliated members of the selected MCData group for mandatory download.

Pre-conditions: 

1.
MC Data user is configured with permission to transmit data.

2.
MC Data administrator has configured maximum data size for FD.

3.
Maximum amount of data that a MC Data user can transmit in a single request is configured.

4.
Maximum amount of time that a MC Data user can transmit in a single request is configured.
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Figure 7.6.2.3.2-1: Send data with mandatory download

1.
MCData user selects the data to transmit, the recipient MCData user or MCData group and the indication for mandatory download.

2.
MCData client has checked for MCData user’s permission to transmit data. MCData client calculates the total transmission request size and determines to select one of the appropriate procedures described in subclause  7.5.2.4, 7.5.2.5, 7.5.2.6 or 7.4.2.7 and including the mandatory download indication.

3.
Transmission control on the server verifies if the MCData user is authorized to transmit and the data size in the received transmission request is within the maximum size allowed for FD transmission. 

4.
MCData server may send one of the following MCData control indications:

a)
If the MCData user does not have permission to transmit data to another MC Data user or MC Data group then the "No permission to transmit data" control indication is sent. 

b)
If the data size requested to be transmitted is more than the maximum amount of data that an MCData user can transmit in a single request, the transmission control on MCData server rejects the data transmission request and sends the rejection control indication "Rejected due to exceeding data transmit size".

c)
If the data transmission time exceeds the maximum amount of time that an MCData user can transmit in a single request, the transmission control on MCData server rejects the data transmission request and sends the rejection control indication "Rejected due to exceeding data transmit time".

d)
If the selected transmission is for a MCData group and there are no affiliated group members, then the transmission control on MCData server sends the "No affiliated members found to the selected MCData group" control indication.

e)
MCData server may queue the data transmit request for later transmission with control indication "Request to transmit is queued".

Otherwise continue with step 5.
5. 
MCData server transmits the data to the selected MCData user or the affiliated members of the selected MCData group according to the procedures selected in step 2 (where the recipient MCData client receives the data automatically).
7.6.2.4
Send data without mandatory download
7.6.2.4.1
General
The send data without mandatory download procedure allows the receiving MCData client to accept or refuse the data sent from the sending MCData client.
7.6.2.4.2
Procedure

The procedure in figure 7.6.2.4.2-1 describes the case where MCData user selected data is subjected to transmission control prior to transmitting data to the selected recipient user or affiliated members of the selected MCData group for downloading with recipient MCData user consent.
Pre-conditions:

1.
MCData user is configured with permission to transmit data.

2. 
Maximum amount of data or time that an MCData user can transmit in a single request is configured.

3. 
Time limit for the temporarily stored data waiting to be delivered to a receiving user is configured.
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Figure 7.6.2.4.2-1: Send data without mandatory download

1.
MCData user selects the data to transmit and the recipient MCData user or MCData group without the mandatory download indication.

2.
MCData client has checked for MCData user’s permission to transmit data and the data size is within the maximum data size allowed. The MCData client calculates the total transmission request size and determines to select procedure described in subclause 7.5.2.4 or 7.5.2.6 and without including the mandatory download indication.

3.
Transmission control on the server verifies if the MCData user is authorized to transmit and the data size in the received transmission request is within the maximum data size allowed.
4.
MCData server sends control indication appropriate to trigger condition:

a)
If the MCData user does not have permission to transmit data to another MC Data user or MC Data group then the "No permission to transmit data" control indication is sent.
b)
If the selected transmission is for a MCData group and there are no affiliated group members, then the transmission control on MCData server sends the "No affiliated members found to the selected MCData group" control indication.
c)
If the data size requested to be transmitted is more than the maximum amount of data that an MCData user can transmit in a single request, the transmission control on MCData server rejects the data transmission requests and sends the rejection control indication "Rejected due to exceeding data transmit size".

d)
If the data transmission time exceeds the maximum amount of time that an MCData user can transmit in a single request, the transmission control on MCData server rejects the data transmission request and sends the rejection control indication "Rejected due to exceeding data transmit time".

e)
MCData server may queue the data transmit request for later transmission with a control indication "Request to transmit is queued". 

Otherwise, continue with step 5.

5. 
If the temporarily stored data has not expired, the MCData server transmits the data to the selected MCData user or the affiliated members of the selected MCData group according to the procedures selected in step 2 (where the recipient MCData client receives the data automatically). 
6.
Otherwise, MCData server sends MCData control indication appropriate to trigger condition:

a)
If the timer expired for periodic announcement with the list of available recently invited data group communications, the recipient MCData client waiting to receive the temporarily stored data receives control indication with "List of available temporarily stored data waiting to download". 

b)
If the temporarily stored data is expired, the data may be purged from the temporary store and the recipient MCData user is informed with control indication "Data expired and not available to download anymore".

*************Seventh Change************
A.4
MCData related Group configuration data

The general aspects of group configuration are specified in 3GPP TS 23.280 [5].

Parameters specified in table A.4-1 are child parameters of the "MCData configuration" parameter specified in table A.4-1 in 3GPP TS 23.280 [5]. Parameters specified in table A.4-2 are child parameters of the "MCData configuration" parameter specified in table A.4-2 in 3GPP TS 23.280 [5]. Parameters specified in table A.4-3 are child parameters of the "MCData configuration" parameter specified in table A.4-3 in 3GPP TS 23.280 [5].

Editor's note: Further contents of this configuration data are FFS.

Table A.4-1: Group configuration data (on and off network)

	Reference
	Parameter description
	MCData UE
	MCData Server
	Group management server

	[R-5.12-001]
	>> Media confidentiality and integrity protection (see NOTE)
	Y
	Y
	Y

	[R-5.12-001]
	>> Transmission control confidentiality and integrity protection (see NOTE)
	Y
	Y
	Y

	[R-5.12-001]
	>> Group media protection security material (see NOTE)
	Y
	N
	Y

	Subclause 5
	>> MCData sub-services and features enabled for the group
	
	
	

	
	>>> Short data service enabled
	Y
	Y
	Y

	
	>>> File distribution enabled
	Y
	Y
	Y

	
	>>> Data streaming enabled
	Y
	Y
	Y

	
	>>> Conversation management enabled
	Y
	Y
	Y

	
	>>> Transmission and reception control enabled
	Y
	Y
	Y

	
	>>> Enhanced status enabled
	Y
	Y
	Y

	
	>> Transmission and reception control
	
	
	

	[R-6.2.2.1-001]
	>>> Whether MC data user is permitted to transmit data in the group
	Y
	Y
	Y

	[R-6.2.3-006]
	>>> Maximum amount of data that an MC data user can transmit in a single request during group communication
	Y
	Y
	Y

	[R-6.2.3-006]
	>>> Maximum amount of time that an MC data user can transmit in a single request during group communication
	Y
	Y
	Y

	
	>> Enhanced status
	
	
	

	[R-6.1.3.2-002]
	>>> List of operational status values
	Y
	N
	Y

	NOTE:
Security mechanisms are specified in 3GPP TS 33.180 [13].


Table A.4-2: Group configuration data (on network)

	Reference
	Parameter description
	MCData UE
	MCData Server
	Group management server

	Subclause 10.6.2.4.1
	>> Temporary group indication
	Y
	Y
	Y

	[R-6.4.5-001]

[R-6.4.5-003]
	>> Authorisation of a user to request a list of affiliated members of a group
	Y
	Y
	Y

	[R-5.1.7-002]

[R-6.2.2-001]
[R-6.6.2.2-006]

[R-6.8.7.2-003]
	>> Priority of the group
	N
	Y
	Y

	
	>> Transmission and reception control
	
	
	

	
	>>> Maximum data size for SDS
	Y
	Y
	Y

	
	>>> Maximum data size for FD
	Y
	Y
	Y

	[R-6.2.2.1-003]
	>>> Maximum data size for auto-receive
	Y
	Y
	Y


Table A.4-2: Group configuration data (on network)

	Reference
	Parameter description
	MCData UE
	MCData Server
	Group management server

	Subclause 8.1.3.2 of 3GPP TS 23.280 [5]
	>> Indication of whether the UE shall use IPv4 or IPv6 for the MCData group (as specified in 3GPP TS 23.303 [7])
	Y
	N
	Y


A.5
MCData service configuration data

The general aspects of MC service configuration are specified in 3GPP TS 23.280 [5]. The MCData service configuration data is stored in the MCData server.

Data in tables A.5-1 and A.5-3 can be configured offline using the CSC-11 reference point. Tables A.5-1 and A.5-3 describe the service configuration data required to support the use of off-network MCData service.

Table A.5-1: MCData service configuration data (on and off network)

	Reference
	Parameter description
	MCData UE
	MCData Server
	Configuration management server

	
	Transmission and reception control
	
	
	

	[R-6.2.2.1-002d]
	> Time limit for the temporarily stored data waiting to be delivered to a receiving user
	Y
	Y
	Y

	[R-6.2.2.3-001]
	> Timer for periodic announcement with the list of available recently invited data group communications
	Y
	Y
	Y


Table A.5-2: MCData service configuration data (on network)

	Reference
	Parameter description
	MCData UE
	MCData Server
	Configuration management server

	
	Transmission and reception control
	
	
	

	
	> Maximum data size for SDS
	Y
	Y
	Y

	
	> Maximum data size for FD
	Y
	Y
	Y

	[R-6.2.2.1-002b]
	> Maximum data size for auto-receive
	Y
	Y
	Y


Editor's note: The contents of this configuration data are FFS.

Table A.5-3: MCData service configuration data (off network)

	Reference
	Parameter description
	MCData UE
	MCData Server
	Configuration management server

	
	
	
	
	


Editor's note: The contents of this configuration data are FFS.

*************Eighth Change************
There is no eighth change.
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