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	Reason for change:
	1. MC groups can be defined in multiple group management servers, which can be associated with mulitple MC service servers. The MC service server associated with a group management server provides the controlling role for group calls within an MC service group that is defined in that group management server. An MC service server (and the associated group management server(s)) can be associated with an identity management server to provide service authorization for obtaining group configuration information and for group affiliation. Multiple instances of MC service server, group management server and identity management server are possible within an MC system, but the stage 3 authorization protocol (OpenID Connect) needs to be able to perform federation to allow a credential from one identity management server to be used with a different identity management server to obtain authorization to use a group within the domain of the second identity management server. In this context, 'federation' implies separate servers working together to jointly authorise a user in multiple parts of a system, and is a term used by OpenID Connect. The process is illustrated below, where an identity management client is authorized for service in an MC service server within the authorization domain of identity management server 1, and uses a credential from identity management server 1 to obtain group configuration data from a group management server within the domain of identity management server 2.
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The security process is in scope for TS 33.180, and out of scope for TS 23.282. However to enable the process, an address for the identity management server which is associated with the group management server which holds the group configuration data for the MC service group (and with the MC service server which will perform the controlling role for the MC service group) needs to be added to the user configuration data associated with the MC service group.
2. Application plane server identity information presentation is inconsistent between MCData and MCPTT in user configuration data tables: this CR also aligns these.

3. Stage 3 identify servers by URI rather than FQDN or IP address; in release 13 the use of FQDN and IP address were given as examples of server address, but the restructuing of configuration parameters to include parent/child relationships in user configuration tables made the example usage mandatory.

	
	

	Summary of change:
	Addition of identity of identity management server to user configuration data as an element associated with each MC service group identity, and alignment of application plane server identity between on network and off network user configuration tables, and to replace FQDN, IP address and port number with URI. A URI, by definition, can include all of these.

	
	

	Consequences if not approved:
	Federated identity management will not be possible, preventing deployments with multiple identity management servers, and server identities will have an unintended impact on stage 3.
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	Other comments:
	This CR is required for 'Inter-domain MCX service authorization' as specified in TS 33.180.


* * * First Change * * * *

A.3
MCData user profile configuration data

The general aspects of MC service user profile configuration data are specified in 3GPP TS 23.280 [5]. The MCData user profile configuration data is stored in the MCData user database. The MCData server obtains the MCData user profile configuration data from the MCData user database (MCData-2).

Data in table A.3-1 and A.3-3 can be configured offline using the CSC-11 reference point. Tables A.3-1 and A.3-3 contain the UE configuration required to support the use of off-network MCData service.

Table A.3-1: MCData user profile configuration data (on and off network)

	Reference
	Parameter description
	MCData UE
	MCData Server
	Configuration management server
	MCData user database

	Subclause 5.2.11 of 3GPP TS 23.280 [5]
	MCData identity (MCData ID)
	Y
	Y
	Y
	Y

	Subclause 5.2.11 of 3GPP TS 23.280 [5]
	Pre‑selected MCData user profile indication (see NOTE)
	Y
	Y
	Y
	Y

	Subclause 5.2.11 of 3GPP TS 23.280 [5]
	MCData user profile index
	Y
	Y
	Y
	Y

	Subclause 5.2.11 of 3GPP TS 23.280 [5]
	MCData user profile name
	Y
	Y
	Y
	Y

	[R-5.17-007]

[R-6.13.4-002]
	User profile status (enabled/disabled)
	
	Y
	Y
	Y

	[R-5.7-001]

[R-6.9-003]
	Authorised to create and delete aliases of an MCData user and its associated user profiles. 
	
	
	Y
	Y

	[R-5.7-002]

[R-6.9-003]
	Alphanumeric aliases of user
	Y
	Y
	Y
	Y

	[R-5.1.1-005]

[R-5.9-001]
	Participant type of the user
	Y
	Y
	Y
	Y

	[R-5.1.8-006]

[R-5.3-002]

[R-5.9-001]

[R-5.16.2-001]

[R-5.16.2-002]
	User's Mission Critical Organization (i.e. which organization a user belongs to)
	Y
	Y
	Y
	Y

	[R-5.2.2-003]
	Authorisation to create a group-broadcast group
	
	
	Y
	Y

	[R-5.2.2-003]
	Authorisation to create a user-broadcast group
	
	
	Y
	Y

	
	Transmission and reception control
	
	
	
	

	[R-6.2.2.1-001]
	> Whether MCData user is permitted to transmit data
	Y
	Y
	Y
	Y

	[R-6.2.3-005]
	> Maximum amount of data that an MCData user can transmit in a single request during one-to-one communication
	Y
	Y
	Y
	Y

	[R-6.2.3-005]
	> Maximum amount of time that an MCData user can transmit in a single request during one-to-one communication
	Y
	Y
	Y
	Y

	NOTE: 
As specified in 3GPP TS 23.280 [5], for each MCData user's set of MCData user profiles, only one MCData user profile shall be indicated as being the pre‑selected MCData user profile.


Table A.3-2: MCData user profile configuration data (on network)

	Reference
	Parameter description
	MCData UE
	MCData Server
	Configuration management server
	MCData user database

	[R-5.1.5-001]

[R-5.1.5-002]

[R-5.10-001]

[R-6.4.7-002]

[R-6.8.1-008]

[R-6.7.4-002]
	List of on-network MCData groups for use by an MCData user
	
	
	
	

	
	> MCData Group ID
	Y
	Y
	Y
	Y

	
	> Application plane server identity information of group management server where group is defined
	
	
	
	

	
	>> Server URI
	Y
	N
	Y
	Y

	
	> Application plane server identity information of identity management server which provides authorization for group (see NOTE 1)
	
	
	
	

	
	>> Server URI
	Y
	N
	Y
	Y

	
	> Presentation priority of the group relative to other groups and users (see NOTE 2)
	Y
	Y
	Y
	Y

	Subclause 5.2.5 of 3GPP TS 23.280 [5]
	List of groups user implicitly affiliates to after MCData service authorization for the user
	
	
	
	

	
	> MCData Group ID
	Y
	Y
	Y
	Y

	[R-6.4.2-006]
	Authorisation of an MCData user to request a list of which MCData groups a user has affiliated to
	
	Y
	Y
	Y

	[R-6.4.6.1-002]

[R-6.4.6.1-003]
	Authorisation to change affiliated groups of other specified user(s)
	
	Y
	Y
	Y

	[R-6.4.6.2-001] 

[R-6.4.6.2-002]
	Authorisation to recommend to specified user(s) to affiliate to specific group(s)
	
	Y
	Y
	Y

	[R-6.6.1-004]
	Authorisation to perform regrouping
	Y
	Y
	Y
	Y

	[R-6.7.2-001]
	Presence status is available/not available to other users
	Y
	Y
	Y
	Y

	[R-6.7.1-002] 

[R-6.7.2-002]
	List of MCData users that MCData user is authorised to obtain presence of
	
	
	
	

	
	> MCData IDs
	Y
	Y
	Y
	Y

	[R-6.8.7.4.2-001]
[R-6.8.7.4.2-002]
	Authorisation of a user to cancel an emergency alert on any MCData UE of any user
	
	Y
	Y
	Y

	[R-6.13.4-001]
	Authorisation for an MCData user to enable/disable an MCData user
	
	Y
	Y
	Y

	[R-6.13.4-003]
[R-6.13.4-005]
[R-6.13.4-006]
[R-6.13.4-007]
	Authorisation for an MCData user to (permanently /temporarily) enable/disable a UE
	
	Y
	Y
	Y

	[R-7.14-002]

[R-7.14-003]
	Authorization for manual switch to off-network while in on-network
	Y
	Y
	Y
	Y

	[R-5.1.5-004]
	Limitation of number of affiliations per user (N2)
	N
	Y
	Y
	Y

	[R-6.4.6.1-001]

[R-6.4.6.1-004]
	List of MCData users whose selected groups are authorized to be remotely changed
	Y
	Y
	Y
	Y

	NOTE 1:
If this parameter is not configured, authorization to use the group shall be obtained from the identity management server identified in the initial MC service UE configuration data (on-network) configured in table A.6-1 of TS 23.280 [5].
NOTE 2:
The use of this parameter by the MCData UE is outside the scope of the present document.


Table A.3-3: MCData user profile configuration data (off network)

	Reference
	Parameter description
	MCData UE
	MCData Server
	Configuration management server
	MCData user database

	[R-7.2-003]

[R-7.6-004]
	List of off-network MCData groups for use by an MCData user
	
	
	
	

	
	> MCData Group IDs
	Y
	N
	Y
	Y

	
	> Application plane server identity information of group management server where group is defined
	
	
	
	

	
	>> Server URI
	Y
	N
	Y
	Y

	
	> Application plane server identity information of identity management server which provides authorization for group (see NOTE 1)
	
	
	
	

	
	>> Server URI
	Y
	N
	Y
	Y

	
	> Presentation priority of the group relative to other groups and users (see NOTE)
	Y
	N
	Y
	Y

	[R-7.12-002]

[R-7.12-003]
	Authorization for off-network services
	Y
	N
	Y
	Y

	Subclause 10.7.2
	User info id (as specified in 3GPP TS 23.303 [7])
	Y
	N
	Y
	Y

	NOTE 1:
If this parameter is not configured, authorization to use the group shall be obtained from the identity management server identified in the initial MC service UE configuration data (on-network) configured in table A.6-1 of TS 23.280 [5].
NOTE 2: 
The use of this parameter by the MCData UE is outside the scope of the present document.


_1552117440.vsd
MC service server(s)


MC service server(s)


Identity management client


1. Obtain user credential


2. User credential (1) used to obtain credential for group management server


3. Credential (2) used for authorization for group


Group management server(s)


Identity management server 1


Authorization domain 1


Authorization domain 2


Group management server(s)


Identity management server 2



