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1
3GPP Work Area

	
	Radio Access

	X
	Core Network

	x
	Services


2
Classification of WI and linked work items
2.0
Primary classification
This work item is a …

	
	Study Item (go to 2.1)

	x
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	670036
	Study on Battery Efficient Security for very low Throughput Machine Type Communication Devices
	Preceding study item.


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.

2.3.3
Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 

Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5
Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification

Machine type communication (MTC) represents a significant growth opportunity for the 3GPP ecosystem. 

To support the so called ‘Internet of Things’ (IoT), 3GPP operators have to address usage scenarios with devices that are power efficient (with battery life of several years). One aspect of power efficiency is the application of efficient key security and in particular battery efficient security between “device to HPLMN” (end-to-middle) and “device to enterprise” (end-to-end).
As part of the FS_BEST_MTC_Sec study item, SA3 has studied battery efficient security for “device to HPLMN” and “device to enterprise”. SA3 has completed the study and captured its conclusions in TR 33.863. It is proposed to provide the normative specifications based on the conclusion from study phase as documented in TR 33.863.  
As this feature is applicable to both the S1 and the Gb architecture this work item is expected to deliver changes to both 3GPP TS 33.401 (LTE)  and 3GPP TS 43.020 (GPRS). As the solutions 8 and 9 use of a new FC value in the key derivations, a change to 33.220 is expected too.
This has been moved to a TS due to the size of the normative work and because of its applicability across GSM and LTE.
4
Objective

The objectives are to:

a) Create a new normative specification for the BEST functionality and a change to TS 33.220 (FC value)) as detailed in the "Recommendation for normative work" clause of the BEST-study 3GPP TR 33.863.
b) Specify the normative changes in a modular and extensible way so that the mechanisms can be re-used on other bearers, using other protocols and with other algorithms, such as those specified in 3GPP TS 33.210 (NDS/IP), in the future.
5
Service Aspects

None
6
MMI-Aspects

None
7
Charging Aspects

No charging aspects are expected.
8
Security Aspects

SA3 shall define the security aspects
9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	x
	
	x
	

	No
	
	
	x
	
	x

	Don't know
	x
	
	
	
	


10
Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	XX.XXX
	Battery Efficient Security for very low Throughput Machine Type Communication (MTC) devices (BEST)
	SA WG3
	-
	SA#77
	SA#77
	

	
	
	
	
	
	
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	
	
	
	
	

	
	
	
	
	

	33.220
	Yes
	Allocation of FC value
	SA#77 (September 2017)
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11
Work item rapporteur(s)
SA3: Evans, Tim, VODAFONE Group Plc.

12
Work item leadership

SA3
13
Supporting Individual Members
	Supporting IM name

	Vodafone

	KPN

	TNO

	BT Group PLC

	Juniper Networks

	QUALCOMM Incorporated

	Ericsson

	Nokia

	CMCC
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