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	LIAISON STATEMENT

	Title:
	Middlebox Security

	Date:
	2017-June-01

	
	

	From (source):
	TC CYBER

	Contact(s):
	Sonia Compans sonia.compans@etsi.org  
Alex Leadbeater alex.leadbeater@bt.com

	
	

	To:
	GSMA FASG, TSG-SA, SA3, SA3-LI

	Copy to:
	SA1, SA2, SA5, SA6

	
	

	Response to:
(if applicable)
	S3i170166, S3-171449

	
	

	Attachments: 
(if applicable)
	CYBER(17)010021, CYBER(17)010022

	



1. Description
TC CYBER understands that GSMA has been considering middlebox requirements (WWG.16 - Smarter Traffic Management) to address operational network challenges such as cyber security, malware prevention and regulatory compliance. TC CYBER recently published a study on middlebox security in ETSI TR 103 421 “Network Gateway Cyber Defence”. TC CYBER is now working on normative standards for middlebox security in TS 103 523.

At CYBER#10, TC CYBER agreed to split the work into two specific work items, firstly profile requirements for middleboxes, including detailed use cases (currently in TS 103 523) and the second focusing on a specific solution profile implementation of middleboxes. TC CYBER expects there will be more profiles in future. These solutions will aim to reuse other existing industry standards where possible. 

TC CYBER would welcome working with GSMA to develop a common set of operational scenario middlebox security use cases, to ensure that TC CYBER’s middlebox security solutions aim to address all scenarios considered operationally important by GSMA.

TC CYBER would also like to thank SA3 and SA3-LI for their reply LSs on middlebox security. TC CYBER will take the information provided into account in the next version of TS 103 523.

TC CYBER have included as attachments to this LS, the latest version of TS 103 523 in CYBER010022 and an FAQ on middlebox Security in CYBER(17)010021.



2. Actions: GSMA FASG, SA, SA3 and SA3-LI is kindly requested to:

GSMA FASG: Review the information above and attachments in order to provide TC CYBER feedback on where GSMA believe middlebox are beneficial in a mobile network content.

TSG-SA: Review the above information and consider where beyond SA3 and SA3-LI middlebox functionality may be beneficial in other 3GPP groups. TC CYBER would also welcome any feedback on the attached documents. 

SA3 & SA3-LI: Take the above information and attachments into account during SA3 / SA3-LI work on 5G and IoT and provide TC CYBER with any middlebox use cases that SA3 / SA3-LI believe are important when considering use of middleboxes in 5G, IoT or other MNO scenarios.  

3. Date of next meetings of the originator:
CYBER#11 	25-27 September 	Sophia Antipolis
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