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"During the IKE tunnel establishment procedure, the identity provided by the UE in IKE_AUTH message to the ePDG is
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 Subsequently, changes are required in existing EAP authentication procedures    

  in TS 33.402 for supporting Unauthenticated Emergency Service on WLAN.
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The 3GPP AAA server skips authentication procedures and generates an MSK based on UE’s IMEI identity

The Permanent User Identity IE in the Authentication and Authorization Response shall contain an IMEI based NAI during an Emergency Attach by a UE an unauthenticated IMSI.
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* * * First Change * * * *
13
Security Aspects of Emergency Call Handling 

13.1
General
NOTE:
Support for EPS emergency calling is defined in the TS 23.402 [5]. Per TS 23.402 [5], this release of this specification is limited to support of handover of emergency sessions from E‑UTRAN access to HRPD access only. In this release of this specification, handover of IMS Emergency Sessions from HRPD access to E-UTRAN access is not supported.

Support for IMS Emergency sessions over an WLAN access is supported as specified in subclause 4.5.7.2 of TS 23.402[5]. Rel-14 added support for emergency services over trusted and untrusted WLAN for
· UEs with IMSI’s that cannot be authenticated (for eg., unauthorized IMSI)
· UEs without IMSIs (UICC-less UEs)
* * * Next Change * * * *

13.3
Unauthenticated Emergency Calls over untrusted WLAN
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Figure: 13.3-1 Unauthenticated Emergency Calls over untrusted WLAN
1.
As in step 1 from Figure 8.2.2-1.

2.
As in step 2 from Figure 8.2.2-1 with the following modification

-
The UE provides an indication that the EPC access is for emergency services.

- 
UICC-less UE shall send its IMEI value as its identity in the Emergency NAI for Limited Service format as defined in clause 19 of TS 23.003

3.
As in step 3 from Figure 8.2.2-1 with the following modification –

-
If the ePDG supports emergency services over WLAN, it shall send the Authentication and Authorization Request message to the 3GPP AAA Server with an additional IE to indicate the establishment of an emergency session.  

- In case of UICC-less UEs, the User Identity IE in the request shall contain IMEI received from the UE.

4.
3GPP AAA Server receives the message with an indication from the UE that it is an Emergency Attach. If the 3GPP AAA Server supports IMS Emergency sessions over WLAN, it shall proceed as follows:

-
When the received subscriber identity is an IMSI but the IMSI authentication cannot proceed (because IMSI is not present in HSS, for ex.) or if AAA server cannot determine if authentication is successful, and if local policies allow emergency sessions for unauthenticated UEs with an IMSI, the 3GPP AAA Server shall skip EAP-AKA authentication procedures and proceed to execute step 5 to obtain IMEI from the UE.

-
When the received subscriber identity is an IMEI and if local policies allow emergency sessions for all UEs, the 3GPP AAA Server shall proceed to step 9 to generate an MSK

5. The 3GPP AAA Server requests again the user identity, using the EAP-Request/Identity message.

6. The ePDG forwards the EAP-Request/Identity payload to the UE in the IKE_AUTH response message
7. The UE responds with a EAP-Response/Identity message with IMEI value as its identity. The EAP payload is sent in the IKE_AUTH request message.
8. The ePDG forwards the EAP-Response/Identity message to the 3GPP AAA server. The user identity in the A&A Request message is set to the received IMEI value of the UE. Network rejects the request if IMEI is not provided by the UE.
9. The 3GPP AAA Server generates MSK based on UE’s IMEI value

MSK is derived per clause A.4 in Annex A.
10.
The 3GPP AAA Server sends the final Authentication and Authorization Answer (with a result code indicating success) including EAP success and the MSK key material to the ePDG. The Permanent User Identity IE in the answer contains UEs IMEI.

11.
As in step 10 from Figure 8.2.2-1

12.
As in step 11 from Figure 8.2.2-1

13.
The UE generates MSK based on its IMEI as per clause A.4 in Annex A and computes AUTH

14-17.
As in steps 12 to 15 from Figure 8.2.2-1 

* * * End of Change * * * *
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