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Unique identifier *
 
1	3GPP Work Area *
	X
	Radio Access

	
	Core Network

	
	Services



2	Classification of WI and linked work items
2.0	Primary classification *
This work item is a … *
	
	Study Item (go to 2.1)

	X
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)



2.1	Study Item
	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	



Go to §3.
2.2	Feature
	Related Study Item or Feature (if any) *

	Unique ID
	Title
	Nature of relationship

	620362
	Study on Security Assurance Methodology for 3GPP Network Elements
	Feasibility study

	620462
	[bookmark: OLE_LINK78][bookmark: OLE_LINK79][bookmark: OLE_LINK80]Work Item on Catalogue of General Security Assurance Requirements
	

	720075
	Security Assurance Specification for PGW Network Product Class
	



Go to §3.
2.3	Building Block
	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	



This work item is … *
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)



2.3.1		Stage 1
	Source of external requirements (if any) *

	Organization
	Document
	Remarks

	
	
	



Go to §3.
2.3.2		Stage 2  *
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: * 
Go to §3.
2.3.3		Stage 3 *
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	



	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other justification

	TS or CR(s)
Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: * 
Go to §3.
2.3.4		Test spec *
	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	



Go to §3.
2.3.5		Other *
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	



Go to §3.
2.4		Work task *
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	



3	Justification *
 Significant progress has been made to security assurance specification on the MME network product class in both GSMA and SA3 with the dry-run on schedule.  As of SA3#83, the group also agreed with the SCAS work on PGW.  The work on SCAS of PWG is not expected to be significantly extensive and time consuming as with the MME, therefore, SA3 should expand the SCAS work with network element in the access network, which is expected to have greater differences compared to either the MME and/or the MME due to the need to support additional interfaces, additional form factors, as well as additional deployment scenarios.  This work is also expected to expedite the SCAS work on the entire portfolio of 3GPP network product classes.
In addition, in the course of specifying the security assurance specification for the eNB, security analysis and requirements may bring additional benefit in identifying and/or aiding in the development of potential air interface security enhancements in the study of next generation security.
4	Objective *
[bookmark: OLE_LINK68]The objective is to develop the Security Assurance Specification(s) (SCAS) for the eNB network product classes:
-	identify threats and critical assets to the eNB not already identified in TR 33.926.
[bookmark: OLE_LINK243][bookmark: OLE_LINK244]-	develop and/or adapt eNB specific security functional requirements and related test cases
[bookmark: OLE_LINK246][bookmark: OLE_LINK247] -	develop and/or adapt eNB specific hardening requirements and related test cases
-	develop and/or adapt eNB specific basic vulnerability testing requirements and related test cases  
The contents and the developments of the SCAS shall be based on TS33.117.
Any additional threats and critical assets identified in the course of specifying SCAS for eNB will be captured in TR 33.926.
Home eNB shall be excluded from this WID.
5	Service Aspects
N/A
6	MMI-Aspects
N/A
7	Charging Aspects
N/A
8	Security Aspects
This is a security work item.
9	Impacts *
	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	X
	
	

	No
	X
	X
	
	X
	X

	Don't know
	
	
	
	
	



10	Expected Output and Time scale *
	New specifications *
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TS 33.yyy
	Security Assurance Specification
 for eNB network product class
	SA3
	
	SA#75 (March, 2017)
	SA#76 (June, 2017)
	

	Affected existing specifications *
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	TS 33.117
	
	
	
	

	TR 33.926
	
	
	
	



11		Work item rapporteur(s) *
Marcus Wong, Huawei Technologies, mwong@huawei.com
12		Work item leadership *
		SA3
13		Supporting Individual Members *
	Supporting IM name

	HiSilicon

	Huawei Technologies

	British Telecom

	NTT DOCOMO

	Orange
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