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************ Start of Changes ************

************ Change 1 ************
7.9.2.2 
Security for multicast delivery mode
In MBMS Delivery mode, if MBMS security is applied for MCPTT, as the MCPTT AS may be responsible for the group management and BM-SC does not have group management functionality, it makes BM-SC impossible to distribute MBMS keys (e.g. MSK) to UEs. Some enhancements need to be done to get an appropriate MBMS security solution for MCPTT Service. The following gives 2 possible options:

Option A

· use non-3GPP standard GCSE group management and service key (MSK) distribution by GCS AS; 

· use the part of MBMS security relating to traffic key (MTK) distribution and media protection by BM-SC in 3GPP system

Option B

· use non-3GPP standard GCSE group management by GCS AS; 

· use MBMS security relating to service key (MSK) and traffic key (MTK) distribution and media protection by BM-SC in 3GPP system

************ Change 2 ************

7.11.3
HTTP-1 interface security 

HTTP-1 interface is protected using Transport Layer Security (TLS). The profile for TLS implementation and usage as specified in TS 33.310 [25], Annex E is used. 
If SCTP is supported, then DTLS is used for protection. The security profile for DTLS as defined in TS 33.310 [25], Annex E is used.

If the PSK TLS based authentication mechanism is supported, the HTTP client in the MCPTT UE and the HTTP Proxy supports the TLS version, PSK ciphersuites and TLS Extensions as specified in the TLS profile given in TS 33.310 [25], Annex E. The usage of Pre-Shared Key ciphersuites for TLS is specified in the TLS profile as given in TS 33.310 [25], Annex E is used. 
NOTE: TS 23.179 specifies that HTTP-1 reference point uses the Ut reference point as defined in 3GPP TS 23.002. Security for Ut reference point allows also other authentication options as specified above. 
************ Change 3 ************

7.13.3
Key management of the Content Encryption Key (CEK)
The CEK remains in use until the SIP session is torn down, the MCPTT user logs off, or some other indication. If during the active SIP session an update of the CEK is required (as determined by the KMS), the KMS may push a new CEK to both the MCPTT client and the MCPTT application server.

If the MCPTT client or MCPTT application server require an update of a CEK, The MCPTT client or the MCPTT server may request the KMS to provide a CEK. The KMS will determine if an update of the current CEK or a new CEK is required and distributed.
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Figure 7.13.3-1 S/MIME encrypted MCPTT application content 

The following is a sequence of steps taken by the MCPTT client to encrypt the MCPTT application plane data using a symmetric key:

1. The MCPTT client randomly generates a content-encryption key (CEK) and uses it to encrypt the MCPTT application plane content. 

2. The CEK is encrypted with the shared symmetric Key Encryption Key (KEK).

3. The encrypted content along with the encrypted CEK is packed to form an EnvelopedData CMS object. 

4. The Enveloped data is wrapped in a CMS ContentInfo object and inserted into the SIP message as application/pkcs7-mime media type.
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Figure 7.13.3-2: MCPTT client encrypting MCPTT Application content with a symmetric key

The MCPTT server does the following when it receives a SIP message with the embedded S/MIME content:

1. The server opens the EnvelopedData object to obtain the encrypted CEK. The encrypted CEK is decrypted with the shared symmetric key encryption key (KEK).

2. The recovered content-encryption key is used to decrypt the encrypted MCPTT Application information.
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Figure 7.13.3-3: MCPTT Server retrieving the MCPTT application content



************ Change 4 ************

7.16 
Solution #16: Protecting the location object


************ Change 5 ************

7.17.1
General

Certain values and identifiers transferred in the signalling plane between the server in the MCPTT domain and MCPTT client may be treated as sensitive by public safety users. To protect these values from all other entities outside of the MCPTT Domain, this clause defines an optional mechanism to provide confidentiality protection on these values using XML encryption. Additionally, as some public safety users may require integrity protection on transmitted content, this clause defines an optional mechanism to provide integrity protection using XML signatures.

NOTE 1:
The protection mechanism specified in this section is for public-safety use only.

NOTE 2:
The introduction of XML security mechanisms increases the size of the XML document. Consideration should be given to the impact of this size increase.

NOTE 3: Virtual proxy techniques being studied in SA3-LI (LIV8 S8HR study) may need to be extended to control use of MCPTT encryption in VPLMN roaming scenarios.

************ Change 6 ************

8
Evaluation of solutions


************ Change 7 ************

8.2 
MCPTT User authentication and registration 

The User Authentication procedure in Step 3 of Figure 7.2-1 is further detailed into 3 sub steps that comprise the MCPTT user authentication framework:

3(a) – Establish a secure tunnel between the MCPTT UE and Identity Management (IdM) server (SA Establishment).

3(b) – Perform the User Authentication Process (User proves their identity).

3(c) – Deliver the unique credential to the MCPTT client.

Following step 3(c), the MCPTT client uses the credential(s) obtained from step 3(c) to perform MCPTT service authorization as per procedure 4 in Figure 7.2-1. 
NOTE: 
MCPTT service authorization in step 4 of Figure 7.2-1 is outside the scope of the User Authentication framework.


************ Change 8 ************

9
Conclusion


************ End of Changes ************
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