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*************Start of Change***************

1
Scope

The present document specifies architecture enhancements to facilitate communications with packet data networks and applications (e.g. Machine Type Communication (MTC) applications on the (external) network/MTC servers) according to the use cases and service requirements defined in TS 22.368 [2], TS 22.101 [3], and related 3GPP requirements specifications. Both roaming and non-roaming scenarios are covered.
This document also specifies transmission of non-IP data via SCEF for the CIoT EPS Optimization.
*************Next Change***************

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AS
Application Server

CDR
Charging Data Record

CDF
Charging Data Function

CGF
Charging Gateway Function
CIoT

Cellular Internet of Things
CP
Communication Pattern

DDN
Downlink Data Notification

IWK-SCEF
Interworking SCEF

MTC
Machine Type Communications

MTC-IWF
Machine Type Communications-InterWorking Function
NIDD
Non-IP Data Delivery
PCRF
Policy and Charging Rules Function

P‑GW
PDN Gateway

PSM
Power Saving Mode

SCEF
Service Capability Exposure Function

SCS
Services Capability Server

SLF
Subscriber Location Function

SME
Short Message Entities

SMS-SC
Short Message Service-Service Centre

SRI
Send Routing Information

*************Next Change***************

4.3.3.6
T6a/T6b Reference Point Requirements

The T6a and T6b reference points shall fulfil the following requirements:

-
T6a connects the SCEF to the serving MME;

-
T6b connects the SCEF to the serving SGSN;

-
supports the following functionality:

-
monitoring event configuration by the SCEF at the serving MME/SGSN;

-
monitoring event reporting by the serving MME/SGSN to the SCEF.
-
NIDD to/from the serving MME.
*************Next Change***************

4.3.3.8
T6ai/T6bi Reference Point Requirements

The T6ai and T6bi reference points shall fulfil the following requirements:

-
T6ai connects the IWK-SCEF to the serving MME;

-
T6bi connects the IWK-SCEF to the serving SGSN;

-
T6ai/T6bi support the following functionality:

-
Monitoring Event reporting by the serving MME/SGSN to the IWK-SCEF;

-
Forwarding of the Monitoring configuration information from the MME/SGSN to the IWK-SCEF.

-
Forwarding of the NIDD configuration information from the MME to the IWK-SCEF;

-
NIDD between the serving MME and the IWK-SCEF.

*************Next Change***************

4.4.5
SGSN/MME/MSC

SGSN and MME specific functionality to support the Indirect and Hybrid models of MTC includes the following:

-
SGSN terminates the T5a reference point;

-
MME terminates the T5b reference point;

-
MSC terminates the T5c reference point;

-
MME terminates the T6a reference point;

-
SGSN terminates the T6b reference point;

-
receives a device trigger from the MTC-IWF;

-
encapsulates device trigger information in a NAS message sent to the UE used for MTC;

-
receives a device trigger acknowledgement from the triggering UE;

-
reports device trigger delivery success/failure status to the MTC-IWF;

-
may provide SGSN/MME congestion/load information to the MTC-IWF;

-
monitoring event configuration by the SCEF; and

-
monitoring event reporting to the SCEF.
-
The MME transfers non-IP data to the UE using a PDN connection to the SCEF as defined in TS 23.401 [7].

-
The MME transfers non-IP data to the (IWK-)SCEF.
-
MME may use the CP parameters for deriving the CN assisted eNodeB parameters. The CP parameters received from the HSS are used by the MME as input to derive the CN assisted eNodeB parameter values.

NOTE:
In this Release of the specification, T5a/b/c reference points are not specified.

*************Next Change***************

4.4.9
Interworking SCEF

The Interworking SCEF (IWK-SCEF) is optional. When deployed, the IWK-SCEF is located in the VPLMN for inter-connection with the SCEF of the HPLMN. The Interworking SCEF receives the Monitoring Event Reports from the underlying entities and sends them to the SCEF. The IWK-SCEF relays the non-IP data between the MME and the SCEF.
NOTE:
In this release the only VPLMN network entities connected towards the IWK-SCEF are the MMEs and SGSNs.

The functionality of the Interworking SCEF may include the following:

-
Normalization of reports according to roaming agreement between VPLMN and HPLMN, e.g. change the location granularity (from cell level to a level appropriate for the HPLMN) of Monitoring Event Reports received from the underlying entities; and

-
Optionally, generate charging/accounting information:

-
For generation of charging/accounting information, the IWK-SCEF receives the Monitoring configuration information as well as the Monitoring Event Report from the underlying nodes,

-
For generation of charging/accounting information, the IWK-SCEF receives the NIDD charging ID from the SCEF during the T6a Connection Establishment Procedure (see clause 5.x.1.2),
*************Next Change***************

4.5.x
Non-IP Data Delivery (NIDD) 
Functions for NIDD may be used to handle mobile originated (MO) and mobile terminated (MT) communication with UEs, where the packets used for the communication are considered unstructured from the EPS standpoint (which we refer to also as Non-IP). The support of Non-IP data is part of the CIoT EPS optimisations. The Non-IP data delivery to SCS/AS is accomplished by one of two mechanisms:

-
Delivery using SCEF;

-
Delivery using a Point-to-Point (PtP) SGi tunnel.

The delivery using a Point-to-Point (PtP) SGi tunnel is further described in TS 23.401 [7].

NIDD via the SCEF is handled using a PDN connection to the SCEF. The UE may obtain a Non-IP PDN connection to the SCEF either during the Attach procedure (see TS 23.401[7] clause 5.3.2.1) or via UE requested PDN connectivity (see TS 23.401[7] clause 5.10.2). 
NOTE 1:
The UE is not made aware that a particular Non-IP PDN connection is provided via SCEF or via PGW. However, the network informs the UE whether a particular Non-IP PDN connection uses Control plane CIoT Optimization (see TS 23.401 [7]).
An assocation between the SCS/AS and the SCEF needs to be established to enable transfer of non-IP data between the UE and the SCS/AS.
NOTE 2:
How and when the association between the SCS/AS and the SCEF is established is outside the scope of this specification. However, this specification does show the steps to do so but for informative purposes only.
NIDD via SCEF uses the User Identity to identify which UE a particular T6a connection belong to. The User Identity includes the user's IMSI, and/or user's MSISDN. Based on the criteira such as operator configuration, roaming agreements, SLA, SCEF configurations etc, the MME decides on which User Identity to include during T6a Connection Establishment (see clause 5.x.1). If MME decides to send the IMSI, it shall not be used on the interface between SCEF and SCS/AS. In order to perform NIDD configuration or to send or receive NIDD data, the SCS/AS shall use MSISDN or External Identifier to identify the user.

*************Next Change***************

5.x
Non-IP Data Delivery procedures
5.x.1  
T6a Connection Establishment
5.x.1.1  
General

When the UE performs the EPS attach procedure (see TS 23.401 [7]) with PDN type of "Non-IP", and the subscription information corresponding to either the default APN for PDN type of "Non-IP" or the UE requested APN includes the "Invoke SCEF Selection" indicator, then the MME initiates a T6a connection towards the SCEF corresponding to the "SCEF ID" indicator for that APN.
5.x.1.2  
T6a Connection Establishment Procedure
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Figure 5.x.1.2-1: T6a Connection Establishment Procedure
1.
UE performs steps 1-11 of the E-UTRAN Intial Attach procedure or step 1 of the UE requested PDN Connectivity procedure (see TS 23.401 [7]). The MME receives subscription information for a non-IP PDN connection to an APN that is associated with an “Invoke SCEF Selection” indicator, and SCEF ID. If theMSISDN is also associated with the user's subscription, then it is made available as User Identity to the MME by HSS.
2.
If the subscription information corresponding to either the default APN for PDN type of "Non-IP" or the UE requested APN includes "Invoke SCEF Selection" indicator, then instead of step 12-16 of the E-UTRAN Initial Attach procedure (see TS 23.401 [7]) clause 5.3.2.1) or instead of step 2-6 of the UE requested PDN connectivity procedure (see TS 23.401[7] clause 5.10.2), the MME shall create a PDN connection towards the SCEF  and allocate an EPS Bearer Identity (EBI) (see TS 23.401 [7]) to that PDN connection. The MME does so by sending a Create SCEF Connection Request (User Identity, EPS Bearer Identity, SCEF ID, APN) message towards the SCEF. 
NOTE 1:
The combination of EPS Bearer Identity, APN, and User Identity allows the SCEF to uniquely identify the PDN connection to the SCEF for a given UE.

NOTE 2:
The details of T6a interactions are left to Stage 3.
If an SCS/AS has performed the NIDD Configuration procedure (see 5.x.2) with the SCEF for User Identity received in step 2, then step 3 is executed. If no SCS/AS has performed the NIDD Configuration procedure (see 5.x.2) with the SCEF for User Identity received in step 2, then the SCEF initiates NIDD Configuration procedure with a default SCS/AS configured in the SCEF. The SCEF does so by sending a NIDD Configuration Request (External Identifier or MSISDN, SCS/AS Reference ID) message to the SCS/AS. The SCS/AS sends a NIDD Configuration Response (External Identifier or MSISDN, SCS/AS Reference ID, Cause, Maximum Number of NIDD, NIDD Duration, NIDD Destination Address) message to the SCEF to complete the association of the UE identified by External Identifier or MSISDN to the SCS/AS.
3.
The SCEF creates an SCEF EPS Bearer Context (see clause 5.3.x) for the user identified via User Identity and EBI. The SCEF sends a Create SCEF Connection Response (User Identity, EPS Bearer Identity, SCEF ID, APN, NIDD Charging ID) message towards the MME confirming establishment of the PDN connection to the SCEF for the UE. If the IWK-SCEF receives the Create SCEF Connection Response message from the SCEF, it shall forward it toward the MME.
NOTE 3:
The details of T6a interactions are left to Stage 3.
5.x.2  
NIDD Configuration 

Figure 5.x.2-1 illustrates the procedure of configuring necessary information at the SCEF and HSS. The procedure can also be used for replacing and deleting configuration information.
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Figure 5.x.2-1: Configuration for NIDD procedure

NOTE 1:
The interactions with the SCS/AS (e.g. steps 1 and 6) are outside the scope of 3GPP and are shown for informative purposes only.

1.
The SCS/AS sends an NIDD Configuration Request (External Identifier or MSISDN, SCS/AS Identifier, SCS/AS Reference ID, Maximum Number of NIDD, NIDD Duration, NIDD Destination Address, SCS/AS Reference ID for Deletion) message to the SCEF.

NOTE 2: It is upto the SCS/AS to determine whether and if NIDD Duration can be set to never expire.

NOTE 3: The SCS/AS is expected to be configured to use the same SCEF as the one selected by the MME during the UE's attachment to the network. 

NOTE 4: It is recommended that the NIDD configuration procedure is performed by the SCS/AS prior to the UE's attachment to the network. 

NOTE 5:
A relative priority scheme for the treatment of multiple SCS/AS NIDD Configuration Requests, e.g. for deciding which requests to serve under overload condition, can be applied. This priority scheme is used locally by the SCEF, i.e. it is neither used nor translated in procedures towards other functions.
NOTE 6:
MT non-IP data from the SCS/AS can be contained in the NIDD Configuration Request message. The SCEF can send the MT non-IP data to the UE only after PDN connection to the SCEF is established as defined in clause 5.x.1.2. In such cases, upon completion of step 6, steps 2-7 from clause 5.x.3 are executed.

2.
The SCEF stores the External Identifier or MSISDN, SCS/AS Reference ID, SCS/AS Identifier, NIDD Destination Address, NIDD Duration, and Maximum Number of NIDD. If either the SCS/AS is not authorized to perform this request (e.g. based on policies, if the SLA does not allow for it) or the NIDD Configuration Request is malformed, the SCEF performs step 6 and provides a Cause value appropriately indicating the error. If the SCEF received an SCS/AS Reference ID for Deletion, then SCEF derives the related T6a connection to be released. Depending on the configuration, the SCEF may change the NIDD Duration.

3.
The SCEF sends an NIDD Authorization Request (External Identifier or MSISDN, APN, SCEF ID) message to the HSS to authorize the NIDD configuration request for the received External Identifier or MSISDN, and to receive necessary information for NIDD such as load control etc, if required.
4. The HSS examines the NIDD Authorization Request message, e.g. with regard to the existence of External Identifier or MSISDN and maps the external identifier to IMSI and/or MSISDN. If this check fails, the HSS follows step 5 and provides a result indicating the reason for the failure condition to the SCEF.

5.
The HSS sends an NIDD Authorization Response (IMSI and/or MSISDN, Result) message to the SCEF to acknowledge acceptance of the NIDD Authorization Request. This message may include additional information for NIDD such as load control.
6.
The SCEF sends an NIDD Configuration Response (SCS/AS Reference ID, Cause) message to the SCS/AS to acknowledge acceptance of the NIDD Configuration Request and the deletion of the identified NIDD configuration, if it was requested. If any additional information was received in step 5 the the SCEF applies it.
5.x.3  
Mobile Terminated NIDD procedure
Figure 5.x.3-1 illustrates the procedure using which the SCS/AS sends non-IP data to a given user as identified via External Identifier or MSISDN. This procedure assumes that procedure in clause 5.x.1 is completed.
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Figure 5.x.3-1: Mobile Terminated NIDD procedure
NOTE 1:
The interactions with the SCS/AS (e.g. steps 1 and 6) are outside the scope of 3GPP and are shown for informative purposes only.

1.  If SCS/AS has already activated the NIDD service for a given UE, and has downlink non-IP data to send to the UE, the SCS/AS sends a NIDD Submit Request (External Identifier or MSISDN, SCS/AS Reference ID, non-IP data) message to the SCEF.  
2. If a valid SCEF EPS bearer context corresponding to the External Identifier or MSISDN included in step 1 is found, then the SCEF checks whether the SCS/AS is authorised to send NIDD requests and that the SCS has not exceeded its quota (e.g. 200 bytes in 24hrs) or rate (e.g. 10 bytes / hour) of data submission. If this check fails, the SCEF sends a NIDD Response with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise, the flow continues with step 3.
 If no valid SCEF EPS bearer context is found, then the SCEF, depending on configuration, may either:

- 
send a NIDD response with appropriate error cause value. The flow stops at this step; Or

-
perform device triggering towards the UE (using T4 SMS trigger, refer to clause 5.2.2) to establish a Non-IP PDN connection towards the SCEF. In this case, step 6 with an appropriate cause value is executed; Or

-
accept the NIDD Submit Request, and execute step 6 with an appropriate cause value, and wait for the UE to perform a procedure (see TS 23.401 [7]) causing the establishment of a PDN connection to the SCEF (see clause 5.x.1.2).
NOTE 2:
The duration for which the SCEF may wait for establishment of a PDN connection to the SCEF for the given UE is implementation dependent.
3.  If a valid SCEF EPS bearer context corresponding to the External Identifier or MSISDN included in step 1 is found, then the SCEF sends a NIDD Submit Request (User Identity, EPS Bearer ID, SCEF ID, non-IP data) message toward the MME.
If the IWK-SCEF receives a NIDD Submit Request message from the SCEF, it relays the message to the MME. 
4.
The MME delivers the non-IP data to the UE using data transfer via the MME procedure as described clause 5.3.4B.3 of TS 23.401[7]. Depending on operator configuration, the MME may generate the necessary accounting information required for charging. The MME then follows step 5 to deliver a successful result toward the SCEF.
NOTE: the successful result does not imply the data is successfully received at the UE, but just the UE has responded to Paging and it is reachable.
5.
The MME confirms the result towards the SCEF. The IWK-SCEF may perform charging procedures for the NIDD delivery.
If the MME cannot deliver the non-IP data, e.g. because the UE is not reachable, it indicates this to the SCEF. If the SCEF stores the non-IP data, the SCEF registers with the MME for being informed when the UE becomes active by using the "UE reachability" Monitoring Event (see clause 5.6.1.4). 
6.
The SCEF confirms the transfer towards the SCS/AS or informs the SCS/AS of delayed delivery via an appropriate cause code.
5.x.4  
Mobile Originated NIDD procedure
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Figure 5.x.4-1: Mobile Originated NIDD procedure
NOTE 1:
The interactions with the SCS/AS (e.g. steps 3, and 4) are outside the scope of 3GPP and are shown for informative purposes only.

1.
The UE sends a NAS message with EPS bearer ID and non-IP data to the MME as per the procedure described in clause 5.3.4B.2 of TS 23.401 [7] (steps 0 – 2). 
2.
The MME sends NIDD Submit Request (User Identity, EBI, non-IP data) message to the SCEF. In the roaming case, the MME sends the message to the IWK-SCEF which forwards the message to the SCEF over T7.

3.
When the SCEF receives the non-IP data on the T6a (or T7) interface, and finds a valid SCEF EPS bearer context and the related SCS/AS Reference ID, then it sends the non-IP data to the appropriate SCS/AS.
4-6.
The SCS/AS may send Downlink data as an acknowledgement for the NIDD delivery. Steps 10 – 12 of the Data via MME procedure as specified in clause 5.3.4B.2 of TS 23.401 [7] are executed.
5.x.5  
T6a Connection Release
5.x.5.1  
General

The MME releases the T6a connection(s) towards the SCEF(s) corresponding to the "SCEF ID" indicator for that APN in the following cases:
· UE-initiated Detach procedure for E-UTRAN, or 
· MME-initiated Detach procedure, or 
· the HSS-initiated Detach procedure, or 
· UE or MME requested PDN disconnection procedure.

5.x.5.2  
T6a Connection Release procedure 
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Figure 5.x.5.2-1: T6a Connection Release procedure
1.  The UE performs step 1 of the UE-initiated Detach procedure for E-UTRAN (see clause 5.3.8.2.1 TS 23.401[7]), or the MME performs the MME-initiated Detach procedure (see clause 5.3.8.3 of TS 23.401 [7]), or the HSS performs step 1a of the HSS-initiated Detach procedure (see clause 5.3.8.4 of TS 23.401 [7]), or the UE/MME performs steps 1a-1b of the UE or MME requested PDN disconnection procedure (see clause 5.10.3 of TS 23.401 [7]) for which the PDN connection to an SCEF exists. 
2.  If the MME has an active EPS bearer context(s) corresponding to the PDN connection to the SCEF(s), then for each active EPS bearer context, the MME sends a Delete SCEF Connection Request (User Identity, EPS Bearer Identity, SCEF ID, APN) message towards the SCEF. The MME marks in its EPS bearer context that the information in the SCEF is invalid. 

NOTE 1:
The details of T6a/T7 interactions are left to Stage 3.

3.  The SCEF sends a Delete SCEF Connection Response (User Identity, EPS Bearer Identity, SCEF ID, APN) message towards the new MME indicating acceptance of the removal of SCEF Connectivity Service information for the UE. The SCEF marks in its SCEF EPS bearer context that the information in the MME is invalid. 

NOTE 2:
The details of T6a/T7 interactions are left to Stage 3.

************* Change***************

5.x.6  
Serving node relocation procedure over T6a
5.x.6.1  
General
Mobility may happen with respect to a non-IP PDN connection via the SCEF as a result of a TAU procedure. The following procedures apply:

-
Successful TAU on a new MME,

-
Failed TAU.

5.x.6.2  
Successful TAU procedure with T6a
The procedure in Figure 5.x.6.2-1 applies when a T6a PDN connection exists for a UE that executes a successful TAU procedure to a new MME.
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Figure 5.x.6.2-1: T6a and successful TAU procedure
1.
UE performs a successful TAU procedure (see TS 23.401 [7]) and the new MME receives subscription information for a non-IP PDN connection to an APN that is associated with an “Invoke SCEF Selection” indicator and an associated SCEF ID.

2.
If the subscription information corresponding to either the default APN for PDN type of "Non-IP" or the UE requested APN includes "Invoke SCEF Selection" indicator, then the MME shall create a PDN connection to the SCEF or to the IWK-SCEF, using the already allocated EBI. Like in 5.x.1.2  "T6a Connection Establishment Procedure "The MME does so by sending an Update Serving Node Information Request (User Identity, EPS Bearer Identity, SCEF ID, APN) message towards the SCEF. 
NOTE 1:

The details of T6a interactions are left to Stage 3.


If the IWK-SCEF receives the Update Serving Node Information Request message from the MME, it shall forward it to the SCEF.
3.
The SCEF creates an SCEF EPS Bearer Context (see clause 5.3.x) for the user identified via User Identity. The SCEF sends Update Serving Node Information Response (User Identity, EPS Bearer Identity, Cause, NIDD Charging ID) message toward the MME confirming establishment of the PDN connection to the SCEF for the UE. If the IWK-SCEF receives the Update Serving Node Information Response message from the SCEF, it shall forward it to the MME.
NOTE 2:

The details of T6a interactions are left to Stage 3.

************* Change***************
5.x.7
Charging Principles

The support of accounting functionality for NIDD via SCEF is optional. Depending on operator configuration the MME, SCEF and IWK-SCEF support accounting functionality for NIDD via SCEF.

Accounting information shall be generated for every NIDD request and response message.

Accounting information, e.g. number of successful NIDD Submit Request, number of failed NIDD Submit Request etc is collected by the MME, SCEF, and IWK-SCEF for intra-operator use, and also for inter-operator settlements.

NOTE 2:
The details of the required accounting information are outside the scope of this specification.

The NIDD via SCEF feature shall support charging in accordance with TS 32.240 [28]. Interaction with Offline Charging systems shall be supported.

************* Change***************

5.3
Information Storage

5.3.0 
General

This clause describes the context information that is stored in the different nodes for MTC device trigger procedure, and NIDD procedures.
************* Change***************

5.3.x
SCEF

The SCEF maintains the following EPS bearer context information for UEs. Table 5.3.x-1 shows the context fields for one UE.

Table 5.3.x-1: SCEF EPS bearer context

	Field
	Description
	E-UTRAN

	User Identity
	Either IMSI, MSISDN or External Identifier.
	X

	APN 
	An APN that uniquely identifies an SCEF connection.
	X

	NIDD Charging ID
	Charging identifier included in charging records generated by the MME, the SCEF and IWK-SCEF.
	X

	EPS Bearer ID 
	An EPS bearer identity that uniquely identifies an EPS bearer for the UE and a context in the SCEF.
	X

	Serving Node Information
	MME IP address being used for the SCEF connection.
	X


************* End Changes ***************
_1517284103.vsd
UE


MME


SCEF


1.Attach procedure or 
PDN Connectivity procedure


2. Create SCEF Connection Request 


3. Create SCEF Connection Response 


IWK-SCEF


ROAMING



_1517284684.vsd
UE


MME


IWK-SCEF


SCEF


SCS/AS


1. MO non-IP Data


3. NIDD Request


2. NIDD Submit Request


4. NIDD Response


5. NIDD Submit Response



_1517284982.vsd
UE


MME


IWK-SCEF


SCEF


HSS


1. Detach procedure or  PDN disconnection procedure


2. Delete SCEF Connection Request


3. Delete SCEF Connection Response



_1517285188.vsd
Old MME


New MME


IWK-SCEF


SCEF


1. UE context is sent to the new MME, including non-IP PDN connection information


2. Update Serving Node Information Request 


3. Update Serving Node Information Response



_1517284418.vsd
UE


MME


HSS


IWK-SCEF


SCS/AS


SCEF


1. NIDD Submit Request


2. Authorization and load control


3. NIDD Submit Request     


4. NIDD Delivery


5. NIDD Submit Response


6. NIDD Submit Response


ROAMING



_1517283888.vsd
HSS


SCEF


SCS/AS


1. NIDD Configuration Request


2. SCEF handling


3. NIDD Authorization Request


4. HSS handling


5. NIDD Authorization Response


6. NIDD Configuration Response



