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	Reason for change:
	In one-to-one communication, as stated in section 6.5.2, the signalling messages are interracted without any protection before the security is established. 
And it shall be noted that all the signallings are beared on PDCP layer and also the protection for the signallings between the UEs is provided at the PDCP layer. 
Therefore, it means there needs a PDCP format to bear the signallings that can not apply the confidentiality protection.
Reference to the figure below, currently for one-to-one ProSe direct communication, the 16-bit KD-sess ID and 16-bit Counter parameters are carried in the PDCP header, along with any MAC that is needed for integrity protection.
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As a result, before the security is established, it is suggested that the KD-sess and Counter are set to zeros, which can be as following:
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Actually, RAN2 has already defined such a PDCP format for this scenario in section 5.6.2 of TS36.323, which is:

“For the SLRB that does not need ciphering and deciphering, the UE shall set KD-sess and PDCP SN to “0” in the PDCP PDU header.” 



	
	

	Summary of change:
	In one-to-one communication, for the signallings that can not or is not configured to apply the confidentiality protection or are configured , the KD-sess and Counter in PDCP format are set to zeros.
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	Lack of PDCP format for the signallings that can not or is not configured to apply the confidentiality protection .

	
	

	Clauses affected:
	6.5.3.1, 6.5.6.4

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


****************************Start of the first change************************
6.5.3.1
Description of differet layers of keys and their identities
ProSe Direct One-to-one communication uses 4 different layers of keys. These are the following:

Long term key: This is the key that is provisioned (see the individual cases in 6.5.4 for more information on the provisioning) into the UE and is the root of the security for one-to-one communications. It may be a symmetric key or public/private key pair depending on the particular use case. Authentication signalling (denoted as “Direct Authentication and Key Establishment” - see subclause 6.5.4) is exchanged between the UEs and possibly some entities in the network, for example in the ProSe UE-to-network relay case to derive the KD. The long term key is identified by the Long term ID.
KD: This is a 256-bit root key that is shared between the two entities communicating using ProSe Direct one-to-one communications. It may be refreshed by re-running the authentication signalling using the Long term key. In order to generate a KD-sess (the next layer of keys), nonces are exchanged between the communicating entities. KD may be kept even when the UEs have no active one-to-one communication session between them. The KD ID is used to identify KD.
KD-sess: This is the 256-bit key that is the root of the actual security context that is being used (or at least in the process of being established) to protect the transfer of data between the UEs. During a communication between the UEs, the KD-sess may be refreshed by running the rekeying procedure (see subclause 6.X.5.3). The actual keys (see next bullet) that are used in the confidentiality and integrity algorithms are derived directly from KD-sess. The 16 bit KD-sess ID identifies the KD-sess. 
A KD-sess ID with a zero value indicates no security is used and hence the UEs shall not assign an all zero value of KD-sess ID when creating a security context.
PEK and PIK: The ProSe Encryption Key (PEK) and ProSe Integrity Key (PIK) are used in the chosen confidentiality and integrity algorithms respectively. They are derived from KD-sess and are refreshed automatically every time KD-sess is changed. 

****************************End of the first change************************

****************************Start of the second change************************

6.5.6.4
Security contents in the PCDP header

The 16-bit KD-sess ID and 16-bit Counter parameters are carried in the PDCP header, along with any MAC that is needed for integrity protection. This is illustrated in the Figure 6.5.6.4-1.
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Figure 6.5.6.4-1: Security contexts of the PDCP header for one-to-one communications
If the configuration is not to use confidentiality protection for one-to-one communication user plane, then the UE shall set the values of the security information (KD-sess ID and Counter) to zero in the header of the user plane PDCP packets.
For the signalling messages that are not protected, the KD-sess and Counter in PDCP format are set to zeros in the header of the PDCP packet.
****************************End of the second change************************
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