
3GPP TSG-SA3 Meeting #82 
S3-160266
Dubrovnik, Croatia 1-5 February 2016












Revision of S3-160184
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	33.303
	CR
	0099
	rev
	2
	Current version:
	13.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Protection for restricted discovery to reduce processing at the monitoring UE-side 

	
	

	Source to WG:
	Qualcomm Incorporated

	Source to TSG:
	S3

	
	

	Work item code:
	eProSe-EXT-SA3
	
	Date:
	2016-02-02

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	Restricted discovery now has security flows and procedures. Some details need to be added that will reduce the amount of processing that a monitoring/discoverer UE has to do, while keeping the security requirements met.
If the 4 least significant bits of the UTC based counter are set to zero, that reduces the processing load from computing the scrambling keystream at the sender and especially at the receiver side; i.e., the frequency with which a new scrambling key for a code is computed is reduced to once per 16 second period.

In addition, there is lack of clarity as to which combination of keys (DUIK, DUSK, DUCK) may be provided given a certain use case type in the main body of the specification, so that the security requirements are met.

	
	

	Summary of change:
	If confidentiality is applied to a discovery message upon sending, then the number of bits that matching is performed on after de-scrambling but before decryption should be sufficient to ensure false positives upon receiving are very rare: e.g. 16 bits.
The 4 least significant bits of the UTC based counter be set to zero for purposes of scrambling application, in order to reduce the processing load at the sender and receiver side.
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**** FIRST CHANGE ****

6.1.3.4.3.1
General

There are three general types of security that are used to protect the restricted discovery messages as they are transferred over the PC5 interface between the UEs. 

Firstly, integrity protection is provided by appending a MIC as in Open Discovery (see subclauses 6.1.3.3.1). The MIC is calculated in the sending UE using a received Discovery User Integrity Key (DUIK) and may either be checked at the receiving UE using the supplied DUIK or at the ProSe Function using the DUIK.  

Secondly, scrambling protection, which ensures that there is no relationship between the discovery messages sent by a particular UE, i.e. to prevent tracking of a UE over time. A scrambling keystream is calculated from the Discovery User Scrambling Key (DUSK) and the UTC-based counter associated with the discovery slot (see 6.1.3.4.3.5 for more details on the calculation).

Finally, message-specific confidentiality, which provides confidentiality protection for part of the discovery message. This is used either when several UEs use the same DUSK or if it is desired to obfuscate part of the discovery message from some of the UEs that are allowed to discover the UE. A keystream is calculated from the Discovery User Confidentility Key (DUCK), the content of the message and the UTC-based counter associated with the discovery slot (see 6.1.3.4.3.6 for more details on the calculation).
The security procedures that are applied at the sending and receiving UE are controlled by the ProSe Function by sending the Code-Sending Security Parameters and/or Code-Receiving Security Parameters to the appropriate UE (i.e. the UE shall support all of integrity protection, scrambling and message specific confidentiality). To achieve integrity protection for a ProSe restricted discovery message, either a DUSK or a DUIK needs to be provided. When a DUCK is used to apply message specific confidentiality, a DUIK is required for integrity protection as more than one message is being protected. Examples of combinations of Discovery User Keys according to use case type is provided in Annex G.

At the receiving side, the scrambling protection must be undone before any matching can be attempted. Given that the operation of undoing message-specific confidentiality is computationally intense, the matching operation that precedes it should have a very minimal chance of a false positive. To this end, the ProSe Function should ensure the number of bits in a discovery message that can be matched after any scrambling has been undone is at least 16 (leading to a false positive chance of 1 in 65,536 or less).   
**** NEXT CHANGE ****
6.1.3.4.3.5
Scrambling description

The sending UE does the following:      
1. Set the 4 LSBs of the UTC-based counter equal zero, for the purpose of this scrambling calculation only.

2. Compute the time-hash-bitsequence from DUSK and the UTC-based counter (modified as in step 1), passed through a keyed hash function.

3. XOR the time-hash-bitsequence with the entire Discovery Message (including MIC) being processed.

The receiving UE does the exact same steps except applied to the received message being processed.

**** END OF CHANGES ****
