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*** FIRST MODIFICATION ***

[bookmark: _Toc437505273][bookmark: _Toc437505159]6.5.1.1	REPORT record information
The REPORT record is used to report non-communication related subscriber actions (events) and for reporting unsuccessful packet-mode communication attempts.
The REPORT record shall be triggered when:
-	the target's mobile station performs a GPRS attach procedure (successful or unsuccessful);
-	the target's mobile station performs a GPRS detach procedure;
-	the target's mobile station is unsuccessful at performing a PDP context activation procedure;
-	the target's mobile station performs a cell, routing area, or combined cell and routing area update;
-	the interception is activated after target's mobile station has successfully performed GPRS attach procedure;
-	optionally when the target's mobile station leaves the old SGSN;
-	optionally when the target's mobile station enters or leaves IA;
-	the target's mobile station sends an SMS-Mobile Originated (MO) communication. Dependent on national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the target MS or, when the 3G SGSN receives notification that the SMS-Centre successfully received the SMS;
	national regulations may mandate that a REPORT record shall be triggered when the 3G SGSN receives an SMS-MO communication from the target's mobile station;
-	the target's mobile station receives a SMS Mobile-Terminated (MT) communication. Dependent on national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from the SMS-Centre or, when the 3G SGSN receives notification that the target MS successfully received the SMS;
	national regulations may mandate that a REPORT record shall be triggered when the 3G SGSN receives an SMS-MT communication from the SMS-Centre destined for the target's mobile station;
-	as a national option, a mobile terminal is authorized for service with another network operator or service provider; in that case, other related events are required as cancel location, register location, location information request from a third party’s node;
-	as a national option, a REPORT record have to be generated when there is a HLR subscriber record change of IMSI or of MSISDN triggered by a messages to or from the HLR;
-	packet data header reporting is performed on an individual intercepted packet basis and a packet is detected as it is sent or received by the target for a packet-data communication PDP Context.;
-	when packet data summary reporting is performed on an summary basis for a packet-data communication PDP Context.associated with a particular packet flow (defined as the combination of source IP address, destination IP address, source port, destination port, and protocol and for IPv6 also include the flow label) and:
-	the packet flow starts, 
-	an interim packet summary report is to be provided, or
-	packet flow ends including the case where PDP Context is deactivated.
An interim packet data summary report is triggered if:
-	the expiration of a configurable Summary Timer per intercept occurs.  The Summary Timer is configurable in units of seconds. or
-	a per-intercept configurable count threshold is reached.
Packet Data Header Information  is reported either on a per-packet (i.e., non-summarised) basis or in a summary report.  These reports provide IRI associated with the packets detected. The packet data header information related REPORT record is used to convey packet data header information during an active packet-data communication PDP Context.
Note – in the case of IP Fragments, Packet Data Header Information on a 6-tuple basis may only be available on the first packet and subsequent packets may not include such information and therefore may not be reported.
.
Table 6.3: GPRS Attach REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	CM
	Shall pProvide GPRS Attach event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	failed attach reason
	C
	For failed attach attempts of the target, pProvide information about the reason for the failed attach attempts of the target.



Table 6.4: GPRS Detach REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	CM
	Shall pProvide GPRS Detach event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.



Table 6.5: PDP Context Activation (unsuccessful) REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	Provide to identify either theWhen a:
-	static address requested by the target's MS in association with a target-initiated PDP context activation request for is unsuccessful PDP context activation requests; or
-	address offered by the network in association with a network-initiated PDP context activation request when and the target's MS rejects the network-initiated PDP context activation,
the address requested or offered shall be reported.

	iP assignment
	C
	When an observed PDP address is reported, shall pProvide to indicate observed PDP address is statically or dynamically assigned.

	event type
	CM
	Shall pProvide PDP Context Activation event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	access point name
	C
	Provide toIf available (i.e., provided by the UE) shall identify either the:
-	packet data network to which the target requested to be connected when the target's mobile station is unsuccessful at performing a PDP context activation procedure (MS to Network); or
-	access point of the packet data network that requested to be connected to the MS when the target's mobile station rejects a network-initiated PDP context activation (Network to MS).

	PDP type
	C
	When an observed PDP address is reported, pProvide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	CM
	Shall be pProvided to indicate whether the PDP context activation is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	failed context activation reason
	CM
	Provide Iinformation about the reason for failed context activation attempts of the target shall be provided.

	umts QOS
	C
	Provide to identify the QOS parameters.



Table 6.6: Location Information Update REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	CM
	Shall pProvide Location Information Update event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS. This parameter, in case of inter-SGSN RAU, will be sent only by the new SGSN.

	old location information
	O
	Provide (only by the old SGSN), when authorized and if available, to identify the old location information for the target's MS.

	ldi event
	O
	Provide, when authorized, to indicate whether the target is entering or leaving the interception area (only applicable for location dependant interception).



Location Information Update REPORT Record shall be sent in the following cases:
-	when the target's mobile station moves to the new SGSN;
-	optionally when the target's mobile station leaves the old SGSN;

Table 6.7: SMS-MO and SMS-MT Communication REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	CM
	Shall pProvide SMS event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	SMS originating address
	O
	Provide to identify the originating and destination address of the

	SMS destination address
	
	SMS message

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	SMS
	C
	Provide, when authorized, to deliver SMS content, including header which is sent with the SMS-service.

	service centre address
	C
	If SMS content is not provided, shall be pProvided to identify the address of the relevant SMS-C server. If SMS content is provided, this parameter is optional.

	SMS initiator
	M
	Shall be provided to iIndicates whether the SMS is MO, MT, or Undefined.



Table 6.8: Serving System REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	event type
	CM
	Shall pProvide Serving System event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Network identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	serving system identifier
	CM
	Shall pProvide the VPLMN id (Mobile Country Code and Mobile Network Country, E. 212 number [87]).

	 serving SGSN-Number
	C
	Provide to identify the The E.164 number of the serving SGSN shall be provided when available.

	 serving SGSN-Address
	C
	Provide to identify the The IP address of the serving SGSN shall be provided when available.

	 serving S4-SGSN-address
	C
	Provide theThe Diameter Origin-Host and Origin-Realm of the serving S4‑SGSN shall be provided when available.



Table 6.9: Start Of Interception with mobile station attached REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	CM
	Shall pProvide Start Of Interception with mobile station attached event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.



Start Of Interception with mobile station attached REPORT Record shall be sent in the following case:
-	the interception is activated any time after target's mobile station has successfully performed GPRS attach procedure.
Table 6.9A: Packet Data Header Information REPORT Record 
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	If available, shall be pProvided in the following cases to identify the:
-	static address requested by the target's MS, and allocated by the Network for a successful PDP context activation.
-	address allocated dynamically by the network to the target MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address.
-	address offered by the network in association with a network-initiated PDP context activation request when the target's MS accepts the network-initiated PDP context activation request.

	event type
	M
	Shall pProvide the Packet Data Header Information event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	access point name
	C
	If available, shall be pProvided to identify the packet data network to which the target is connected.

	PDP type
	C
	When a PDP address is provided, shall pProvide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	network identifier
	M
	Shall be provided.

	correlation number
	M
	Shall pProvide to uniquely identify the PDP context delivered to the LEMF used to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	packet data header information
	M
	Shall be provided to identify the packet header information to be reported on a per-packet basis as defined in Table 6.9B or on a summary basis.  For summary reporting includes one or more packet flow summaries where each packet flow summary is associated with a particular packet flow as defined in Table 6.9C. 

	NSAPI
	O
	Provided for additional information.




Table 6.9B: Contents of per-packet, packet data header information parameter 
	Parameter
	MOC
	Description/Conditions

	source IP address
	C
	Provide when mapping packet header information to identify the source IP address for a particular packet flow.

	source port number
	C
	Provide when mapping packet header information to report the source port number for a particular packet flow when the transport protocol supports port numbers.

	destination IP address
	C
	Provide when mapping packet header information to Identify the destination IP address for a particular packet flow.

	destination port number
	C
	Provide when mapping packet header information to report the destination port number for a particular packet flow when the transport protocol supports port numbers.

	transport protocol
	C
	Provide when mapping packet header information to identify the transport protocol (e.g., TCP) for a particular packet flow.

	flow label
	C
	Provide when mapping packet header information for IPv6 only for a particular packet flow.

	direction
	M
	Shall be provided.  Identifies the direction of the packet (from target or to target).  

	packet size
	O
	Provide when mapping packet header information to convey the value contained in Total Length Fields of the IPv4 packets or the value contained in the Payload Length fields of the IPv6 packets.

	packet data header copy
	C
	Provide when reporting a copy of the entire packet header information rather than mapping individual information and so it is alternative to the individual information.  




Table 6.9C: Contents of a single summary flow packet data header information parameter 
	Parameter
	MOC
	Description/Conditions

	source IP address
	M
	Shall be provided.  Identifies the source IP address for a particular packet flow.

	source port number
	C
	Provide to report the source port number for a particular packet flow when the transport protocol supports port numbers.

	destination IP address
	M
	Shall be provided.  Identifies the destination IP address for a particular packet flow.

	destination port number
	C
	Provide to report the destination port number for a particular packet flow when the transport protocol supports port numbers.

	transport protocol
	M
	Identifies the transport protocol (e.g., TCP) for a particular packet flow.

	flow label
	C
	Provide for IPv6 only for a particular packet flow.

	summary period
	M
	Shall pProvides the period of time during which the packets of a particular packet flow of the summary report were sent or received by the target and defined by specifying the time when the first packet and the last packet of the reporting period were detected. 

	packet count
	M
	Shall pProvides the number of packets detected for a particular packet flow.

	sum of packet sizes
	O
	Provides the sum of values contained in Total Length Fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	packet data summary reason
	M
	Shall pProvides the reason for the report being delivered to the LEMF (i.e., timeout, count limit, end of session).



Table 6.9D: HLR subscriber record change REPORT Record
	Parameter
	MOC
	Description/Conditions

	New observed MSISDN
	C
	Provide at least one and others when available.

	New observed IMSI
	
	

	New Observed IMEI
	
	

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	observed IMEI
	
	

	event type
	CM
	Shall pProvide HLR subscriber record change event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall provide the nNetwork identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	carrier Specific Data
	CO
	Provide to raw data of this specific update.



Table 6.9E: Cancel location REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	event type
	CM
	Shall pProvide cancel Location change event type. (purge from HLR sent to SGN included).

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall provide the Nnetwork identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	previous serving system identifier
	C
	If available, shall pProvide the previous VPLMN id (Mobile Country Code and Mobile Network Country, defined in E212 [87])).

	previous serving SGSN-Number
	C
	Provide to identify the E.164 number of the previous serving SGSN, if available.

	previous serving SGSN-Address
	C
	Provide to identify the IP address of the previous serving SGSN, if available.

	previous serving S4-SGSN-address
	C
	Provide the Diameter Origin-Host and Origin-Realm of the previous serving S4‑SGSN, if available.



Table 6.9F: Register location REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	event type
	CM
	Shall pProvide register location event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall provide the Nnetwork identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	previous serving system identifier
	C
	If available, shall pProvide the previous VPLMN id (Mobile Country Code and Mobile Network Country; defined in E212 [87]) ).

	previous serving SGSN-Number
	C
	Provide to identify the E.164 number of the previous serving SGSN, if available.

	previous serving SGSN-Address
	C
	Provide to identify the IP address of the previous serving SGSN, if available.

	previous serving S4-SGSN-address
	C
	Provide the Diameter Origin-Host and Origin-Realm of the previous serving S4‑SGSN, if available.

	serving system identifier
	CM
	Shall pProvide the previous current VPLMN id (Mobile Country Code and Mobile Network Country, defined in E212 [87])).

	serving SGSN-Number
	C
	Provide to identify the E.164 number of the current serving SGSN, if available.

	serving SGSN-Address
	C
	Provide to identify the IP address of the current serving SGSN, if available.

	serving S4-SGSN-address
	C
	Provide the Diameter Origin-Host and Origin-Realm of the current serving S4‑SGSN, if available.



Table 6.9G: Location information request REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	event type
	CM
	Shall pProvide location information request event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall provide the Nnetwork identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	requesting network identifier
	C
	Provide the requesting network identifier PLMN id (Mobile Country Code and Mobile Network Country, defined in E212 [87]). 
(Editor’s Note:  The specific condition for this parameter needs clarification and consideration can be given to reporting whatever requesting network identifier is observed regardless of whether that identifier is a PLMN id in accordance with E212.)

	requesting node type
	C
	For GMSC; SMS Centre; GMLC, MME, SGSN, shall pProvide the requesting node type (GMSC; SMS Centre; GMLC, MME, SGSN)








*** SECOND MODIFICATION ***

6.5.1.2	BEGIN record information
The BEGIN record is used to convey the first event of packet-data communication interception.
The BEGIN record shall be triggered when:
-	successful PDP context activation;
-	the interception of a target's communications is started and at least one PDP context is active. If more than one PDP context is active, a BEGIN record shall be generated for each PDP context that is active;
-	during the inter-SGSN RAU, when the target has at least one PDP context active and the PLNM has changed;
-	the target entered an interception area and has at least one PDP context active.
Table 6.10: PDP Context Activation (successful) BEGIN Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	CM
	Shall pProvide to identify one of the following:
-	static address requested by the target's MS, and allocated by the Network for a successful PDP context activation;
-	address allocated dynamically by the network to the target MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address; or
-	address offered by the network in association with a network-initiated PDP context activation request when the target's MS accepts the network-initiated PDP context activation request.

	iP assignment
	CM
	Shall pProvide to indicate observed PDP address is statically or dynamically assigned.

	event type
	CM
	Shall pProvide PDP Context Activation event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	access point name
	CM
	Shall pProvide to identify the:
-	packet data network to which the target requested to be connected when the target's MS is successful at performing a PDP context activation procedure (MS to Network).
-	access point of the packet data network that requested to be connected to the MS when the target's MS accepts a network-initiated PDP context activation (Network to MS).

	PDP type
	CM
	Shall pProvide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	CM
	Shall pProvide to indicate whether the PDP context activation is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided.

	correlation number
	CM
	Shall pProvide to uniquely identify the PDP context delivered to the LEMF and to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	umts QOS
	C
	If available, shall pProvide to identify the QOS parameters.

	NSAPI
	O
	Provided for additional information.



Table 6.11: Start Of Interception (with PDP Context Active) BEGIN Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	CM
	Shall pProvide to identify the:
-	static address requested by the target's MS, and allocated by the Network for a successful PDP context activation.
-	address allocated dynamically by the network to the target MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address.
-	address offered by the network in association with a network-initiated PDP context activation request when the target's MS accepts the network-initiated PDP context activation request.

	event type
	CM
	Shall pProvide Start Of Interception With PDP Context Active event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	access point name
	CM
	Shall pProvide to identify the:
-	packet data network to which the target requested to be connected when the target's MS is successful at performing a PDP context activation procedure (MS to Network).
-	access point of the packet data network that requested to be connected to the MS when the target's MS accepts a network-initiated PDP context activation (Network to MS).

	PDP type
	CM
	Shall pProvide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	C
	If available, shall pProvide to indicate whether the PDP context activation is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided.

	correlation number
	CM
	Shall pProvide to uniquely identify the PDP context delivered to the LEMF and to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	umts QOS
	C
	If available, shall pProvide to identify the QOS parameters.

	NSAPI
	O
	Provided for additional information.




*** THIRD MODIFICATION ***

[bookmark: _Toc437505275]6.5.1.3	CONTINUE record information
The CONTINUE record is used to convey events during an active packet-data communication PDP Context.
The CONTINUE record shall be triggered when:
-	an active PDP context is modified;
-	during the inter-SGSN RAU, when target has got at least one PDP context active, the PLMN does not change and the triggering event information is available at the DF/MF.
In order to enable the LEMF to correlate the information on HI3, a new correlation number shall not be generated within a CONTINUE record.
Table 6.12: PDP Context Modification CONTINUE Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	If the PDP address is modified, shall provide tThe observed address after modification
Provide to identify the:
-	static address requested by the target's MS, and allocated by the Network for a successful PDP context activation.
-	address allocated dynamically by the network to the target MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address.
-	address offered by the network in association with a network-initiated PDP context activation request when the target's MS accepts the network-initiated PDP context activation request.
Otherwise, it is optional to send it.

	event type
	CM
	Shall pProvide the PDP Context Modification event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	access point name
	CM
	Shall Provide to identify the:
-	packet data network to which the target requested to be connected when the target's MS is successful at performing a PDP context activation procedure (MS to Network).
-	access point of the packet data network that requested to be connected to the MS when the target's MS accepts a network-initiated PDP context activation (Network to MS).

	PDP type
	C
	When reporting the PDP address, shall pProvide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	C
	If available shall pProvide to indicate whether the PDP context modification is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided.

	correlation number
	CM
	Shall pProvide to uniquely identify the PDP context delivered to the LEMF used to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	umts QOS
	C
	If available and changed, shall pProvide to identify the QOS parameters. If umts QOS is not changed, it is optional to be reported.

	NSAPI
	O
	Provided for additional information.



Table 6.13: Start Of Interception (with PDP Context Active) CONTINUE Record (optional)
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	CM
	Shall pProvide to identify the:
-	static address requested by the target's MS, and allocated by the Network for a successful PDP context activation.
-	address allocated dynamically by the network to the target MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address.
-	address offered by the network in association with a network-initiated PDP context activation request when the target's MS accepts the network-initiated PDP context activation request.

	event type
	CM
	Shall pProvide the Continue interception with active PDP event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	access point name
	CM
	Shall pProvide to identify the:
-	packet data network to which the target requested to be connected when the target's MS is successful at performing a PDP context activation procedure (MS to Network).
-	access point of the packet data network that requested to be connected to the MS when the target's MS accepts a network-initiated PDP context activation (Network to MS).

	PDP type
	CM
	Shall pProvide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	network identifier
	M
	Shall be provided.

	correlation number
	C
	If available shall pProvide to uniquely identify the PDP context delivered to the LEMF used to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	umts QOS
	C
	If available shall pProvide to identify the QOS parameters.

	NSAPI
	O
	Provided for additional information.




*** FOURTH MODIFICATION ***

[bookmark: _Toc437505276]6.5.1.4	END record information
The END record is used to convey the last event of packet-data communication.
The END record shall be triggered when:
-	PDP context deactivation.
Table 6.14: PDP Context Deactivation END Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	Provide to identify the PDP address assigned to the target, if available. 

	event type
	CM
	Shall pProvide PDP Context Deactivation event type.

	event date
	M
	Shall pProvide the date and time the event is detected.

	event time
	
	

	access point name
	CM
	Shall pProvide to identify the packet data network to which the target is was connected.

	PDP type
	C
	When the PDP address is reported, shall pProvide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	CM
	Shall pProvide to indicate whether the PDP context deactivation is was network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	correlation number
	CM
	Shall pProvide to uniquely identify the PDP context delivered to the LEM and to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	context deactivation reason
	CM
	Shall pProvide to indicate reason for deactivation.

	NSAPI
	O
	Provided for additional information.

	ULI Timestamp
	O
	Indicates the time when the User Location Information was acquired.




*** END OF MODIFICATIONS ***


