Page 1



3GPP TSG-SA WG3 Meeting #81 
S3-152391
Anaheim, US, 9 – 13  November 2015 









revision of S3-151925
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	33.310
	CR
	0083
	rev
	-
	Current version:
	12.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	X
	Core Network
	X


	

	Title:

	Removing IKEv1 from TS 33.310

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	S3

	
	

	Work item code:
	SEC13
	
	Date:
	2015-11-02

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-13
(Release 14)

	
	

	Reason for change:
	Removing IKEv1 from TS 33.310 as it does not need to be supported anymore.

	
	

	Summary of change:
	Removing IKEv1 from TS 33.310.

	
	

	Consequences if not approved:
	Specification includes an outdated protocol profile.

	
	

	Clauses affected:
	5.2.2.1.1, 5.2.2.1.2, 6.2, 6.2.1, 6.3.1, 7.5, 8

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***
BEGIN CHANGES
***
5.2.2.1.1
NDS/IP case for the Za interface

After establishing an interconnect agreement and finishing the required preliminary certificate management operations as specified in clause 5.2.1, the operators configure their SEGs for SEG-SEG connection, and the SAs are established as specified by NDS/IP [1].

In each connection configuration, the remote SEG DNS name or IP address is specified. Only the local Interconnection CA and SEG CA are configured as trusted CAs. Because of the cross-certification, any operator whose SEG CA has been cross-certified can get access using this VPN connection configuration.

The following is the flow of connection negotiation from the point of view of Operator A's SEG (initiator). Operator B's SEG (responder) shall behave in a similar fashion. In case of any failure in following steps, SEG A will treat this as an error and abort the procedure.
-
During connection initiation, the initiating Operator A's SEG A provides its own SEG certificate and the corresponding digital signature in the IKE_AUTH exchange for IKEv2;

-
SEG A receives the remote SEG B certificate and signature;

-
SEG A verifies the remote SEG B signature;

-
SEG A checks the validity of the SEG B certificate by a CRL check to Operator B’s CRL databases. If a SEG cannot successfully perform the CRL check, it shall treat this as an error and abort tunnel establishment;

-
SEG A verifies the SEG B certificate by executing the following actions:

-

SEG A fetches the cross-certificate for Operator B's SEG CA from Operator A's Certificate Repository or from a local cache.

-
SEG A checks the validity of the cross-certificate for Operator B's SEG CA by a CRL check to Operator A's Interconnection CA CRL database. If a SEG cannot successfully perform the CRL check, it shall treat this as an error and abort tunnel establishment;

-
SEG A verifies the cross-certificate for Operator B's SEG CA using Operator A's Interconnection CA's certificate. Operator A's Interconnection CA's certificate shall be verified if the Interconnection CA is not a top-level CA, otherwise the Interconnection CA's public key is implicitly trusted.
-     SEG A verifies the SEG B certificate using cross-certificate for Operator B’s SEG CA.

When IKEv2 has been initiated, then the IKE_AUTH exchange is now completed. Now the IKEv2 CREATE_CHILD_SA exchange can be initiated as described in NDS/IP [1] with PSK authentication.

NOTE:
This specification provides authentication of SEGs in an "end-to-end" fashion as regards to interconnect traffic (operator to operator). If NDS/AF (IKE) authentication were to be used for both access to the transport network (e.g. GRX) and for the end-to-end interconnect traffic, IPsec mechanisms and policies such as iterated tunnels or hop-by-hop security would need to be used. However, it is highlighted that the authentication framework specified is independent of the underlying IP transport network.

5.2.2.1.2
NDS/IP case for the Zb-interface

In this case there is no need for cross-certification. Both end entity certificates belong to the same administrative domain and thus authorization check resolves to the same top level CA.

The following is the flow of connection negotiation from the point of view of NE-A (initiator). NE-B (or SEG-B) from the same domain (responder) shall behave in a similar fashion. In case of any failure in following steps, NE A will treat this as an error and abort the procedure.
-
During connection initiation, the initiating Operator A's NE-A provides its own NE certificate and the corresponding digital signature in the IKE_AUTH exchange for IKEv2;

-
NE A receives the NE B (or SEG B) certificate and signature;

-
NE A verifies the NE B (or SEG B) signature;

-
NE A checks the validity of the NE B (or SEG B) certificate by a CRL check to the CRL databases of the same domain. If a NE cannot successfully perform the CRL check, it shall treat this as an error and abort tunnel establishment;
-    NE A verifies the NE B (or SEG B) certificate using Operator NE CA certificate.

When IKEv2 has been initiated, then the IKE_AUTH exchange is now completed. Now the IKEv2 CREATE_CHILD_SA exchange can be initiated as described in NDS/IP [1] with PSK authentication.

***
NEXT CHANGES
***
6.2
IKE negotiation and profiling

For certificate based establishment of IPsec SAs between NDS/IP elements, the IKE profile in this clause shall be used. 
6.2.1
Void













***
NEXT CHANGES
***
6.3.1
Path validation profiling

-
Validity of certificates received from the peer end entity shall be verified by CRLs retrieved via the mechanisms specified in section 6.1.1, based on the CRL Distribution Point in the certificates. 

-
Validity of certificates received from the TLS entity shall be verified by CRLs retrieved via the mechanisms specified in section 6.1.1, based on the CRL Distribution Point in the certificates. 

-
Any NE, SEG or TLS entity shall not validate received certificates from a peer entity whose validity time has expired, but end the path validation with a negative result.

-
Any NE, SEG shall not validate received certificates from a peer entity whose CRL distribution point field is empty, but end the path validation with a negative result.

-
Certificate validity calculation results shall not be cached in a SEGs or NEs for longer than the lifetime enforced by the end entity.

-
Certificate validity calculation results shall not be cached in TLS entities for longer than the TLS connection lifetime.

***
NEXT CHANGES
***
7.5
Establishing secure connections between NDS/IP end entities using IKE on the Za interface

Certificate based authentication during the IKEv2 IKE_INIT_SA/IKE_AUTH exchanges is shown in figure 4 above. The SEGa uses the following procedure to authenticate SEGb:

1.
SEGa requests SEGb's certificate using the CERTREQ payload;

2.
SEGa receives SEGb's certificate inside the CERT payload;

3.
SEGa authenticates SEGb (verifies signatures);

4.
SEGa fetches a CRL from the (public) CRL database of SEG CAb if the locally cached CRL has expired;

5.
SEGa uses this CRL to verify the status of SEGb's certificate;

6.
SEGa uses either the locally cached cross-certificate or fetches the cross-certificate from the (local) Interconnection CAa CR to verify SEGb's certificate;
7.
SEGa fetches a CRL from the (local) Interconnection CAa CRL if the locally cached CRL has expired;

8.
SEGa uses this CRL to verify the status of the SEG CA cross-certificate;

9.
SEG A verifies the cross-certificate for Operator B's SEG CA using Operator A's Interconnection CA's certificate. SEGa verifies the status of the Interconnection CAa certificate if the Interconnection CAa is not a top-level CA, otherwise Interconnection CAa is implicitly trusted;

NOTE:
If the local SEG CA public key is securely installed on every SEG within an operator's domain, then a cross-certificate does not need to be checked when SEGa and SEGb belong to the same operator's domain.

***
NEXT CHANGES
***
8
Backward compatibility for NDS/IP NE's and SEGs

NDS/IP describes an authentication framework whereby the initial IKEv2 authentication is based on the Pre-shared Secret Key (PSK) authentication method. NDS/AF describes an optional authentication framework which enables NDS/IP end entities (NEs and SEGs) to perform the initial IKEv2 authentication based on the RSA Signatures authentication method. An NDS/AF compliant end entity shall also contain NDS/IP functionality. However, an NDS/IP compliant end entity need not contain NDS/AF functionality unless specifically mandated by TS 33.210[1] or any other 3GPP specification.

Device-specific management has to be used to reconfigure an end entity such that NDS/AF functionality will be used at the IKE initiator side for the initial IKE authentication (IKEv2 IKE_INIT_SA/IKE_AUTH exchange). The transition towards NDS/AF-based authentication may be done on an end entity by end entity basis. Before the first NDS/AF end entity is taken into use it shall be assured that all needed NDS/AF functionality like CRs, CRL databases are available and working. The setting up of a NDS/AF-based IPsec tunnel can be tested in parallel to the protection of existing traffic using the PSK authentication method. 

A smooth migration may be done in the following way: 

-
a NDS/AF end entity shall provide several algorithm proposal's during IKE initial authentication, some based on the RSA signature authentication method, others based on the PSK authentication method;

-
the responding IKE peer will select PSK authentication method if it does not support RSA signature authentication method, but it may select RSA signature authentication method if it complies with NDS/AF.

-
the IKE responder policy shall be configured such that the RSA signature authentication method shall take precedence over the PSK authentication method to ensure that it is used as soon as the IKE initiator proposes the RSA signature authentication method.

In case of migration on the Za-interface between two operators: 

If the SEGs of both operators support NDS/AF-based authentication then both SEG settings may be changed. The pre-shared secrets may then be removed from the SEGs and the IKE initiator shall only use the RSA signature authentication method. However, this removal of PSK is not essential as it may be used as a fallback mechanism. Some care has to be taken that the policy between SEGs of different operators be coordinated otherwise this may result in failed tunnel set up. This would be the case if the initiating IKE peer only uses the RSA signature authentication method and the responding IKE peer only accepts the PSK authentication method. Furthermore, if the PSK is kept as a fallback mechanism after the RSA signature authentication method is introduced, then fallback to PSK should only be allowed if the operator makes a policy change in the SEGs to allow PSK to be used. The operator may temporarily allow fallback to PSK if, for example, the SEGs are unable to verify the necessary certificates because of problems with the PKI. If PSK is kept as a fallback then it may be necessary to renew the PSK periodically for security reasons, or if PSK compromise is suspected.

***
END OF CHANGES
***
