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**** FIRST CHANGE ****

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Application Level Container: See 3GPP TS 23.303 [2]

Discovery Filter: See [2]
Discovery Group ID: See [2]
ProSe Application ID: See [2] 

ProSe Application Code: See [2]
ProSe Application Mask: See [2]
ProSe Direct Communication: See [2]

ProSe Direct Discovery: See [2]

ProSe-enabled non-Public Safety UE: See [2]

ProSe-enabled Public Safety UE: See [2]

ProSe-enabled UE: See [2] 
ProSe Query Code: See [2]

ProSe Response Code: See [2]
ProSe Restricted Code: See [2]
Relay Service Code: See [2]
Restricted ProSe Application User ID: See [2]
Validity Timer: See [2]

**** NEXT CHANGE ****

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ADF 
Accounting Data Forwarding 

ALUID
Application Layer User ID

AS
Application Server

BSF
Bootstrapping Server Function

CA
Certificate Authority

CTF 
Charging Trigger Function 

DSA
Digital Signature Algorithm

ECDSA
Elliptic Curve DSA

EPUID
EPC Level User ID

GBA
Generic Bootstrapping Architecture

GMK
Group Master Key

GPS
Global Positioning System

GSK
Group Session Key

ID
Identity

KMS
Key Management System

LCID
Logical Channel Identifier

MIC
Message Integrity Code

MIKEY
Multimedia Internet Keying

NAF
Network Application Function

NITZ
Network Identity and Time Zone

NTP
Network Time Protocol

OTA
Over The Air

PEK
ProSe Encryption Key

PFID
ProSe Function ID

PGK
ProSe Group Key

ProSe
Proximity-based Services 
PSDK
Public Safety Discovery Key
PTK
ProSe Traffic Key 

RPAUID
Restricted ProSe Application User ID
RSC
Relay Service Code
RTP
Real-Time Transport Protocol

RTCP
RTP Control Protocol

SDP
Session Description Protocol

SEG
Security Gateway

SRTP
Secure Real-Time Transport Protocol

UID
User ID

UTC
Universal Time Coordinated

**** NEXT CHANGE ****

6.Y
Security for ProSe Public Safety Discovery 

6.Y.1
General 

The ProSe Public Saftey Discovery procedures are described in TS 23.303 [2]. This clause details the security procedures for ProSe Public Safety Discovery. 
The functionality in this clause may only be supported by ProSe-enabled Public Safety UEs.

6.Y.2
Security Requirements

The requirements in clause 5.3.2 apply for the signalling between the UE and ProSe Function.

For the distribution of the keys used to protect the discovery message, the following requirements apply:

-
The keys shall be protected in integrity and confidentiality during their distribution.

-
Only authorized Public Safety ProSe-enabled UEs shall receive the keys. 

-
It shall be possible for the Public Safety ProSe-enabled UE to authenticate the network entity distributing the keys. 

-
It shall be possible for the Public Safety ProSe-enabled UE to store shared keys for past and future cryptoperiods.

-
Authorized Public Safety Prose-enabled UEs shall securely store the shared keys.
For the discovery messages over the PC5 interface, the following security requirements apply:

-
The system shall support a method to mitigate the replay attack, source authenticity verification and integrity protection of public safety discovery messages.

-
The system should provide a means of minimising the possibility of tracking of UEs based on the content of their discovery messages over time.

-
The system should support the confidentiality of information added to the messages.
6.Y.3
Overview of ProSe Public Safety Discovery
6.Y.3.1
General

There are two types of ProSe Public Safety Discovery described in TS 23.303 [2]: Relay Discovery (including the additonal Discovery messages) and Group Member Discovery. The security measures for both of these are identical and are reusing the following aspects:
· the key provisioning mechanism that ProSe one-to-many commuication uses, whereby a root key is fetched (the PGK – see subclause 6.2.3.1 of the present specification) along with associated security information; and
· the mechanisms defined for restricted discovery in terms of protecting the discovery messages over the air (see subclause 6.1.3.4.3 of the present specification with the needed DUIK, DUCK and DUSKs derived from the root key).

Editor’s note: The method of providing replay protection is FFS.
Editor’s note: The text currently assume a single root key is downloaded via MIKEY and the necessary keys are derived from that root. It is FFS whether it is simpler to deliver all the nceessary keys together in one MIKEY message instead of the root keys.
6.Y.3.2
Key and their identities
The Public Safety Discovery Key (PSDK) is the root key that is used for the protection of the Pubic Safet Discovery messages. It is identified by an 8-bit PSDK ID and each PSDK is assocciated with one or more Relay Service Codes and/or Discovery Group IDs. This association is achieved by allocating a 24-bit Key Type ID to the Relay Service Codes (RSCs) and Discovery Group IDs during the Key Request/Key Response procedure. The Key Type ID is also included in the MIKEY message, so a delivered PSDK can be associated with the correct RSCs and/or Discovery Group IDs.  
NOTE: The allocation of RSC and/or Discovery Group ID to a particular Key Type ID is specific to a UE and does not need to be common across all UEs.
When the PSDKs are provided to the UE, they shall be provided with an Expiry Time. The Expiry Time of the PSDK  needs to be set such that the keys for later periods have a longer expiration period. Each PSDKs for each Key Type ID shall be associated with a different Expiry Time value.

All expired PDSKs, except the most recently expired of the PSDK(s), should be deleted.
Public Safety discovery also uses the PMK and PMK ID for the MIKEY messages as described in subclauses 6.2.3.1 and 6.2.3.2 of the present specification.
6.Y.4
Security flows

6.Y.4.1
Overview
The configuration of the security material for the protection of direct discovery messages is shown in the figure 6.Y.4.1-1: 
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Figure 6.Y.4.1-1: Configuration of parameters for public safety discovery
0: If needed the UE could be configured with any private keys, associated certificates or root certificate that may be needed for contacting the ProSe Key Management Function to allow the keys to be kept secret from the operator. If none are provided, then the USIM credentials are used to protect that interface. 
1: The UE fetches the Relay Service Codes and Discovery Group IDs from its HPLMN ProSe Function. Each one of these is associated with the ProSe Key Management Function address that shall be used to fetch security parameters for these types of discovery. These parameters may also be pre-configured into the UE. 
2.i: The Key Request and Response message are protected as described in subclause 6.Y.6. The UE sends the Key Request message to the ProSe Key Management Function including the relevant Relay Service Codes or the Discovery Group ID that it wishes to get security material for. 
2.ii: The ProSe Key Management Function checks the authorization for the requested discoveries, and what types of protection to apply to it. 
2.iii: The ProSe Key Management Function responds with the Key Response message. If the check of step 2.ii is successful, this message contains the security metadata associated with the discovery. Such security metadata include information on how to protect the discovery and the Key Type for that discovery. 
2.iv: The ProSe Key Management Function sends the relevant PSDKs to the UE using MIKEY.
2.v. The UE responds with a MIKEY Verification message if requested by the PKMF
3. The UE is now ready to send or receive protected discovery messages.
6.Y.4.2
Messages between UE and ProSe Key Management Function

6.Y.4.2.1
General

There are two types of messages that are exchanged between the UE and ProSe Key Management Function. Firstly, there are the Key Request and Response messages. The UE uses these messages to request and receive the relevant PSDK and associated security material for the Public Safety Discoveries it wishes to protect. Secondly, there are the MIKEY messages, which the ProSe Key Management Function uses to send the PSDKs to the UE. These messages are detailed in the following subclauses.

6.Y.4.2.2
Key Request and Key Response messages

The purpose of these messages is for the UE to request the PSDK from the ProSe Key Management Function. The UE knows from which ProSe Key Management Function(s) to get the needed PSDK(S), as the FQDN of the PKMF are either pre-provisioned or provided by the ProSe Function. 
The UE shall not release the PDN connection used to receive MIKEY messages containing PSDKs until the UE has informed each ProSe Key Management Function that it no longer requires PSDK(s). This is to ensure that the ProSe Key Management Function is aware of the correct UE IP address for the purpose of performing PSDK deliveries as specified in clause 6.Y.4.2.3. 

If the UE detects that a PDN connection, which is used for receiving PSDKs is released by the network, the UE should try to send a new Key Request to inform the ProSe Key Management Function of its new IP address. This is to ensure that the ProSe Key Management Function becomes aware of the new UE IP address for the purpose of performing PSDK deliveries. Any new IP address should override any existing ones of the UE at the ProSe Key Management Function.
When sending a Key Request for a PSDK, the UE shall include all the relevant details of all types of keys that the UE is expecting to receive form the PKMF, e.g. any PGKs for one-to-many ProSe communication.
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Figure 6.Y.4.2.2-1: Key Request/Response message 
The protection for the Key Request and Key Response message is described in subclause 6.Y.6.

When sending a Key Request message to request the ProSe Key Management Function to send PSDKs or to change the Relay Service Codes or Group Discovery IDs for which it wants to receive keys, the UE shall include the following information;

-
List of Relay Service Codes and Discovery Group IDs for which the UE would like to receive keys; 

-
For each Relay Service Code or Discovery Group ID, the PSDK ID of any keys for those discovery that the UE holds. If the UE holds no keys for this group, then it sends an all zero PSDK ID;

-
List of Relay Service Codes and Discovery Group IDs for which the UE would like to stop receiving keys.

The ProSe Key Management Function shall check that the UE is authorised to receive keys for the requested discoveries. This is done by using the UE identity that is bound to the keys that established the TLS tunnel in which the message is sent. If the UE isn’t then the ProSe Key Management Function responds with the appropriate error for that group. The ProSe Key Management Function shall update the stored set of the discoveries for which the UE will be sent keys.

The ProSe Key Management Function responds to the UE with a Key Response message that includes the following parameters:

-
List of the Relay Service Codes and Discovery Group IDs that were included in the Key Request message; 

-
For each discovery that keys will be supplied for, the security meta-data that should be used to protect the discovery message and the Key Type ID for the discovery; and

-
For each of the other groups, a status code to indicate why keys will not be supplied for that group.

-
An optional PMK and PMK Identity.
For the groups that the UE will get keys for, the UE shall store the received information associated with that discovery. If a PMK and PMK identity are included, the UE shall store these and delete any previously stored ones for this ProSe Key Management Function. The security meta-data inform the UE whether it needs to apply scrambling, message specific confidentiality and/or MIC checking (see subclause 6.1.3.4.3). If message-specific confidentiality is needed, then the security meta-data includes the Encrypted_bit_mask.
Editor’s note: Adding the above to the XML of the KEY Request/Response message is FFS.
The ProSe Key Management Function shall initiate the PGK delivery procedures for the keys that are needed by the UE.

6.Y.4.2.3
MIKEY messages

6.Y.4.2.3.1
General

MIKEY is used to transport the PSDKs from the ProSe Key Management Function to the UE. MIKEY is used exactly as in subclause 6.2.3.3.2.3 (which is for carrying PGKs), except as follows:
· IDi payload is formed from the Key Type ID || PSDK ID @ FQDN of the ProSe Key Management Function at the PKMF

· The UE recognises that it is receiving a PSDK rather than PGK based on the Key Type ID in the IDi payload

· An all zero PSDK ID is used to trigger the UE to send a Key Request message
6.Y.5
Protection of traffic between UE and ProSe Function

In order to protect the messages between the UE and ProSe Function, the UE shall support the procedures for the UE given in subclause 5.3.3.2 and the ProSe Function shall support the procedures for the network function given in subclause 5.3.3.

6.Y.6

Protection of traffic between UE and ProSe Key Management Function

In order to protect the UE-initiated messages between the UE and ProSe Key Management Function, the UE shall support the procedures for the UE given in subclause 5.3.3.2 and the ProSe Key Management Function shall support the procedures for the network function given in subclause 5.3.3.2.

The MIKEY messages are protected as described in subclause 6.Y.4.2.3.1.
6.Y.7
Protection of discovery messages between the UEs
The protection of ProSe Public Safety Discovery Message over PC5 is very similar to that of Restricted Discovery. When sending and receieving a discovery message, the UE uses the PSDK that has not expired and has the earliest expiration time to derive the needed subkeys for the security of that message. 
In order to protect the discovery messages over PC5, the UE first calculates the necessary (as indicated in the security meta-data) DUSK, DUCK and DUIK for the particular discovery using the appropriate PSDK. 
Editor’s note: The calculation of DUSK, DUCK and DUIK from PSDK is FFS.
A sending UE then follows subclause 6.1.3.4.3.2, while a receiving UE follows subclause 6.1.3.4.3.3 except that it never sends the discovery message to the ProSe Function for MIC checking.
Editor’s note: It is FFS whether scrambling is mandatory to support for Public Saftey UEs.
**** END OF CHANGES ****
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