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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [13] and the following apply:

3GMS
3rd Generation Mobile Communications System

3G GGSN
3rd Generation Gateway GPRS Support Node

3G GSN

3rd Generation GPRS Support Node (GGSN/SGSN)

3G MSC

3rd Generation Mobile Switching Centre
3G SGSN
3rd Generation Serving GPRS Support Node

3G UMSC
3rd Generation Unified Mobile Switching Centre

AAA
Authentication, Authorization, and Accounting

ADMF
Administration Function

AGW
Access Gateway

AN
Access Network

AP
Access Provider

AS
Application Server

BM-SC
Broadcast-Multicast Service Centre

BSF
Bootstrapping Serving Function 

B-TID
Bootstrapping Transaction Identifier 

CC
Content of Communication

CS
Circuit Switched

CSCF
Call Session Control Function 

CSG
Closed Subscriber Group

DF
Delivery Function

DSMIP

Dual Stack Mobile IP

ECT
Explicit Call Transfer

EPC
Evolved Packet Core

ePDG
Evolved PDG

EPS
Evolved Packet System

E-UTRAN
Evolved UTRAN

FTP
File Transfer Protocol

GBA
Generic Bootstrapping Architecture

GGSN
Gateway GPRS Support Node

GPRS
General Packet Radio Service

GSM
Global System for Mobile communications

GSN
GPRS Support Node (SGSN or GGSN)

HA
Home Agent 

HeMS
HeNB Management System

HeNB
Home enhanced NodeB

HeNB GW
HeNB Gateway

H(e)NB
Home and Home enhanced NodeB

HI
Handover Interface 
HLR
Home Location Register
HMS
HNB Management System

HNB
Home NodeB

HNB GW
HNB Gateway

HRPD
High Rate Packet Data

HSS
Home Subscriber Server

IA
Interception Area

IBCF
Interconnecting Border Control Function

ICEs
Intercepting Control Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, HLR, AAA Server, PDG, MME, S-GW, PDN-GW, HSS)

IETF
Internet Engineering Task Force

IM-MGW
IMS Media Gateway

IMEI
International Mobile station Equipment Identity

IMS
IP Multimedia Core Network Subsystem

IMS-AGW
IMS Access Gateway

IMSI
International Mobile Subscriber Identity

INEs
Intercepting Network Elements (3G MSC Server, 3G GMSC Server, P-CSCF, S-CSCF, SGSN, GGSN, MGW, HLR, AAA Server, PDG)

IP
Internet Protocol

IRI
Intercept Related Information

I-WLAN
Interworking WLAN (3GPP WLAN interworking subnetwork)

LAN
Local Area Network

LDI
Location Dependent Interception

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility 

LIPA
Local IP Access

LTE
Long Term Evolution

MBMS
Multimedia Broadcast/Multicast Service

MGCF
Media Gateway Control Function

MGW
Media Gateway

ME
Mobile Entity

MIP
Mobile IP

MME
Mobility Management Entity

MN
Mobile Node

MRF
Media Resource Function
MSISDN
Mobile Subscriber ISDN Number

NAF
Network Application Function

NAI
Network Access Identifier

NO
Network Operator

PCRF
Policy and Charging Rules Function

P-CSCF
Proxy CSCF

PDG
Packet Data Gateway

PDN 
Packet Data Network

PDN-GW
PDN Gateway

PMIP
Proxy Mobile IP

PoC
Push to talk over Cellular

PS
Packet Switched

RA
Routing Area

RAI
Routing Area Identity

SAI
Service Area Identity 

S-CSCF
Serving CSCF

SeGW
Security Gateway

SGSN
Serving GPRS Support Node

SIP
Session Initiation Protocol

SMS
Short Message Service

S-GW
Serving Gateway 
SR-VCC
Single Radio Voice Call Continuity

TEL URI
"tel" URI, as defined in RFC 3966  [ 36]

TLS
Transport Layer Security

TrGW
Transit Gateway

UE
User Equipment

UMTS
Universal Mobile Telecommunication System

URI
Universal Resource Identifier

URL
Universal Resource Locator

VoIP
Voice over IP

VoLTE
Voice over LTE

WLAN
Wireless LAN

WAF
WebRTC Authorisation Function

WebRTC
Web Real Time Communications

WIC
WebRTC IMS Client

WWSF
WebRTC Web Server Function

************  CHANGE 3  **************
6
Invocation of Lawful Interception for Circuit Switched Services

6.0
General

Figure 11 shows an extraction from the reference configuration in figure 1a which is relevant for the invocation of the lawful interception.
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Figure 11: Functional model for Lawful Interception invocation

The HI2 and HI3 interfaces represent the interfaces between the LEMF and two delivery functions. Both interfaces are subject to national requirements. They are included for completeness, but are beyond the scope of standardization in this document. The delivery functions are used:

-
to convert the information on the X2-interface to the corresponding information on the HI2-interface;

-
to convert the information on the X3-interface to the corresponding information on the HI3-interface;

-
to distribute the intercept related information to the relevant LEA(s) (based on IAs, if defined);

-
to distribute the intercept content of communications to the relevant LEA(s) (based on IAs, if defined).

For the delivery of the CC and IRI, the 3G MSC Server provides a correlation number and target identity to the DF2 and DF3 which is used to select the different LEAs to which the product shall be delivered.

NOTE:
If interception has been activated for both parties of the call both CC and IRI will be delivered for each party as separate intercept activity.

The Mc interface between the 3G MSC Server and MGW is used to establish intercept and deliver the bearer to DF3.

For Location Dependent Interception, the location dependency check occurs at the establishment of each call. Subsequent dependency checks for simultaneous calls are not required, but can be a national option.

If a target is marked using an IA in the 3G MSC Server, the 3G MSC Server shall perform a location dependency check at call set-up. Only if the target's location matches the IA then the call is intercepted.

If a target is marked using an IA in the DF2, the DF2 shall perform a location dependency check at reception of the first IRI for the call. Only if the target's location matches the IA for certain LEAs is IRI the relayed to these LEAs. All subsequent IRIs for the call are sent to the same LEAs.

If a target is marked using an IA in the DF3, the DF3 signalling function shall perform a location dependency check at reception of the CC. Only if the target's location matches the IA for certain LEAs is the CC relayed to these LEAs.
National regulations may require the interception based in the HLR, using the DF2 with a delivery through the HI2 interface.

************  CHANGE 4  **************
6.3
Provision of Intercept Related Information

6.3.0
General

Intercept Related Information (Events) are necessary at the Begin and End of the call, for all supplementary services during a call and for information which is not call associated. There are call related events and non-call related events.
On top of IRI generated by events from the 3G MSC Server, national regulations may require to complement them by IRI produced by a Delivery Function 2 associated to the HLR.
Figure 15 shows the transfer of intercept related information to the DF2. If an event for / from a mobile subscriber occurs, the 3G MSC Server sends the relevant data to the DF2.
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Figure 15: Provision of Intercept Related Information

6.3.1
X2-interface

The following information needs to be transferred from the 3G MSC Server or the HLR to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (MSISDN, IMSI or IMEI);

-
in case of location dependent interception, the IAs and/or target cell ID shall be provided;

-
events and associated parameters as defined in clauses 6.3.3 and 6.3.4 may be provided.

The IRI should be sent to DF2 with a reliable transport mechanism.

6.3.2
Structure of the events

The information sent to DF2 is triggered by different call related and non-call related events. Details are described in following clause. The events for interception are configurable (if they are sent to DF2) in the 3G MSC Server and in the HLR. They can be suppressed in the DF2. The events are listed as follows:

Call Related Events (applicable to the 3G MSC Server):

-
Call Establishment;
-
Answer;
-
Supplementary Service;
-
Handover;
-
Release.
Non Call Related Events (applicable to the 3G MSC Server):

-
SMS;
-
Location Update;
-
Subscriber Controlled Input.
HLR Related Events:

-
Serving System;
-
HLR subscriber record change;
-
Cancel location;
-
Register location;
-
Location information request;
Table 1 below shows the set of information that can be associated with the events. The events trigger the transmission of the information from the 3G MSC Server or from the HLR to DF2. Available IEs from this set of information can be extended in the 3G MSC Server or in the HLR, if this is necessary in a specific country. DF2 can extend available information if this is necessary in a specific country e.g. a unique number for each surveillance warrant.

Table 1: Information Elements for Circuit Event records

	Observed MSISDN


Target Identifier with the MSISDN of the target.

	Observed IMSI


Target Identifier with the IMSI of the target.

	Observed IMEI


Target Identifier with the IMEI of the target,


It shall be checked for each call over the radio interface

	event type


Description which type of event is delivered: Establishment, Answer, Supplementary service,

Handover, Release, SMS, Location update, Subscriber controlled input, HLR subscriber record change, Serving 
System, cancel location, register location, location information request

	event date


Date of the event generation in the 3G MSC Server or in the HLR

	event time


Time of the event generation in the 3G MSC Server or in the HLR

	dialled number


Dialled phone number before digit modification, IN-modification etc.

	Connected number


Number of the answering party

	other party address


Directory number of the other party for MOC


Calling party for MTC

	call direction


Information if the target is calling or called e.g. MOC/MTC or originating/ terminating


In or/out

	Correlation number


Unique number for each call sent to the DF, to help the LEA, to have a correlation between each

Call and the IRI

	Network Element Identifier


Unique identifier for the element reporting the ICE.

	Location Information


Location information is the service area identity and/or location area identity that is present at the 3G MSC Server 
or at the HLR, at the time of event record production. 


Country and network IDs can be considered as location information.


In some traffic cases the available location information can be the one received from the MME, i.e. the Tracking 
Area Identity (TAI) and/or the E-UTRAN Cell Global Identification (ECGI) as specified in the 3GPP TS 23.272 
 
[30].

	basic service


Information about Tele service or bearer service.

	Supplementary service


Supplementary services used by the target e.g. CF, CW, ECT

	Forwarded to number


Forwarded to number at CF

	call release reason


Call release reason of the target call

	SMS initiator


SMS indicator whether the SMS is MO, MT, or undefined

	SMS Message


The SMS content with header which is sent with the SMS-service

	Redirecting number


The number which invokes the call forwarding towards the target. This is provided if available. 

	SCI


Non call related Subscriber Controlled Input (SCI) which the 3G MSC Server receives from the ME

	Other update: 


Carrier specific information related to its implementation or subscription process on its HLR.


6.3.3
Call Related events

6.3.3.1
Call establishment

For call establishment a call establishment-event is generated. This event is generated at the beginning of a call when the 3G MSC Server attempts to reach the subscriber. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	event type

	event date

	event time

	dialled number

	other party address

	call direction

	Correlation number 

	Redirecting number

	Network Element Identifier

	Location Information

	basic service

	Supplementary service


6.3.3.2
Answer

If the called party answers, an answer- event is generated. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	event type

	event date

	event time

	dialled number

	other party address

	Connected party

	call direction

	Correlation number

	Redirecting number

	Network Element Identifier

	Location Information

	basic service

	Supplementary service


6.3.3.3
Supplementary Services

For supplementary services events are generated with the information which supplementary service is used e.g. Call Forwarding (CF), Call Waiting (CW), Explicit Call Transfer (ECT), Multi Party (MPTY), Call Hold and information correlated to the service like the forwarded to number. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI

	Observed IMEI

	event type

	event date

	event time

	dialled number

	other party address

	call direction

	Correlation number

	Network Element Identifier

	Location Information

	basic service

	Supplementary service

	Forwarded to number


6.3.3.4
Handover

For each handover that is realised at the 3G MSC Server due to a change in target location information, a handover-event with the new location information is generated. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	Observed IMEI

	event type

	event date

	event time

	Correlation number

	Network Element Identifier

	Location Information


6.3.3.5
Release

For the release or failed attempt of a target call, a release event with the following information is generated. This information will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	event type

	event date 

	event time

	dialled number

	other party address

	call direction

	Correlation number

	Network Element Identifier

	Location Information

	basic service

	call release reason


6.3.4
Non Call Related events

6.3.4.1
SMS

For MO-SMS the event is generated in the 3G MSC Server. Dependent on national requirements, event generation shall occur either when the 3G MSC Server receives the SMS from the target MS or when the 3G MSC Server receives notification that the SMSC successfully receives the SMS; for MT-SMS the event is generated in the 3G MSC Server. Dependent on national requirements, event generation shall occur either when the 3G MSC Server receives the SMS from the SMSC or when the 3G MSC Server receives notification that the target MS successfully received the message. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	Observed IMSI 

	event type

	event date

	event time

	Network Element Identifier

	Location Information

	SMS initiator

	SMS Message


6.3.4.2
Location update

For location updates a Location update-event is generated, with the new location information. This information will be delivered to the DF2 if available:

	Observed MSISDN 

	observed IMSI 

	event type

	event date

	event time

	Network Element Identifier

	Location Information


6.3.4.3
Subscriber Controlled Input (SCI)

SCI includes subscriber initiated changes in service activation and deactivation. SCI does not include any information available in the CC. For subscriber controlled inputs - a SCI-event is generated with information about the SCI. This information will be delivered to the DF2 if available:

	observed MSISDN 

	observed IMSI 

	event type

	event date

	event time

	Network Element Identifier

	Location Information

	SCI


6.3.5
HLR Related events
6.3.5.1
Serving system 
The Serving System report event is generated at the HLR, when the HLR has detected that the target has roamed, mainly with messages such as MAP_UPDATE_LOCATION (clause 8.1.2 of TS 29 002 [XY]) or MAP_SEND_AUTHENTICATION_INFO (clause 8.5 of TS 29.002 [XY]). The elements will be delivered to the DF2 if available:

	Observed MSISDN

	Observed IMSI

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Serving System Address (VLR Number...)


6.3.5.2
HLR subscriber record change
This event will be used to report any change of association between IMSI or MSISDN or IMEI of the target, mainly with messages such as MAP_INSERT_SUBSCRIBER_DATA or MAP_DELETE_SUBSCRIBER_DATA (clause of 8.8 of TS 29 002 [XY]).
The following elements, such as old and new IMSI or MSISDN or IMEI will be delivered to DF2, if available: 
	New Observed MSISDN 

	Observed MSISDN

	New Observed additional MSISDN (if available)

	Observed additional MSIDN (if available)

	New Observed IMSI

	Observed IMSI 

	New Observed IMEI (if available)

	Observed IMEI (if available)

	Subscriber Status (if available)

	Bearer Service List (if available)

	Teleservice List (if available)

	Forwarding Information List (if available)

	Call Barring Information List (if available)

	CUG Information List (if available)

	SS Data (if available)

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HLR id...)

	IMSI or MSISDN or IMEI change type

	Other update: carrier specific


NOTE: 
The change of IMEI can be detected by the HLR. Automatic Device Detection function clause 7.4 of TS 22.101[XX], may require IMEI to be notified to HLR especially in case of update location service, clause 8.1.2 TS 29.002 [XY].
6.3.5.3
Cancel location

This event “Cancel Location” will be used to report to DF2 when HLR send to the 3G MSC Server one cancel location or purge to serving system. Any typical MAP message such as “MAP_CANCEL_LOCATION” (clause 8.1 of TS 29.009 [XY]) or such as “MAP_PURGE_MS” (clause 8.1.6 of TS 29.009 [XY]) could trigger the generation of information to the DF2, as soon as it has the following elements below, and least the previous serving system identifiers of the target.
The following elements will be delivered to DF2:

	Observed MSISDN 

	Observed IMSI 


	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HLR Id...)

	Previous serving system identifiers (VPLMN id, VLR Number, MSC Number…)


6.3.5.4
Register location

This event will be used to report one update location message to the HLR for a target. A typical MAP message such as “MAP_SEND_AUTHENTICATION” (clause 8.5 of TS 29.009 [XY]) could trigger the generation of information to the DF2. The elements of previous and current serving system ID will be delivered to DF2, if available: 
	Observed MSISDN 

	Observed IMSI 

	Event Type 

	Event Time 

	Event Date

	Network Element Identifier (HLR id...)

	Previous serving system identifier (Previous VPLMN id)

	Current serving system identifier (Current VPLMN id)


6.3.5.5
Location Information request
This event will be used to report any location information of the target request activity from any interworking node, such as SMS Centre or IP-SM-GW or GMLC or from a GMSC (case of call transfer or ported number) that are not a part of HPLMN. Typical messages that have to trigger the transfer of information to DF2 are MAP-ANY-TIME-INTERROGATION (clause 8.11.1 of TS 29.009 [XY]) or MAP-SEND-ROUTING-INFO (clause 10.1.2 of TS 29.009 [XY]) or MAP-SEND-ROUTING-INFO-FOR-SM (clause 12.1 of TS 29.009 [XY]), but only in roaming case.

The elements, observed IMSI, MSISDN, the identifier of the requesting node type and network, will be delivered to DF2, if available:

	Observed MSISDN 

	Observed IMSI 


	Requesting network identifier (country identifier included)

	Requesting node type

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HLR id...)


NOTE: 
In addition to the E 164 identity if a location requesting network node, i.e. MT SMS Target Node identity or SMSRouter, the presence of Diameter Name/Realm have to be provided (clause 12.1.4 of TS 29.002 [XY]).
************  END of CHANGES  **************
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