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* * * First Change * * * 

5.6.1
Monitoring Event configuration and deletion via HSS

5.6.1.1
Configuration Procedure

Figure 5.6.1.1-1 illustrates the procedure of configuring monitoring at the HSS or the MME/SGSN. The procedure is common for various Monitoring Event types. Common parameters for this procedure are detailed in clause 5.6.1.2. The steps and parameters specific to different Monitoring Event types are detailed in clauses 5.6.1.3 to 5.6.1.9.

The procedure is also used for replacing and deleting a monitoring event configuration.
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Figure 5.6.1.1-1: Monitoring event configuration and deletion via HSS procedure

1.
The SCS/AS sends a Monitoring Request (External Identifier(s) or MSISDN(s), SCS/AS Identifier, SCS/AS Reference ID, Monitoring Type, Maximum Number of Reports, Monitoring Duration, Monitoring Destination Address, SCS/AS Reference ID for Deletion) message to the SCEF.

NOTE 1:
A relative priority scheme for the treatment of multiple SCS/AS Monitoring Requests, e.g. for deciding which requests to serve under overload condition, can be applied. This priority scheme is used locally by the SCEF, i.e. it is not used nor translated in procedures towards other functions.

2.
The SCEF stores SCS/AS Reference ID, SCS/AS Identifier, Monitoring Destination Address, Monitoring Duration, and Maximum Number of Reports. The SCEF assigns an SCEF Reference ID. Based on operator policies, if either the SCS/AS is not authorized to perform this request (e.g. if the SLA does not allow for it) or the Monitoring Request is malformed or the SCS/AS has exceeded its quota or rate of submitting monitoring requests, the SCEF performs step 9 and provides a Cause value appropriately indicating the error. If the SCEF received an SCS/AS Reference ID for Deletion, the SCEF derives the related SCEF Reference ID for Deletion.

3.
The SCEF sends a Monitoring Request (External Identifier or MSISDN, SCEF ID, SCEF Reference ID, Monitoring Type, Maximum Number of Reports, Monitoring Duration, SCEF Reference ID for Deletion, Chargeable Party Identifier) message to the HSS to configure the given Monitoring Event on the HSS and on the MME/SGSN, if required.

4. The HSS examines the Monitoring Request message, e.g. with regard to the existence of External Identifier or MSIDSN, whether any included parameters are in the range acceptable for the operator or whether the monitoring event that shall be deleted is valid. The HSS optionally authorizes the chargeable party identified by Chargeable Party Identifier. If this check fails the HSS follows step 8 and provides a Cause value indicating the reason for the failure condition to the SCEF.

NOTE 2:
The details of the chargeable party authorization are outside the scope of this specifications..


The HSS stores the SCEF Reference ID, the SCEF ID, Maximum Number of Reports, Monitoring Duration and the SCEF Reference ID for Deletion as provided by the SCEF.

5.
If required by the specific Monitoring Type, the HSS sends an Insert Subscriber Data Request (Monitoring Type, SCEF ID, SCEF Reference ID, Maximum Number of Reports, Monitoring Duration, SCEF Reference ID for Deletion, Chargeable Party Identifier) message to the MME/SGSN.

6.
If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF then chapter 5.6.x applies. Otherwise, the MME/SGSN verifies the request, e.g. if the Monitoring Type is covered by a roaming agreement when the request is from another PLMN or whether it serves the SCEF Reference ID for Deletion and can delete it. If this check fails the MME/SGSN follows step 7 and provides a Cause value indicating the reason for the failure condition to the SCEF. Based on operator policies, the MME/SGSN may also reject the request due to other reasons (e.g. overload or HSS has exceeded its quota or rate of submitting monitoring requests defined by an SLA).


The MME/SGSN stores the received parameters and starts to watch for the indicated Monitoring Event unless it is a One-time request and the Monitoring Event is available to the MME/SGSN at the time of sending Insert Subscriber Data Answer. The MME/SGSN deletes the monitoring configuration identified by the SCEF Reference ID for Deletion, if provided.

NOTE 3:
The MME/SGSN will transfer the parameters stored for every monitoring task as part of its context information during an MME/SGSN change. If the UE detaches from the network, the HSS will receive the remaining number of reports in the Maximum Number of Reports parameter.

7.
If the monitoring configuration is successful, the MME/SGSN sends an Insert Subscriber Data Answer (Cause) message to the HSS. If the requested Monitoring Event is available to the MME/SGSN at the time of sending Insert Subscriber Data Answer, then the MME/SGSN includes the Monitoring Event Report in the Insert Subscriber Data Answer message.

8.
The HSS sends a Monitoring Response (SCEF Reference ID, Cause) message to the SCEF to acknowledge acceptance of the Monitoring Request and the deletion of the identified monitoring event configuration, if it was requested. The HSS deletes the monitoring event configuration identified by the SCEF Reference ID, if it was requested. If the requested Monitoring Event is available to the HSS at the time of sending Monitoring Response message or was received from the MME/SGSN in step 7, then the HSS includes a Monitoring Event Report in the Monitoring Response message.


If it is a One-time request and the Insert Subscriber Data Answer includes a Monitoring Event Report, the HSS deletes the associated Monitoring Event configuration.

9.
The SCEF sends a Monitoring Response (SCS/AS Reference ID, Cause) message to the SCS/AS to acknowledge acceptance of the Monitoring Request and the deletion of the identified monitoring event configuration, if it was requested. If the SCEF received a Monitoring Event Report then it includes the Monitoring Event Report in the Monitoring Response message. If it is a One-time request and the Monitoring Response includes a Monitoring Event Report, the SCEF deletes the associated Monitoring Event configuration.

* * * Second Change * * * 

5.6.X
Monitoring Event configuration and deletion via HSS for roaming scenarios using an IWK-SCEF
5.6.X.1
Configuration Procedure

Figure 5.6.X.1-1 illustrates the procedure of configuring monitoring events at the HSS or the MME/SGSN. The procedure is common for various Monitoring Event types. Common parameters for this procedure are detailed in clause 5.6.X.2. The steps and parameters specific to different Monitoring Event types are detailed in clauses 5.6.X.3 to 5.6.X.9.

The procedure is also used for replacing and deleting a monitoring event configuration.
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Figure 5.6.X.1-1: Monitoring event configuration and deletion via HSS procedure

1-5.
Steps of clause 5.6.1.1 are executed.
6.
If the MME is configured to use an IWK-SCEF for the PLMN of the SCEF and it is a One-time request and the Monitoring Event is available to the MME/SGSN, then the MME/SGSN collects the Monitoring Event data and includes it as Monitoring Event Report in step 7 so that the IWK-SCEF may perform normalization of Monitoring Event Report(s) according to operator policies, if required.
NOTE 1:
Whether there is a need to acknowledge the Insert Subscriber Data message to HSS (with ISD Ack) before interacting with the IWK-SCEF is left up to Stage 3.
7.  MME/SGSN may send an Inform IWK-SCEF (Monitoring Type, SCEF ID, SCEF Reference ID, Maximum Number of Reports, Monitoring Duration, SCEF Reference ID for Deletion, Chargeable Party Identifier, Monitoring Event Report) message to the IWK-SCEF. 

8. The IWK-SCEF may authorize the request, e.g. if the Monitoring Type is covered by a roaming agreement and notes the SCEF Reference ID for Deletion if available. If this authorization fails the IWK-SCEF follows step 8 and provides a Cause value indicating the reason for the failure condition to the MME/SGSN. Based on operator policies, the IWK/SGSN may also reject the request due to other reasons (e.g. overload or HSS has exceeded its quota or rate of submitting monitoring requests defined by an SLA).
If the request indicates deletion of a Monitoring Event Request, the IWK-SCEF shall perform any final operations necessary, e.g., generation of final charging information, delete any stored parameters, and send an acknowledgement to the MME/SGSN in step 9.

If the request indicates continuous reporting (new or a modification), the IWK-SCEF may authorize the request and, if authorization is successful, stores the received parameters, sends an acknowledgement to the MME/SGSN in step 9, and starts to watch for the indicated Monitoring Event(s).

If the request indicates one-time reporting, then the IWK-SCEF may authorize the request and, if authorization is successful, may perform normalization of the data according to operator policies, and sends an acknowledgement to the MME/SGSN in step 9 that contains any such normalized data.

If the request included Monitoring Event Data then the IWK-SCEF may perform normalization of the data according to operator policies.
9. If the authorization is successful, the IWK-SCEF sends an Authorization from IWK-SCEF (Cause, Monitoring Event Report) message to MME/SGSN.

The Monitoring Event Report is included in case it was a One-time request, the MME/SGSN provided the Monitoring Event Report in the Inform IWK-SCEF message and the IWK-SCEF is not reporting directly to the SCEF as described chapter 5.6.Z.1 step 2c.
10.
The MME/SGSN may verify the request, e.g. if the Monitoring Type is covered by a roaming agreement when the request is from another PLMN or whether it serves the SCEF Reference ID for Deletion and can delete it. If this check fails the MME/SGSN follows step 11 and provides a Cause value indicating the reason for the failure condition to the SCEF. Based on operator policies, the MME/SGSN may also reject the request due to other reasons (e.g. overload or HSS has exceeded its quota or rate of submitting monitoring requests defined by an SLA). 

The MME/SGSN starts to watch for the indicated Monitoring Event unless it is a One-time request and the Monitoring Event is available to the MME/SGSN at the time of sending Insert Subscriber Data Answer. The MME/SGSN deletes the monitoring configuration identified by the SCEF Reference ID for Deletion, if provided.

NOTE 3:
The MME/SGSN will transfer the parameters stored for every monitoring task as part of its context information during an MME/SGSN change. If the UE detaches from the network, the HSS will receive the remaining number of reports in the Maximum Number of Reports parameter.

11.
If the monitoring configuration is successful, the MME/SGSN sends an Insert Subscriber Data Answer (Cause) message to the HSS. If the requested Monitoring Event is available to the MME/SGSN at the time of sending Insert Subscriber Data Answer, then the MME/SGSN includes the Monitoring Event Report in the Insert Subscriber Data Answer message.
NOTE 2:
Whether the normalized Monitoring Event Report(s) are carried in ISD Ack or in an explicit report message to the HSS is left up to Stage 3.
12.
The HSS sends a Monitoring Response (SCEF Reference ID, Cause) message to the SCEF to acknowledge acceptance of the Monitoring Request and the deletion of the identified monitoring event configuration, if it was requested. The HSS deletes the monitoring event configuration identified by the SCEF Reference ID, if it was requested. If the requested Monitoring Event is available to the HSS at the time of sending Monitoring Response message or was received from the MME/SGSN in step 11, then the HSS includes a Monitoring Event Report in the Monitoring Response message.

If it is a One-time request and the Insert Subscriber Data Answer includes a Monitoring Event Report, the HSS deletes the associated Monitoring Event configuration.

13.
The SCEF sends a Monitoring Response (SCS/AS Reference ID, Cause) message to the SCS/AS to acknowledge acceptance of the Monitoring Request and the deletion of the identified monitoring event configuration, if it was requested. If the SCEF received a Monitoring Event Report then it includes the Monitoring Event Report in the Monitoring Response message. If it is a One-time request and the Monitoring Response includes a Monitoring Event Report, the SCEF deletes the associated Monitoring Event configuration.

5.6.X.2
Common Parameters of the Configuration Procedure

This clause describes the common parameters related to the monitoring event configuration procedure for roaming scenarios by clarifying the differences compared to the non-roaming scenarios described in chapter 5.6.1.2.

The description in chapter 5.6.1.2 applies with the following clarifications. 

SCEF Reference ID is stored by HSS, MME, SGSN and IWK-SCEF.

SCEF ID indicates the SCEF to which the Monitoring Indication message has to be sent to by the HSS, MME, SGSN or IWK-SCEF. SCEF ID is stored by the HSS, MME, SGSN and IWK-SCEF.

5.6.X.3
Specific Parameters for Monitoring Event: Loss of connectivity

The description in chapter 5.6.1.3 applies with the following clarifications.
1-5.
Steps of clause 5.6.1.3 are executed.
6.
The MME/SGSN executes step 6 of clause 5.6.1.3, but if the values proposed by HSS is not acceptable to the MME/SGSN the MME/SGSN rejects the request and includes acceptable values in the reject message.
7-9.
Steps of clause 5.6.1.3 are executed.
5.6.X.4
Specific Parameters for Monitoring Event: UE reachability
The description in chapter 5.6.1.4 applies with the following clarifications.

1-5.
Steps of clause 5.6.1.4 are executed.

6.
The MME/SGSN executes step 6 of clause 5.6.1.4, but if the values proposed by HSS is not acceptable to the MME/SGSN the MME/SGSN rejects the request and includes acceptable values in the reject message.

7-9.
Steps of clause 5.6.1.4 are executed.
5.6.X.5
Specific Parameters for Monitoring Event: Location Reporting

The description in chapter 5.6.1.5 applies with the following clarifications.

1-2.
As described in 5.6.1.5.
3.
If Accuracy is included in step 1 then based on operator configuration the SCEF may map it to permissible granularity at cell level (CGI/ECGI), eNB level, LA/TA/RA level, or Presence Area reporting level. If Accuracy is not included in step 1, the SCEF sets the granularity based on operator configuration. The SCEF adds Location Type and Accuracy prior to sending the Monitoring Request to the HSS as in step 3 of clause 5.6.1.5.

4.
As described in 5.6.1.5.
5.
As described in 5.6.1.5.
6.
If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF and it is a One-time request, the MME/SGSN starts watching for cell/RA/TA/eNB changes, depending on requested Accuracy, and includes the location information as part part of the Monitoring Event Data to the IWK-SCEF in step 7.
7.
If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF, then the MME/SGSN shall execute the step 7 in 5.6.x.1.
8.
The IWK-SCEF executes step 8 in 5.6.x.1, and if the request included Monitoring Event Data then the IWK-SCEF may perform normalization of the data according to operator policies. 
9.
The IWK-SCEF executes step 9 in 5.6.x.1.
10.
If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF, then the MME/SGSN either starts to watch for the indicated Monitoring Event, or if the IWK-SCEF rejected the request the MME/SGSN rejects the request with the cause provided by the IWK-SCEF.
If the MME/SGSN is not configured to use an IWK-SCEF for the PLMN of the SCEF, then the MME/SGSN executes step 6 of 5.6.1.1 and in addition perform any actions required e.g. generating charging/accounting information. 
11-13.
Steps 7-9 of clause 5.6.1.1 are executed and include the report of the current or last known location, depending on what was requested. The SCEF, if not already done by the IWK-SCEF, maps eNB-ID/cell-ID/RAI/TAI to geo-location before reporting to the SCS/AS.

5.6.X.6
Specific Parameters for Monitoring Event: Change of IMSI-IMEI(SV) Association

The description in chapter 5.6.1.6 applies as there are no VPLMN changes.

5.6.X.7
Specific Parameters for Monitoring Event: Roaming Status

The description in chapter 5.6.1.6 applies as there are no VPLMN changes.

5.6.X.8
Specific Parameters for Monitoring Event: Communication failure

The description in chapter 5.6.1.8 applies with the following clarifications.

1.
The SCS/AS sets Monitoring Type to "Communication Failure" prior to sending Monitoring Request to the SCEF as in step 1 of clause 5.6.1.8.

2.
The SCEF executes step 2 of clause 5.6.1.8.

3.
The SCEF executes step 3 of clause 5.6.1.8.

4. The HSS executes step 4 of clause 5.6.1.8.

5.
The HSS executes step 5 of clause 5.6.1.8.

6.
Not applicable.

7.
If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF, the MME/SGSN executes step 7 of 5.6.x.1.

8.
The IWK-SCEF executes step 8 of clause 5.6.x.1.
9.
The IWK-SCEF executes step 9 of clause 5.6.x.1.
10.
The MME/SGSN executes step 6 of clause 5.6.1.8 and starts watching for communication failure events.

11-13.
Steps 7-9 of clause 5.6.1.8 are executed.

5.6.X.9
Specific Parameters for Monitoring Event: Availability after DDN Failure

The description in chapter 5.6.1.5 applies with the following clarifications.
1-5.
Steps 1-5 are executed as per clause 5.6.x.9.
6.
Not applicable.

7.
If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF, the MME/SGSN executes step 7 of 5.6.x.1.

8.
The IWK-SCEF executes step 8 of clause 5.6.x.1.

9.
The IWK-SCEF executes step 9 of clause 5.6.x.1.

10.
The MME/SGSN executes step 6 of clause 5.6.1.9.

11-13.
Steps 7-9 of clause 5.6.1.9 are executed.

5.6.Y
Monitoring Events configuration and deletion directly at the MME/SGSN for roaming scenarios
In this release there is no support for Monitoring Events configuration and deletion directly at the MME/SGSN for roaming scenarios.
5.6.Z
Reporting of Monitoring Events from the HSS or the MME/SGSN for roaming scenarios
5.6.Z.1
Reporting Procedure

The following figure illustrates the common procedure flow of reporting Monitoring Events that are detected by the MME/SGSN or HSS for roaming scenarios. The steps specific to different Monitoring Event types are detailed in clauses 5.6.Z.2 to 5.6.Z.8.
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Figure 5.6.Z.1-1: Monitoring event reporting procedure for roaming scenarios
1.
A Monitoring Event is detected by the node at which the Monitoring Event is configured, i.e. either at the MME/SGSN (1a) or at the HSS (1b).

2a.
If the MME/SGSN is not configured to use an IWK-SCEF for the PLMN of the SCEF then the MME/SGSN executes step 2a in 5.6.3.1. The MME/SGSN in addition generates any required charging/accounting informayion.
2b.
The HSS executes step 2b in clause 5.6.3.1.
2c.
If the MME/SGSN is configured to use an IWK-SCEF for the PLMN of the SCEF, then the MME/SGSN sends a Monitoring Indication (SCEF Reference ID and Monitoring Event Report) message to the IWK-SCEF. If the Monitoring Event configuration was triggered by a One-time Monitoring Request, then the Monitoring Event configuration is deleted by the MME/SGSN upon completion of this step. If the MME/SGSN has a Maximum Number of Reports stored for this monitoring task, the MME/SGSN shall decrease its value by one. 

The IWK-SCEF sends a Monitoring Indication (SCEF Reference ID and Monitoring Event Report) message to the SCEF. If the IWK-SCEF has a Maximum Number of Reports stored for this monitoring task, the MME/SGSN shall decrease its value by one. When the maximum number of reports is reached for a Continuous Monitoring Request or in case of a One-time Monitoring Request, the IWK-SCEF ends the reporting on the SCEF Reference ID.
3.
The SCEF executes step 3 in clause 5.6.3.1.
5.6.Z.2
Reporting Event: Loss of connectivity

1a.
This monitoring event is detected as of step 1a of clause 5.6.Z.1, which is when the mobile reachability timer expires.

2.
Dependent on MME/SGSN configuration step 2a or 2c of clause 5.6.Z.1 is executed.

3.
Step 3 of clause 5.6.Z.1 is executed.

5.6.Z.3
Reporting Event: UE reachability

1a.
This monitoring event is detected as of step 1a of clause 5.6.Z.1, which is when the UE changes to connected mode.


If Maximum Response Time was included in step 5 of clause 5.6.X.4, then the MME/SGSN keeps the corresponding S1-U/Iu-PS connections of the UE for a duration of at least the Maximum Response Time less the UE's PSM Active Timer value.

2.
Dependent on MME/SGSN configuration step 2a or 2c of clause 5.6.Z.1 is executed.

3.
Step 3 of clause 5.6.Z.1 is executed.

5.6.Z.4
Reporting Event: Location Reporting

1a.
This monitoring event is detected as of step 1a of clause 5.6.Z.1, which is when the MME/SGSN detects that the UE changes location with the granularity as requested by the monitoring event configuration.

2.
Dependent on MME/SGSN configuration step 2a or 2c of clause 5.6.Z.1 is executed. If step 2c is executed, then the IWK-SCEF maps the reported 3GPP system specific location information to a geo-location and forwards it to the SCEF.
3.
Step 3 of clause 5.6.Z.1 is executed. The SCEF may map the reported 3GPP system specific location information to a geo-location and reports it.

5.6.Z.5
Reporting Event: Change of IMSI-IMEI(SV) association

This monitoring event is exectutes as in clause 5.6.3.5.
5.6.Z.6
Reporting Event: Roaming Status

This monitoring event is exectutes as in clause 5.6.3.6.
5.6.Z.7
Reporting Event: Communication failure

1a.
This monitoring event is detected as of step 1a of clause 5.6.Z.1, which is when the MME/SGSN becomes aware of a RAN or NAS failure event.

2.
Dependent on MME/SGSN configuration step 2a or 2c of clause 5.6.Z.1 is executed. If step 2c is executed, then the IWK-SCEF either forwards the the received failure cause code(s) as-is or an abstracted value to the SCEF.
3.
Step 3 of clause 5.6.Z.1 is executed. Based on operator configuration, the SCEF reports either the received failure cause code(s) as-is or an abstracted value.

5.6.Z.8
Reporting Event: Availability after DDN failure

1a.
This monitoring event is detected as of step 1a of clause 5.6.Z.1, which is when the MME/SGSN becomes aware of UE availability after DDN failure.

2.
Dependent on MME/SGSN configuration step 2a or 2c of clause 5.6.Z.1 is executed.
3.
Step 3 of clause 5.6.Z.1 is executed.

* * * End of Changes * * * 
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