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	Reason for change:
	Some of the requirements on one-to-many communications on clause 6.2.2 state should (recommendation)  even though shall would be more appropriate.
"- It should be possible for the UE to authenticate the network entity distributing the shared keys or the group member distributing the session keys."

If the network entity is not authenticated, a UE can be lured to receive keys of a fake group.
"-
It should be possible for the UE to store shared keys for past and future cryptoperiods."
If the UE is not able to store keys, it will be impossible to use them for security. 
"-
The mechanism for distributing session keys should support late entry to group communications"

If UEs are not able to join later to a group, the usefulness of a group is questionable. 

In addition, terminology for the UE is aligned in the clause.
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***
BEGIN CHANGES
***
6.2.2
Security requirements
The requirements in clause 5.3.2 apply for the signalling between the UE and ProSe Function.

For the distribution of the keys, the following requirements apply:

-
The shared keys and session keys shall be protected in integrity and confidentiality during their distribution.
-
Only authorized Public Safety ProSe-enabled UEs shall receive the shared keys. 

-
It shall be possible for the Public Safety ProSe-enabled UE to authenticate the network entity distributing the shared keys. 
- 
The Public Safety ProSe-enabled UE should support  authentication  of the group member distributing the session keys.
-
It shall be possible for the Public Safety ProSe-enabled UE to store shared keys for past and future cryptoperiods.

-
The mechanism for distributing session keys shall support late entry to group communications.

-
Authorized Public Safety Prose-enabled UEs shall securely store the shared keys.

For the protection of the data transmission between the UEs, the following requirements apply

-
The system shall support providing the Public Safety ProSe-enabled UEs with the all the necessary keying material and chosen algorithms that are used to protect the data sent between the Public Safety ProSe-enabled UE(s). This material shall be provided without requiring signalling between the Public Safety ProSe-enabled UEs.

-
Confidentiality of one-to-many communications should be supported. Its use would be a configuration option related to network operations and should hence be under control of the network operator.

-
Integrity protection of one-to-many communications shall be supported for media plane security mechanism. 

-
Security mechanisms shall scale effectively to large groups, and be compatible with rapid setup of group communications. 
-
Security mechanism shall support multiple logical channels between the same source/destination pair. Security mechanism shall avoid key stream repetition (COUNTs is about to be re-used with the same key), when multiple PDCP entities exist in the Public Safety ProSe-enabled UE.
***
END OF CHANGES
***
