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Classification of WI and linked work items
2.0
Primary classification
This work item is a …

	X
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	Study on Cellular system support for ultra Low Complexity and low throughput Internet of Things (FS_IoT_LC)
	Rel-13 GERAN TR 45.820

	
	Further LTE Physical Layer Enhancements for MTC (LTE_MTC_e2_L1)
	Rel-13 work in RAN


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 

Go to §3.

2.3.3
Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 

Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5
Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification

Machine Type Communication (MTC) represents a significant growth opportunity for the 3GPP ecosystem. 

TSG-RAN has the LTE_MTC_e2_L1 Work Item (RP-141660) which includes the following objectives: 

“Target a relative LTE coverage improvement – corresponding to 15 dB for FDD – for the UE category/type defined above and other UEs operating delay tolerant MTC applications with respect to their respective nominal coverage”

and

“Provide power consumption reduction for the UE category/type defined above, both in normal coverage and enhanced coverage, to target ultra-long battery life:”
TSG-GERAN has the FS_IoT_LC Study Item (GP-140421) which includes the following objectives:
“Provide a data rate of at least 160 bps (on both the uplink and downlink) at the (equivalent of) the SAP to the SNDCP layer with the aim of achieving an extended coverage of 20 dB compared to legacy GPRS (Non EGPRS). It is noted that solutions with lesser coverage extension may need to be studied. Both interference limited and noise limited scenarios are to be considered.”
and
“Reduce power consumption of MTC Mobile Stations compared with legacy GPRS (non EGPRS) so that they can have up to ten years battery life with battery capacity of 5 Watt-hours, even in locations with adverse coverage conditions where up to 20 dB extension might be needed.“
When in the deep (15/20dB) coverage extension, significant battery energy is used to transfer data between the device and the network.

Many current MTC users implement “device to enterprise” security. It is believed that these security mechanisms incur a significant data overhead by e.g. frequent security key renegotiation, and, that this data overhead could severely impact the useful battery life of the devices being developed for the above mentioned Work/Study Items. 

An alternative to “device to enterprise” security might be to develop low data overhead, efficient security mechanisms between the device and the HPLMN and thus enable the HPLMN to offer a guaranteed security level to the enterprise customer.

The aim of this Study Item is to investigate solutions to provide battery efficient security between the “device and enterprise” and between the “device and HPLMN”.
Assuming that the LTE_MTC_e2_L1 work remains using the S1 based architecture, and, the “evolved GSM” component of FS_IoT_LC remains using the Gb based architecture, then the study needs to cater for both Gb and S1 based systems.

4
Objective


The objectives are to:

a) Investigate whether battery efficient ‘device to enterprise’ mechanisms to provide sufficient security exist.

b) Investigate potential enhancements to 3GPP’s security architecture(s) that enable the Home Operator to be able to offer well guaranteed security to enterprises e.g. to provide security between the UE and a node in the home operator domain. 

c) For both a, and b, above identify a solution set that covers both S1 and Gb based architectures.

In particular, SA3 should study the impact of relevant authentication and key agreement procedures. 
The following should be taken into account for the study:

1. The potential solutions should aim at minimising the energy consumption of devices to help meet the objective of a ten year battery life and take into consideration the very low data rate capability of the radio interface, i.e. for a stationary device, the target is to not go above a long term (e.g. yearly) average of 4 bytes/day on the uplink and 16 bytes/day on the downlink for security related procedures, and ideally less.
Note 1: 
existing analysis in TSG GERAN (e.g. GP-150073, GP-150267) indicate that the full 5Wh battery capacity (used in the evaluation in FS_IoT_LC) could be consumed in around 11 years by a load of 200 bytes/day. Consuming more than 10% of the battery capacity for security purposes is felt to be excessive. This approximates to < 20 bytes/day. In addition, some companies in radio related Working Groups have indicated that, in poor coverage, the battery impact of transmitting data is much greater than receiving data: this is approximated by a 1:4 data rate split. 
Note 2: for a Gb based architecture, the data rate should be measured at the SAP to the SNDCP layer (TS 44.065). For an S1 based architecture it should be measured at the SAP for the PDCP layer (TS 36.323). 
2. The potential security solutions for devices related to GERAN’s FS_IoT_LC and LTE Rel 13 Low Complexity UEs can take into account that the devices are not expected to be able to access pre-release 13 networks.. 






5
Service Aspects

none
6
MMI-Aspects

none
7
Charging Aspects

none
8
Security Aspects

This is a security study
9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	
	
	
	
	

	Don't know
	X
	
	X
	
	X
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Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	33.8ab
	Study on Battery Efficient Security for very low throughput Machine Type Communication Devices
	SA3
	
	SA#69 Sept 2015
	SA#70 Dec 2015
	

	
	
	
	
	
	
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments
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Work item rapporteur(s)
SA3: Barry, Aguibou, VODAFONE Group Plc.
12
Work item leadership

SA3
13
Supporting Individual Members
	Supporting IM name

	Vodafone
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