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	Reason for change:
	Currently there is an Editor’s Note in clause 7.2.3.2 Security for WLAN Control Protocol . The existing EN says “Editor's Note: It is ffs how to solve the threat that a malicious application in the ME can release or modify the PDN connections used by the genuine WLCP application, e.g. by sending fake WLCP messages, and if this threat is mitigated by the security solution described in the current clause or if further security measures need to be taken to mitigate the threat. “
In a UE, to establish a new PDN connection or alter an existing PDN connection, applications would have to invoke the services of connection-specific middleware, e.g. connection manager. WLCP key is expected to be managed and protected by the connection manager module within the device to secure the WLCP signalling. 

When applications within a UE request and release PDN connections, the connection resource management at WLCP layer is the responsibility of the connection manager/platform software. It is the responsibility of the connection manager to ensure proper isolation and protection of resources. Resources allocated and used by one process are not expected to be visible to another application process.

In openware systems like android etc, it may be possible to have platform level programs to monitor the usage of connection resources and take supervisory actions, but it is upto the device implementations to decide which programs have pivilege for monitoring and remedial responsibility. A downloaded malware or application is not expected to have this capability without the user being explicitly aware of this and is directly responsible for this.

If a process violation happens within a UE and WLCP keys are misused, TWAG WLCP layer would not be able to judge which process or application from the device is making the PDN Connection request/release and which of these requests are genuine and justified.  It is the responsibility of UE implementations that sanity of process contexts is maintained.

Hence it is suggested to delete the EN.
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***** START OF CHANGES *****
7.2.3.2
Security for WLAN Control Protocol (WLCP) 

Editor's Note: It is ffs if the identities used between the UE and TWAG and between TWAG and P-GW can be used for identity spoofing (possibly resulting e.g. in tearing down PDN connections) even when the security solution described in the current clause is used. If this is the case then a cross-check between the authenticated identity, i.e. the IMSI, and other identities used in the procedures may need to be performed.
7.2.3.2.1
Authentication and key agreement 
When multi-connection mode is negotiated as defined in clause 16 of TS 23.402 [39], WLAN Control Protocol (WLCP) is used between the UE and TWAG to control (e.g. setup and teardown) PDN connections over a TWAN access. In this case authentication and key agreement as defined in clause 6.2 of the present document shall be used with the following exceptions and additions:

In step 23, the 3GPP AAA Server derives the WLCP key from the EMSK as defined in Annex A.3, and sends it to the  Trusted WLAN AAA Proxy (TWAP) in the TWAN in addition to the MSK, in the underlying AAA protocol message (i.e. not at the EAP level). Upon receiving the EAP Success message, the MSK, and the WLCP key, the TWAP provides the WLCP key, together with the IMSI, to the TWAG to be used for protecting the WLCP between the UE and TWAG.

Upon receiving the EAP Success message in step 25, the UE derives the WLCP key from the EMSK in the same way as the 3GPP AAA Server does as defined in clause 7.2.3.2.3. 
7.2.3.2.2
Fast re-authentication 

In case of fast re-authentication the procedures as defined in clause 6.3 shall be used with the exception that the WLCP key is derived and handled in the same way as in the clause 7.2.3.2.1.

7.2.3.2.3
Protection of WLCP signalling

DTLS with pre-shared key as defined in RFC 6347 [37] shall be used to protect WLCP signalling between the UE and TWAG. The key for DTLS is the WLCP key derived as defined in Annex A.3. 

The UE shall establish a DTLS connection with the TWAG after successful authentication in case of multi-connection mode. 

7.2.3.2.4
DTLS profile

The UE and the TWAG shall support the DTLS profile as defined in TS 33.310 [38], annex E.
.
***** END OF CHANGES ****
