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************ FIRST CHANGE **************
X
Interception of Proximity Services
X.1
General

X.1.1
Identifiers

X.1.1.1
Overview

Specific identifiers are necessary to uniquely identify a target for interception, and to correlate between the data, which is conveyed over the handover interface (HI2). The identifiers are defined in the subsequent subclauses of X.1.1.
X.1.1.2
Lawful interception identifier

For each target identity related to an interception warrant, the authorized CSP shall assign a Lawful Interception Identifier (LIID).

Using an indirect identification to point to a target identity makes it easier to keep the knowledge about a specific interception target limited within the authorized CSP and the LEA.

The LIID is a component of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date when the lawful authorization was issued.

The authorized CSP shall either enter a LIID for each target identity of the interception subject or a single LIID for multiple target identities all pertaining to the same interception subject.

If more than one LEA intercepts the same target identity, there shall be LIIDs assigned relating to each LEA.

X.1.1.3
Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following two identifiers.

1)
Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

2)
Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of the NEID. 

X.1.2
Timing and quality

X.1.2.1
Timing

As a general principle, within a telecommunication system, IRI, if buffered, should be buffered for as short a time as possible.

NOTE:
If the transmission of IRI fails, it may be buffered or lost.

Subject to national requirements, the following timing requirements shall be supported:

-
Each IRI data record shall be sent by the delivery function to the LEMF over the HI2 within seconds of the detection of the triggering event by the IAP at least 95% of the time.
-
Each IRI data record shall contain a time-stamp, based on the intercepting node's clock that is generated following the detection of the IRI triggering event.
X.1.2.2
Quality
The QoS used from the CSP to the LEMF is determined by what operators (NO/AN/SP) and law enforcement agree upon.
X.1.3
Security aspects

Security is defined by national requirements.

X.1.4
Quantitative aspects

The number of target interceptions supported is a national requirement.

The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a CSP's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:

-
The ability to access and monitor all simultaneous communications originated, received, or redirected by the interception subject;

-
The ability for multiple LEAs (up to five) to monitor, simultaneously, the same interception subject while maintaining unobtrusiveness, including between agencies;

-
The ability of the network to simultaneously support a number of separate (i.e. multiple interception subjects) legally authorized interceptions within its service area(s), including different levels of authorization for each interception, including between agencies (i.e. IRI only, or IRI and communication content).

X.2
ProSe Direct Discovery

X.2.1
General

For ProSe Direct Discovery, the LI solution in this subclause provides an IRI solution only as there is no CC.

The IRI will in principle be available in the following phases of ProSe Direct Discovery:

1.
At Discovery Request;
2.
At Match Report.

The IRI may be subdivided into the following categories:

1.
Control information for HI2 (e.g. correlation information);

2.
Prose Direct Discovery information.

The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.

There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.

Table X.2.1-1: Mapping between Direct Discovery Events and HI2 records type
	Event
	IRI Record Type

	ProSe Discovery Request
	REPORT

	ProSe Match Report
	REPORT


A set of information is used to generate the records. The records are used to transmit the information from the mediation function to LEMF. This set of information can be extended in the ICE or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.

Table X.2.1-2: Mapping between Events information and IRI information

	parameter
	Description
	HI2 ASN.1 parameter

	observed IMSI
	Target Identifier with the IMSI of the target.
	prosedirectdiscovery(targetimsi)

	event type
	Description which type of event is delivered ProSe direct discovery: Discovery Request, Match Report
	prosedirectdiscovery(prosedirectdiscoveryevent)

	event date
	Date of the event generation in the ProSe Function.
	Timestamp

	event time
	Time of the event generation in the ProSe Function.
	Timestamp

	Network Identifier
	Operator ID plus unique identifier for the ProSe Function
	network-identifier

	lawful interception identifier
	Unique number for each lawful authorization
	lawfulInterceptionIdentifier

	Role of LI subject
	Whether the LI subject is an announcing or monitoring UE
	prosedirectdiscovery(targetrole)

	Discovery PLMN ID
	PLMN where the discovery process takes place.
	prosedirectdiscovery(discoveryPLMNID)

	ProSe Application ID Name
	Identity of a user within the context of a specific application
	prosedirectdiscovery(proseappidname)

	Metadata
	Metadata relating to a ProSe Application Identity
	prosedirectdiscovery(metadata)

	Timer
	The ‘Validity Timer’ or ‘Time to Live’ value assigned by the network to a specific ProSe Application Code or Discovery filter that controls how long the UE can announce/monitor for it 
	prosedirectdiscovery(timer)

	Identity of the other UE
	In Match reports, there is a second UE involved
	prosedirectdiscovery(otherueimsi)

	ProSe Application Code

	Bitstring that is actually announced over the air, or included in a discovery filter applied by UE
	prosedirectdiscovery(proseappcode)

	Prose App Mask
	Bitmask that allows the monitoring UE to perform full or partial matching. Multiple Masks may be included in a Discovery Filter. The length of the mask is the same as the length of ProSe Application Code
	prosedirectdiscovery(proseappmask)


NOTE:
LIID parameter needs to be present in each record sent to the LEMF. 
X.2.2
Events and information

X.2.2.1
Overview

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table X.2.1-1: Mapping between Direct Discovery Events and HI2 records type and Annex B.Y Intercept related information for ProSe. IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI record there is a set of events and associated information elements to support the particular service.

The direct discovery events described in Table X.2.1-1: Mapping between Direct Discovery Events and HI2 records type and Table X.2.1-2: Mapping between Events information and IRI information convey the basic information for reporting direct discovery. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:

mandatory (M)
- required for the record,

conditional (C)
- required in situations where a condition is met (the condition is given in the Description), or

optional (O)
- provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.

X.2.2.2
REPORT record information

The REPORT record is used to report non-communication related target actions (events).

The REPORT record shall be triggered when:

-
The ProSe Function receives a Discovery Request from the UE. See Table X.2.2.2-1.
-
The ProSe Function receives a Match Report from the UE. See Table X.2.2.2-2.
Table X.2.2.2-1: ProSe Discovery Request REPORT Record

	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	M
	Shall be provided.

	Event Type
	M
	Provide ProSe Discovery Request event type

	Event Time
	M
	Provide the time the event is detected.

	Event Date
	M
	Provide the date the event is detected.

	Lawful Interception Identifier
	M
	Shall be provided.

	Role of LI subject
	M
	Shall be provided.

	Network Identifier
	M
	Shall be provided.

	Discovery PLMN ID
	M
	Shall be provided. More than one may be reported if LI subject has monitoring role.

	ProSe Application ID Name
	M
	Shall be provided. More than one may be reported if LI subject has monitoring role.

	Timer
	M
	Shall be provided. More than one may be reported if LI subject has monitoring role.

	ProSe Application Code
	M
	Shall be provided. More than one may be reported if LI subject has monitoring role.

	ProSe App Mask
	C
	Provided if available and applicable (only applicable if LI subject has monitoring role). More than one may be reported if LI subject has monitoring role.

	Metadata
	C
	Provided if available and applicable (only applicable if LI subject  has announcing role)


Table X.2.2.2-2: ProSe Match Report REPORT Record
	Parameter
	MOC
	Description/Conditions

	Observed IMSI
	M
	Shall be provided.

	Event Type
	M
	Provide ProSe Match Report event type.

	Event Time
	M
	Provide the time the event is detected.

	Event Date
	M
	Provide the date the event is detected.

	Lawful Interception Identifier
	M
	Shall be provided

	Role of LI subject
	M
	Shall be provided.

	Network Identifier
	M
	Shall be provided.

	Discovery PLMN ID
	M
	Shall be provided.

	ProSe Application ID Name
	M
	Shall be provided.

	Timer
	M
	Shall be provided.

	ProSe Application Code
	M
	Shall be provided.

	Metadata
	C
	Provided if available.

	Identity of other UE
	C
	Provided if available.


************ NEXT CHANGE **************
B.Y
Intercept related information for ProSe 

Declaration of ROSE operation prose-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery mechanism, data ProSeIRIsContent must be considered.
ASN1 description of IRI (HI2 interface)

ProSeHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2prose(15) r12(12) version1(1)} 

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS 



OPERATION, 



ERROR 




FROM Remote-Operations-Information-Objects 




{joint-iso-itu-t(2) remote-operations(4) informationObjects(5) version1(1)}



LawfulInterceptionIdentifier,



TimeStamp,



Network-Identifier,



National-Parameters,



National-HI2-ASN1parameters,



IPAddress




FROM HI2Operations




{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)

 



  lawfulIntercept(2) hi2(1) version18(18)}; -- Imported from TS 101 671

-- Object Identifier Definitions

-- Security DomainId

lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)

securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains

threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}

hi2ProSeDomainId OBJECT IDENTIFIER
::= {threeGPPSUBDomainId hi2prose(15) r12(12) version1(1)}

prose-sending-of-IRI  OPERATION ::= 

{


ARGUMENT
ProSeIRIsContent


ERRORS

{ OperationErrors }


CODE

global:{threeGPPSUBDomainId hi2prose(15) opcode(1)}

}

-- Class 2 operation. The timer shall be set to a value between 3 s and 240 s. 

-- The timer default value is 60s.

-- NOTE:
The same note as for HI management operation applies.

ProSeIRIsContent

::= CHOICE

{


proseIRIContent


[1] ProSeIRIContent,

proseIRISequence

[2] ProSeIRISequence
}

ProSeIRISequence

::= SEQUENCE OF ProSeIRIContent
-- Aggregation of ProSeIRIContent is an optional feature.
-- It may be applied in cases when at a given point in time
-- several IRI records are available for delivery to the same LEA destination.

-- As a general rule, records created at any event shall be sent

-- immediately and not withheld in the DF or MF in order to

-- apply aggregation.

-- When aggregation is not to be applied,  

-- ProSeIRIContent needs to be chosen.

ProSeIRIContent

::= CHOICE 

{


iRI-Report-record

[1] IRI-Parameters,
 

   ...

}

unknown-version 

ERROR ::= { CODE local:0}

missing-parameter

ERROR ::= { CODE local:1}

unknown-parameter-value
ERROR ::= { CODE local:2}

unknown-parameter

ERROR ::= { CODE local:3}

OperationErrors ERROR ::= 

{ 


unknown-version | 


missing-parameter | 


unknown-parameter-value | 


unknown-parameter 

}

-- These values may be sent by the LEMF, when an operation or a parameter is misunderstood.

IRI-Parameters

::= SEQUENCE 

{


hi2ProSeDomainId 



[0]
OBJECT IDENTIFIER,  -- 3GPP HI2 ProSe domain


lawfulInterceptionIdentifier
[1] LawfulInterceptionIdentifier,



-- This identifier is associated with the target.


timeStamp





[2] TimeStamp, 



-- date and time of the event triggering the report. 


networkIdentifier



[3] Network-Identifier,


proseEventData




[4] ProSeEventData,

national-Parameters



[5] National-Parameters Optional,

national-HI2-ASN1parameters

[6]
National-HI2-ASN1parameters
OPTIONAL,

...

}

-- PARAMETERS FORMATS

ProSeEventData


::= CHOICE 

{


proseDirectDiscovery 
[0]  ProSeDirectDiscovery,  


...

}

ProSeDirectDiscovery ::= SEQUENCE

{


proseDirectDiscoveryEvent
[0] ProSeDirectDiscoveryEvent


targetImsi




[1] OCTET STRING (SIZE (3..8)),




-- See MAP format [4] International Mobile 




-- Station Identity E.212 number beginning with Mobile Country Code

targetRole




[2] TargetRole, 


directDiscoveryData


[3] DirectDiscoveryData,


metadata




[4] UTF8STRING OPTIONAL,


otherUeImsi




[5] OCTET STRING (SIZE (3..8)) OPTIONAL,




-- See MAP format [4] International Mobile 




-- Station Identity E.212 number beginning with Mobile Country Code

...

}

ProSeDirectDiscoveryEvent ::= ENUMERATED 

{


proseDiscoveryRequest 

  
(1),


proseMatchReport



(2),


...

}

TargetRole ::= ENUMERATED
{


announcingUE



(1),


monitoringUE



(2),


...
}
DirectDiscoveryData::= SEQUENCE OF 

{


discoveryPLMNID 


[1] UTF8STRING,

proseAppIdName



[2] UTF8STRING,


proseAppCode



[3] OCTET STRING (SIZE 23),
            -- See format in TS 23.003 [25]

proseAppMask



[4] ProSeAppMask OPTIONAL,


timer





[5] INTEGER (SIZE 3),

...

}

ProSeAppMask

::= CHOICE

{


proseMask



[1] OCTET STRING (SIZE 23),


-- formatted like the proseappcode; used in conjuction with the corresponding 


-- proseappcode bitstring to form a filter.


proseMaskSequence

[2] ProSeMaskSequence
}

ProSeMaskSequence

::= SEQUENCE OF OCTET STRING (SIZE 23)
-- There can be multiple masks for a ProSe App code at the monitoring UE
END -- OF ProSeHI2Operations

************ END OF CHANGES **************
