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*** FIRST MODIFICATION ***
[bookmark: _Toc398716680]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
· For a specific reference, subsequent revisions do not apply.
· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	ETSI TS  101 331: "Lawful Interception (LI); Requirements of Law Enforcement Agencies".
[2]	ETSI ES 201 158: "Telecommunications security; Lawful Interception (LI); Requirements for network functions".
[3]	ETSI ETR 330: "Security Techniques Advisory Group (STAG); A guide to legislative and regulatory environment".
[4]	3GPP TS 29.002: "3rd Generation Partnership Project; Technical Specification Group Core Network; Mobile Application Part (MAP) specification".
[5A]	ITU‑T Recommendation X.680: "Abstract Syntax Notation One (ASN.1): Specification of Basic Notation".
[5B]	ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Information Object Specification".
[5C]	ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Constraint Specification".
[5D]	ITU‑T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 Specifications".
[6]	ITU‑T Recommendation X.690: "ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)".
NOTE 1:	It is recommended that for [5A], [5B], [5C], [5D] and [6] the 2002 specific versions should be used.
[7]	ITU‑T Recommendation X.880: "Information technology - Remote Operations: Concepts, model and notation".
[8]	ITU‑T Recommendation X.882: "Information technology - Remote Operations: OSI realizations - Remote Operations Service Element (ROSE) protocol specification".
NOTE 2:	It is recommended that for [8] the 1994 specific versions should be used.
[9]	3GPP TS 24.008: "3GPP Technical Specification Group Core Network; Mobile radio interface Layer 3 specification, Core network protocol; Stage 3".
[10] - [12]	Void.
[13]	IETF STD 9 (RFC 0959): "File Transfer Protocol (FTP)".
[14]	3GPP TS 32.215: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Telecommunication Management; Charging Management; Charging data description for the Packet Switched (PS) domain)".
[15]	IETF STD0005 (RFC 0791: "Internet Protocol".
[16]	IETF STD0007 (RFC 0793): "Transmission Control Protocol".
[17]	3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp interface".
[18]	3GPP TS 33.106: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful Interception Requirements".
[19]	3GPP TS 33.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Lawful interception architecture and functions".
[20]	3GPP TS 23.107: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Quality of Service QoS concepts and architecture".
[21] – [22]	Void.
[23]	ANSI/J-STD-025-A: "Lawfully Authorized Electronic Surveillance".
[24]	ETSI TS 101 671: "Handover Interface for the lawful interception of telecommunications traffic".
[25]	3GPP TS 23.003: "3rd Generation Partnership Project; Technical Specification Group Core Network; Numbering, addressing, and identification".
[26]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[27]	IETF RFC 1006: "ISO Transport Service on top of the TCP".
[28]	IETF RFC 2126: "ISO Transport Service on top of TCP (ITOT)".
[29]	ITU‑T Recommendation Q.763: "Signalling System No. 7 - ISDN User Part formats and codes".
[30]	ETSI EN 300 356 (all parts): "Integrated Services Digital Network (ISDN); Signalling System No.7; ISDN User Part (ISUP) version 3 for the international interface".
[31]	ETSI EN 300 403-1 (V1.3.2): "Integrated Services Digital Network (ISDN); Digital Subscriber Signalling System No. one (DSS1) protocol; Signalling network layer for circuit-mode basic call control; Part 1: Protocol specification [ITU-T Recommendation Q.931 (1993), modified]".
NOTE 3:	Reference [31] is specific, because ASN.1 parameter "release-Reason-Of-Intercepted-Call" has the following comment: "Release cause coded in [31] format". In case later version than the given one indicated for ISDN specification ETSI EN 300 403‑1 has modified format of the "release cause", keeping the reference version specific allows to take proper actions in later versions of this specification.
[32] - [33]	Void
[34]	ITU-T Recommendation Q.931: "ISDN user-network interface layer 3 specification for basic call control".
[35]	Void.
[36]	Void.
[37]	3GPP TS 23.032: "3rd Generation Partnership Project; Technical Specification Group Core Network; Universal Geographical Area Description (GAD)".
[38]	3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".
[39]	ISO 3166-1: "Codes for the representation of names of countries and their subdivisions - Part 1: Country codes".
[40]	3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS); Stage 2".
[41]	3GPP TS 29.234: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals: 3GPP System to Wireless Local Area Network (WLAN) interworking; Stage 3".
[42]	3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS); Service description".
[43]	3GPP TS 23.234: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3GPP system to Wireless Local Area Network (WLAN) Interworking; System Description".
[44]		3GPP TS 23.401: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access”.
[45]	3GPP TS 23.402:  "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Architecture enhancements for non-3GPP accesses".
[46]	3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Access (GPRS) Tunneling Protocol for Control Plane (GTPv2-C); Stage 3".
[47]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[48]	3GPP TS 29.275: "Proxy Mobile IPv6 (PMIPv6) based Mobility and Tunneling protocols; Stage 3".
[49]	3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6; Stage 3".
[50]	(void) 
[51]	(void)
[52]	3GPP TS 24.147: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Conferencing Using the IP Multimedia (IM) Core Network (CN) subsystem 3GPP Stage 3".
[53]	3GPP TS 29.273: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Evolved Packet System (EPS); 3GPP EPS AAA interfaces".
[54]	3GPP TS 33.328: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS) media plane security".
[bookmark: _Ref260745760][55]	ATIS-0700005 "Lawfully Authorized Electronic Surveillance (LAES) for 3GPP IMS-based VoIP and other Multimedia Services".
[56]	3GPP TS 29.212: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Policy and Charging Control(PCC); Reference points".
[57]	Void.
[58]	IETF RFC 4217: "Securing FTP with TLS".
[59]	3GPP TS 29.272: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Evolved Packet System (EPS); Mobility Management Entity (MME) and Serving GPRS Support Node (SGSN) related interfaces based on Diameter protocol".
[60]	3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".
[61]	IETF RFC 6043: "MIKEY-TICKET: Ticket-Based Modes of Key Distribution in Multimedia Internet KEYing (MIKEY)", available at www.ietf.org
[62]	3GPP TS 25.413: "UTRAN Iu interface Radio Access Network Application Part (RANAP) signalling".
[63]	3GPP TS 29.279: "Mobile IPv4 (MIPv4) based mobility protocols; Stage 3".
[64]	3GPP TS 29.118: "Mobility Management Entity (MME) –Visitor Location Register (VLR) SGs interface specification"
[65]	ANSI/J-STD-025-B: "Lawfully Authorized Electronic Surveillance”, July 17, 2006.
[66]	3GPP TS 24.007: "Mobile Radio Interface Signalling Layer 3; General Aspects".
[67]	IETF RFC 3966: "The Tel URIs for Telephone Numbers", December, 2004.
[68]	IETF RFC 791:  "Internet Protocol"
[69]	IETF RFC 2460:  "Internet Protocol, Version 6 (IPv6) Specification".
[70]	IEFT RFC 3697:  "IPv6 Flow Label Specification".
[71]	IETF RFC 4776: "Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for Civic Addresses Configuration Information".
[72]	IETF RFC 5139: "Revised Civic Location Format for Presence Information Data Format Location Object (PIDF-LO)".
[73]	ISO.3166-2: International Organization for Standardization, "Codes for the representation of names of countries and their subdivisions - Part 2: Country subdivision code". 
[74]	UPS SB42-4: Universal Postal Union (UPU), "International Postal Address Components and Templates".
[75]	ISO 639-1:2002: "Codes for the representation of names of languages -- Part 1: Alpha-2 code"
[76]	3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3"
[aa]	3GPP TS 22.468: "Group Communication System Enablers for LTE (GCSE_LTE)"
[bb]	3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2"
[cc]	3GPP TS 25.321: “Medium Access Control (MAC) protocol specification”



*** NEXT MODIFICATION – Add New Clause X below ***

[bookmark: _Toc390776310]X	Invocation of Lawful Interception for Group Communications System Enablers (GCSE)
[bookmark: _Toc390776311]X.1	Background
X.1.1	Interception at GCS AS versus other nodes
There are several scenarios possible for the interception of group communications involving GCSE (see TS 22.468 [aa] and TS 23.468[bb]).  First is where the GCS AS is part of the intercepting operator’s network.  Second is where the GCS AS is outside of the intercepting operator’s network.  This clause specifies LI solutions for both cases.
X.2	GCS AS in Intercepting Operator’s Network
X.2.1	General
In the case where the GCS AS is in the intercepting operator’s network, the ICE solution is very similar to the conferencing solution specified in Clause 11, where the main difference is that a single functional entity (the GCS AS) is utilized for GCSE, rather than two functional entities.  
X.2.2	Identifiers
X.2.2.1	Overview
Specific identifiers are necessary to identify a target for interception uniquely and to correlate between the data, which is conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the subsections below.
For the delivery of CC, the GCS AS provides correlation numbers and target identities to the HI3. The GCS AS reports the IRI associated with the GCSE group communication services.
For the delivery of CC and IRI, the GCS AS provides correlation numbers and target identities to the HI2 and HI3.  For a given target the correlation number is unique per group communications session in which the target is a member.
NOTE:	If two or more target identities are involved in the same group communications session the same Correlation Number may be assigned by the relevant network element to the communication sessions of the different target identities.
X.2.2.2	Lawful Interception Identifier
For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special Lawful Interception Identifier (LIID), which has been agreed between the LEA and the operator (NO/AN/SP).
Using an indirect identification, pointing to a target identity makes it easier to keep the knowledge about a specific interception target limited within the authorized operator (NO/AN/SP) and the handling agents at the LEA.
The LIID is a component of the CC delivery procedure and of the IRI records. It shall be used within any information exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.
The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a lawful authorization reference number, and the date, when the lawful authorization was issued.
The authorized operator (NO/AN/SP) shall either enter, based on an agreement with each LEA, a unique LIID for each target identity of the interception subject or a single LIID for multiple target identities all pertaining to the same interception subject.
If more than one LEA intercepts the same target identity, there shall be unique LIIDs assigned relating to each LEA.
X.2.2.3	Network Identifier
The network identifier (NID) is a mandatory parameter; it should be internationally unique. It consists of the following two identifiers.
1)	Operator- (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.
2)	Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out the LI operations, such as LI activation, IRI record sending, etc.
A network element identifier may be an IP address or other identifier. National regulations may mandate the sending of the NEID.
X.2.2.3	Correlation Number
For a given target the Correlation Number is unique per group communications session and used for the following purposes:
-	correlate CC with IRI,
-	correlate different IRI records within one group communications session.
NOTE:	The Correlation Number is at a minimum unique for each concurrent communication of a target within a lawful authorization.
X.2.3	Timing and quality
X.2.3.1	Timing
As a general principle, within a telecommunication system, IRI, if buffered, should be buffered for as short a time as possible.
NOTE:	If the transmission of IRI fails, it may be buffered or lost.
Subject to national requirements, the following timing requirements shall be supported:
-	Each IRI data record shall be sent by the delivery function to the LEMF over the HI2 within seconds of the detection of the triggering event by the IAP at least 95% of the time.
-	Each IRI data record shall contain a time-stamp, based on the intercepting node's clock that is generated following the detection of the IRI triggering event.
X.2.3.2	Quality
The quality of service associated with the result of interception should be (at least) equal to the highest quality of service of the original content of communication for all participants. This may be derived from the QoS class used for the original intercepted session, TS 23.107 [20]. However, when TCP is used as an OSI layer 4 protocol across the HI3, real time delivery of the result of the interception cannot be guaranteed. The QoS used from the operator (NO/AN/SP) to the LEMF is determined by what operators (NO/AN/SP) and law enforcement agree upon.
X.2.4	Security Aspects
X.2.4.1	General
Security is defined by national requirements.
X.2.5	Quantitative Aspects
X.2.5.1	General
The number of target interceptions supported is a national requirement.
The area of Quantitative Aspects addresses the ability to perform multiple, simultaneous interceptions within a provider's network and at each of the relevant intercept access points within the network. Specifics related to this topic include:
-	The ability to access and monitor all simultaneous communications originated, received, or redirected by the interception subject;
-	The ability for multiple LEAs (up to five) to monitor, simultaneously, the same interception subject while maintaining unobtrusiveness, including between agencies;
-	The ability of the network to simultaneously support a number of separate (i.e. multiple interception subjects) legally authorized interceptions within its service area(s), including different levels of authorization for each interception (i.e. IRI only, or IRI and communication content), including between agencies.
X.2.6	IRI for GCSE based Communications
X.2.6.1	General
The IRI will in principle be available in the following phases of a group communications service transmission:
1. At a communications group creation, when a GCS AS communications group is created that includes the target or when the target is added to an existing communications group; 
2. At the start of a group communications session to which the target is connected;
3. At the point when the target joins an active group communications session;
4. When the target leaves an active group communications session;
5.	At the end of a group communications session, when the GCS AS terminates a group communications session;
6.	At certain times when relevant information are available.
The IRI may be subdivided into the following categories:
1.	Control information for HI2 (e.g. correlation information);
2.	Basic data communication information, for standard data transmission between two parties.
The events defined in TS 33.107 [19] are used to generate records for the delivery via HI2.
There are multiple different event types received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.
Table X.1: Mapping between GCS AS Service Events and HI2 records type
	Event
	IRI Record Type

	Activation of GCSE Communications Group (successful)
	BEGIN

	Start of Intercept with Active GCSE Communications Group
	BEGIN

	User Added
	CONTINUE

	User Dropped
	CONTINUE

	Modification of Target Connection to GCS AS
	CONTINUE

	Deactivation of GCSE Communications Group
	END



A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the ICE or DF2 MF, if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.
Table X.2: Mapping between Events information and IRI information
	Parameter
	description
	HI2 ASN.1 parameter

	Added user id
	Identifies the user added to an active GCSE Group Communications
	addedUserID

	Correlation Number
	The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records.  
	gcseCorrelation

	Dropped user id
	Identifies the user dropped from an active GCSE Group Communications
	droppedUserID

	Event Date
	Date of the event generation in the GCS AS.
	timestamp

	Event Time

	Time of the event generation in the GCS AS. Timestamp shall be based on the GCS AS internal clock.
	

	Event Type
	Description which type of event is delivered: Activation of GCSE GC, User Added to Active GCSE GC, User Dropped from Active GCSE GC, Target Connection Modification, Start of Intercept on an Active GCSE GC, GCSE GC End
	gcseEvent

	GCSE group communications members
	Identifies the members of a GCSE communications group who could potentially participate in an active GCSE communications group
	gcseGroupMembers

	GCSE group communications participants
	Identifies the participants of an active GCSE communications group
	gcseGroupParticipants

	GCSE Group ID
	Identity of the GCSE Communications Group
	gcseGroupID

	Group Communications Characteristics
	Identifies the characteristics of the group communications (e.g., voice, video)
	gcseGroupCharacteristics

	Identity of Visited Network

	Identifies the PLMN serving the UE.
	visitedNetworkID

	Lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifer

	Length of TMGI reservation

	Identifies the duration of the TMGI reservation as allocated by the BM-SC to the GCS AS.
	tMGIReservationDuration

	Location information
	When authorized, this field provides the location information of the target that is present at the GCS AS at the time of event record production.
	gcseLocationOfTheTarget

	Modified Target Connection Method
	Identifies the modified target’s connection to the GCS AS to send and receive communications.
	targetConnectionMethod

	Network Identifier
	Operator ID plus unique identifier for the GCS AS.
	networkIdentifer

	Observed Communications Group ID
	Identity of the GCSE Communications Group
	gcseGroupID

	Observed IMEI
	Target Identifier with the IMEI of the target.
	partyInformation (GcsePartyIdentity)

	Observed IMSI
	Target Identifier with the IMSI of the target.
	partyInformation (GcsePartyIdentity)

	Observed Other Identity
	Target identifier with the NAI of the target.
	partyInformation (GcsePartyIdentity)

	Reason for GCSE Group Comms End
	Provides a reason for why the GCSE Group Communications Ended.
	reasonForCommsEnd

	Reserved TMGI

	Identifies the TMGI assigned for downstream, multicast delivery of communications to the target.
	reservedTMGI

	Target Connection Method
	Identifies the target’s connection to the GCS AS to send and receive communications.
	targetConnectionMethod



NOTE 1:	LIID parameter must be present in each record sent to the LEMF.

X.2.6.2	Events and Event Information
X.2.6.2.1	Overview
This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring Facility (LEMF) to support Lawful Interception (LI). The information is described as records and information carried by a record. This focus is on describing the information being transferred to the LEMF.
The IRI events and data are encoded into records as defined in the Table X.1 Mapping between GCS AS Service Events and HI2 records type and Annex B.X Intercept related information (HI2). IRI is described in terms of a 'causing event' and information associated with that event. Within each IRI record there is a set of events and associated information elements to support the particular service.
The communication events described in Table X.1: Mapping between GCS AS Service Events and HI2 record type and Table X.2: Mapping between Events information and IRI information convey the basic information for reporting the disposition of a communication. This clause describes those events and supporting information.
Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M)	- required for the record,
conditional (C)	- required in situations where a condition is met (the condition is given in the Description), or
optional (O)	- provided at the discretion of the implementation.
The information to be carried by each parameter is identified. Both optional and conditional parameters are considered to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3 syntax.
X.2.6.2.2	BEGIN record information
The BEGIN record is used to convey the first event of GCSE group communications service interception.
The BEGIN record shall be triggered when:
-	a GCSE communications group that includes the target of interception is activated; 
-	the target of a interception is successfully added to an active GCSE communications group;
-	interception is activated for a target of interception who is already a member of an active GCSE communications group.
Table X.3: Activation of GCSE Communications Group (Successful) BEGIN Record
	Parameter
	MOC
	Description/Conditions

	observed IMEI
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ProSe UE ID
	
	

	observed other identity
	
	

	event type
	M
	Provide GCSE group communications event type (i.e., Activation of GCSE Communications Group).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	target connection method
	C
	Provide, when available, the target connection method to the GCS AS.

	GCSE communications group membership list
	M
	Shall be provided.

	Group communications characteristics
	M
	Shall be provided.

	observed communications group id
	M
	Shall be provided.

	GCSE group communications participants
	C
	Provide, if any members of the group are participating in the active group communications.

	reserved TMGI
	C
	Provide, when known, the TMGI via which the target is receiving downstream communications.

	length of TMGI reservation
	C
	Provide, when a TMGI is reserved/renewed and known to be the TMGI via which the target is receiving downstream communications, the validity time of the TMGI.

	Identity of visited network
	C
	Provide, when available, the identity of the visited network through which the target connection is established.

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's UE




Table X.4: Start of Intercept with an Active GCSE Communications Group BEGIN Record
	Parameter
	MOC
	Description/Conditions

	observed IMEI
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ProSe UE ID
	
	

	observed other identity
	
	

	event type
	M
	Provide GCSE group communications event type (i.e., Activation of GCSE Communications Group).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	target connection method
	C
	Provide, when available, the target connection method to the GCS AS.

	GCSE communications group membership list
	M
	Shall be provided.

	Group communications characteristics
	M
	Shall be provided.

	observed communications group id
	M
	Shall be provided.

	GCSE group communications participants
	M
	Shall be provided.

	reserved TMGI
	C
	Provide, when known, the TMGI via which the target is receiving downstream communications.

	length of TMGI reservation
	C
	Provide, when a TMGI is reserved/renewed and known to be the TMGI via which the target is receiving downstream communications, the validity time of the TMGI.

	Identity of visited network
	C
	Provide, when available, the identity of the visited network through which the target connection is established.

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's UE.



X.2.6.2.3	CONTINUE record information
The CONTINUE record is used to convey the events of during a GCSE group communications service interception.
The CONTINUE record shall be triggered when:
-	a user is added as a participant to an active GCSE communications group;
-	a user is dropped from an active GCSE communications group and is no longer a participant;
-	a user is added to the membership list of the GCSE communications group;
-	a user is removed from the membership list of the GCSE communications group;
-	target connection to the GCSE communications group is modified.
Table X.5: User Added to an Active GCSE Communications Group CONTINUE Record
	Parameter
	MOC
	Description/Conditions

	observed IMEI
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ProSe UE ID
	
	

	observed other identity
	
	

	event type
	M
	Provide GCSE group communications event type (i.e., Activation of GCSE Communications Group).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	Added user id
	M
	Shall be provided.

	GCSE communications group membership list
	M
	Shall be provided.

	observed communications group id
	M
	Shall be provided.

	GCSE group communications participants
	M
	Shall be provided.

	reserved TMGI
	C
	Provide, when known, the TMGI via which the target is receiving downstream communications.

	Identity of visited network
	C
	Provide, when available, the identity of the visited network through which the target connection is established.



Table X.6: User Dropped from an Active GCSE Communications Group CONTINUE Record
	Parameter
	MOC
	Description/Conditions

	observed IMEI
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ProSe UE ID
	
	

	observed other identity
	
	

	event type
	M
	Provide GCSE group communications event type (i.e., Activation of GCSE Communications Group).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	Dropped user id
	M
	Shall be provided.

	GCSE communications group membership list
	M
	Shall be provided.

	observed communications group id
	M
	Shall be provided.

	GCSE group communications participants
	M
	Shall be provided.

	reserved TMGI
	C
	Provide, when known, the TMGI via which the target is receiving downstream communications.

	Identity of visited network
	C
	Provide, when available, the identity of the visited network through which the target connection is established.




Table X.7: Modification of Target Connection to the GCS AS CONTINUE Record
	Parameter
	MOC
	Description/Conditions

	observed IMEI
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ProSe UE ID
	
	

	observed other identity
	
	

	event type
	M
	Provide GCSE group communications event type (i.e., Activation of GCSE Communications Group).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	Modified target connection method
	M
	Shall be provided.

	GCSE communications group membership list
	M
	Shall be provided.

	Group communications characteristics
	M
	Shall be provided.

	observed communications group id
	M
	Shall be provided.

	GCSE group communications participants
	M
	Shall be provided.

	reserved TMGI
	C
	Provide, when known, the TMGI via which the target is receiving downstream communications.

	length of TMGI reservation
	C
	Provide, when a TMGI is reserved/renewed and known to be the TMGI via which the target is receiving downstream communications, the validity time of the TMGI.

	Identity of visited network
	C
	Provide, when available, the identity of the visited network through which the target connection is established.

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's UE.



X.2.6.2.4	END record information
The END record is used to convey the end of interception of a GCSE group communications service.
The END record shall be triggered when:
-	the target of a interception is successfully dropped/removed from an active GCSE communications group;
-	interception is deactivated for a target of interception who is already a member of an active GCSE communications group.
Table X.3: GCSE Communications Group END Record
	Parameter
	MOC
	Description/Conditions

	observed IMEI
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed ProSe UE ID
	
	

	observed other identity
	
	

	event type
	M
	Provide GCSE group communications event type (i.e., Activation of GCSE Communications Group).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	M
	Provide to allow correlation of CC and IRI and correlation of IRI records.

	target connection method
	C
	Provide, when available, the target connection method to the GCS AS.

	GCSE communications group membership list
	M
	Shall be provided.

	Group communications characteristics
	M
	Shall be provided.

	observed communications group id
	M
	Shall be provided.

	GCSE group communications participants
	M
	Shall be provided.

	reserved TMGI
	C
	Provide, when known, the TMGI via which the target is receiving downstream communications.

	length of TMGI reservation
	C
	Provide, when a TMGI is reserved/renewed and known to be the TMGI via which the target is receiving downstream communications, the validity time of the TMGI.

	Identity of visited network
	C
	Provide, when available, the identity of the visited network through which the target connection is established.

	Reason for GCSE Group Comms End
	C
	Provide, when available, the reason for the end of the GCSE Communications Group End (e.g., target dropped from GCSE Communications group).

	location information
	C
	Provide, when authorized, to identify location information for the intercept subject's UE.



X.2.7	CC for GCSE based Communications
X.2.7.1	General
The interface protocols and data structures defined in Annex B.11.2 have been enhanced to cater for the requirements of GCSE based group communications.  In particular, media types (bearers) that require multicasting at the GCS AS, a party identifier is needed to identify the source of that bearer stream. The enhanced data structure also allows for the reporting of separate media streams for each user in the group communications.
X.3	GCS AS Outside Intercepting Operator Network
X.3.1	General
In the case where the GCS AS is outside the intercepting operator’s network, packet data interception capabilities can be used to intercept and report a target’s communication.  Such interception is dependent on the network’s ability to identify the target of interception.  In general, for a target accessing the network via LTE based unicast bearer as defined in TS 23.468 [aa], the interception at a S-GW and PDN-GW as defined in Clause 10 shall apply.  This covers all upstream communications from the target as well as any downstream communications received in unicast mode.  For a target that is receiving downstream communications via the BM-SC in multicast mode, a solution is for further study. 


*** NEXT MODIFICATION – New Clause B.X ***


[bookmark: _Toc398716919]B.X	GCSE Services ASN.1
[bookmark: _Toc398716920]B.X.1	Intercept related information (GCSE Services)
Declaration of ROSE operation gcse-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery mechanism, data GCSEIRIsContent must be considered.
ASN.1 description of IRI (HI2 interface)

GCSEHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2gcse(13)  r12 (12) version-1 (1)} 

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

IMPORTS 

		OPERATION, 
		ERROR 
			FROM Remote-Operations-Information-Objects 
			{joint-iso-itu-t(2) remote-operations(4) informationObjects(5) version1(0)}

		LawfulInterceptionIdentifier,
		TimeStamp,
		Network-Identifier,
		National-Parameters,
		National-HI2-ASN1parameters,
		IPAddress

			FROM HI2Operations
			{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
 				  lawfulIntercept(2) hi2(1) version18 (18)} -- Imported from TS 101 671


				
		EPSLocation
	
			FROM UmtsHI2Operations
			{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
 				  lawfulIntercept(2) threeGPP(4) hi2eps(8) r12(12) version-56(56)}; -- Imported
				-- from EPS ASN.1 Portion of this standard

			

-- Object Identifier Definitions

-- Security DomainId
lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains
threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}
hi2gcseDomainId OBJECT IDENTIFIER	::= {threeGPPSUBDomainId hi2gcse(13) r12 (12) version-1(1)}

gcse-sending-of-IRI  OPERATION ::= 
{
	ARGUMENT	GcseIRIsContent
	ERRORS		{ OperationErrors }
	CODE		global:{threeGPPSUBDomainId hi2gcse(10) opcode(1)}
}
-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s. 
-- The timer.default value is 60s.
-- NOTE:	The same note as for HI management operation applies.

GCSEIRIsContent		::= CHOICE
{
	gcseiRIContent			GcseIRIContent,
	gcseIRISequence			GcseIRISequence
}

GCSEIRISequence		::= SEQUENCE OF GCSEIRIContent

-- Aggregation of GCSEIRIContent is an optional feature.
-- It may be applied in cases when at a given point in time
-- several IRI records are available for delivery to the same LEA destination.
-- As a general rule, records created at any event shall be sent
-- immediately and not withheld in the DF or MF in order to
-- apply aggragation.
-- When aggregation is not to be applied,  
-- GCSEIRIContent needs to be chosen.
GCSEIRIContent		::= CHOICE 
{
	iRI-Begin-record		[1] IRI-Parameters,	-- include at least one optional parameter 
	iRI-End-record			[2] IRI-Parameters,
	iRI-Continue-record		[3] IRI-Parameters,	-- include at least one optional parameter 
	iRI-Report-record		[4] IRI-Parameters,	-- include at least one optional parameter 
   ...
}

unknown-version 		ERROR ::= { CODE local:0}
missing-parameter		ERROR ::= { CODE local:1}
unknown-parameter-value	ERROR ::= { CODE local:2}
unknown-parameter		ERROR ::= { CODE local:3}

OperationErrors ERROR ::= 
{ 
	unknown-version | 
	missing-parameter | 
	unknown-parameter-value | 
	unknown-parameter 
}
-- These values may be sent by the LEMF, when an operation or a parameter is misunderstood.

IRI-Parameters		::= SEQUENCE 
{
	hi2gcseDomainId				[0]	OBJECT IDENTIFIER,  -- 3GPP HI2 GCSE domain
	lawfulInterceptionIdentifier	[1] LawfulInterceptionIdentifier,
		-- This identifier is associated with the target.
	timeStamp				[2] TimeStamp, 
		-- date and time of the event triggering the report. 

	partyInformation 		[3] SET OF GcsePartyIdentity, 
		-- This is the identity of the target.

	national-Parameters		[4] National-Parameters OPTIONAL,
	networkIdentifier		[5] Network-Identifier,
	gcseEvent				[6] GcseEvent,	
	correlation				[7] GcseCorrelation OPTIONAL,
	targetConnectionMethod	[8] TargetConnectionMethod	  OPTIONAL,
	gcseGroupMembers		[9] GcseGroup	  OPTIONAL,
	gcseGroupParticipants	[10] GcseGroup	OPTIONAL,
	gcseGroupID				[11] GcseGroupID	OPTIONAL,
	gcseGroupCharacteristics[12] GcseGroupCharacteristics	OPTIONAL,
	reservedTMGI			[13] ReservedTMGI	OPTIONAL,
	tMGIReservationDuration	[14] TMGIReservationDuration	OPTIONAL,
	visitedNetworkID		[15] VisitedNetworkID	 OPTIONAL, 
	addedUserID				[16] GcsePartyIdentity	OPTIONAL,
	droppedUserID			[17] GcsePartyIdentity	OPTIONAL,
	reasonForCommsEnd		[18] Reason	OPTIONAL,
	gcseLocationOfTheTarget	[19] EPSLocation OPTIONAL,
	


...
 
}


-- PARAMETERS FORMATS



GcseEvent ::= ENUMERATED 
{
	activationOfGcseGroupComms				(1),
	startOfInterceptionGcseGroupComms		(2),
	userAdded								(3),
	userDropped								(4),
	targetConnectionModification			(5),
	targetdropped							(6),
	deactivationOfGcseGroupComms			(7),
	...
}

GcseCorrelation ::= OCTET STRING


GcsePartyIdentity ::= SEQUENCE 
{
		imei					[1] OCTET STRING (SIZE (8)) OPTIONAL,
			-- See MAP format [4]

		imsi					[2] OCTET STRING (SIZE (3..8)) OPTIONAL,
			-- See MAP format [4] International Mobile 
			-- Station Identity E.212 number beginning with Mobile Country Code
		
		iMPU			[3]	SET OF IMSIdentity  OPTIONAL,

		iMPI			[4]	SET OF IMSIdentity  OPTIONAL,

		proseUEID		[6] SET OF ProseUEID OPTIONAL,

		otherID			[7] OtherID OPTIONAL,
		
	...
}

IMSIdentity ::= SEQUENCE 
{
		sip-uri					[1] OCTET STRING 	OPTIONAL,
			-- See [REF 26 of 33.108]

		tel-uri					[2] OCTET STRING 	OPTIONAL,
			-- See [REF 67 of 33.108]

	...
}


OtherIdentity ::= SEQUENCE 
{
		otherIdentityEncoding	[1] UTF8String 	OPTIONAL, -- Specifies the encoding format of 
            -- the contents included within the parameter otherIDInfo.

		otherIDInfo				[2] OCTET STRING 	OPTIONAL,
	...
}

GcseGroup ::= SEQUENCE OF GcsePartyIdentity

GcseGroupID ::= GcsePartyIdentity


ProSeUEID ::= OCTET STRING --coded with the 3 octets corresponding to the Source L2 ID of the MAC 
                           --PDU in TS 25.321[cc]. 


GcseGroupCharacteristics ::= SEQUENCE OF
{
		characteristicsEncoding	[1] UTF8String 	OPTIONAL, -- Specifies the encoding format of 
            -- the contents included within the parameter characteristics.

		characteristics			[2] OCTET STRING 	OPTIONAL,
	...
}



TargetConnectionMethod ::= SEQUENCE
{
		connectionStatus [1] BOOLEAN, -- True indicates connected, false indicates not connected.
		upstream	     [2] Upstream 	OPTIONAL, -- Specifies the encoding format of 
		downstream	     [3] Downstream 	OPTIONAL, -- Specifies the encoding format of 
           -- upstream and downstream parameters are omitted if connectionStatus indicates false.
	...
}


Upstream ::= SEQUENCE
{
		accessType [1] AccessType,
		accessId   [2] AccessID, 	 
	...
}


Downstream ::= SEQUENCE OF
{
		accessType [1] AccessType,
		accessId   [2] AccessID, 	 
	...
} -- it may be possible for the UE to receive in multiple ways (e.g., via normal EPS as well 
  -- as mulitcast.

AccessType ::= Enumerated
{
		EPS_Unicast   (1),
		EPS_Multicast (2), 	 
	...
} 



AccessID ::= CHOICE
{
		tMGI 		 [1] ReservedTMGI,
		uEIPAddress  [2] IPAddress, 	 
	...
} -- it may be possible for the UE to receive in multiple ways (e.g., via normal EPS as well 
  -- as mulitcast.


VisitedNetworkID ::= UTF8String -- contains the PLMN ID of the PLMN serving the UE, cooded 
       -- according to [53]



ReservedTMGI ::= OCTET STRING -- Shall be coded with the MBMS-Session-Duration attribute 
                              -- specified in TS 29.468.

TMGIReservationDuration ::= OCTET STRING -- Shall be coded with the TMGI attribute specified 
                                         -- in TS 29.468.

Reason ::= UTF8String

END -- OF GcseHI2Operations

[bookmark: _Toc398716921]B.X.2	Contents of communication (HI3 GCSE Group Communications)
GCSE-HI3 {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) hi3gcse(14) r12(12) version-0(0)}
 
DEFINITIONS IMPLICIT TAGS ::=

BEGIN



IMPORTS

LawfulInterceptionIdentifier,
	
TimeStamp
	FROM HI2Operations 
	{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) hi2(1)  version18(18)}-- from ETSI HI2Operations TS 101 671, version 3.12.1

GcseCorrelation,
GcsePartyInformation
	
	FROM CONFHI2Operations
	{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2)
    threeGPP(4) hi2gcse(13)  r12(12) version-1 (1)};
    -- Imported from Gcse HI2 Operations part of this standard

-- Object Identifier Definitions

-- Security DomainId
lawfulInterceptDomainId OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) lawfulIntercept(2)}

-- Security Subdomains
threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}
hi3gcseDomainId OBJECT IDENTIFIER  ::= {threeGPPSUBDomainId hi3gcse(14) r12(12) version-0(0)}

Gcse-CC-PDU	::= SEQUENCE 
{
 	gcseLIC-header		[1] GcseLIC-header, 
	payload			[2] OCTET STRING
}

GcseLIC-header ::= SEQUENCE 
{
	hi3gcseDomainId					[1]	OBJECT IDENTIFIER,  -- 3GPP HI3 gcse Domain ID
	lIID							[2] LawfulInterceptionIdentifier OPTIONAL,
	correlation						[3]	GcseCorrelation,
	timeStamp						[4]	TimeStamp OPTIONAL,
	sequence-number					[5]	INTEGER (0..65535),
	t-PDU-direction					[6] TPDU-direction,
	national-HI3-ASN1parameters		[7] National-HI3-ASN1parameters OPTIONAL,
	--  encoded per national requirements
	mediaID							[8] MediaID  OPTIONAL,
		-- Identifies the media being exchanged by parties on the GCSE group communications.
...
	
}


MediaID ::= SEQUENCE 
{
		sourceUserID	[1] GcsePartyInformation	OPTIONAL,  -- include SDP information 
			-- describing GCSE Server Side characteristics.

		streamID		[2] OCTET STRING 	OPTIONAL,  -- include streamID from SDP information. 
			
	...
}


TPDU-direction ::= ENUMERATED
{
	from-target 	(1),
	to-target 		(2),
	unknown 		(3),
...
}

END -- OF gcse-HI3



*** END OF MODIFICATIONS ***
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