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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

e2ae
End-to-access edge 
e2e
End-to-end 

GW
Gateway

IMS-ALG
IMS Application Level Gateway 

IMS UE
IMS User Equipment

KMS
Key Management Service

MIKEY
Multimedia Internet KEYing
NAF
Network Application Function

TEK
Traffic Encryption Key

TGK
TEK Generation Key
TLS
Transport Layer Security
************* START OF CHANGE 1 ***************
4.1.2.3
Certificate fingerprints based solution for TLS

Key management solution for e2ae protection of MSRP based media is based on the cipher suites and session keys negotiated via the TLS handshake between the UE and the IMS Access Gateway (GW). The TLS record protocol secures the actual media. Mutual authentication during the TLS handshake is achieved using certificates, with the certificate fingerprints being transmitted using the SDP fingerprint attribute in the SDP offer-answer exchange between the UE and the P-CSCF (IMS ALG).

This approach is specified in RFC 4975 [21]. "TCP/TLS/MSRP" is used as the protocol identifier in the m-line of the SDP, and the "a=fingerprint" attribute is used to provide the fingerprint of the certificate.

TLS profile considerations discussed in annex M of this specification shall be followed to support IMS media plane security.

************* END OF CHANGE 1 ***************
************* START OF CHANGE 2 **************

5.3
Media confidentiality protection

The support for IMS media confidentiality protection is mandatory in an IMS UE supporting  media plane security and mandatory in IMS core network elements (i.e., IMS Access Gateway) supporting e2ae IMS media plane security. 

When IMS media plane security is used, SRTP transforms with null encryption should not be used. 

When TLS is used for IMS media plane security, TLS profile considerations discussed in annex M of this specification shall be followed.
*************END OF CHANGE 2******************

************* START OF CHANGE 3 ***************
5.5.4
Security properties for e2ae protection using TLS

Based on secure mutual authentication leveraged by the integrity protection of the SIP signalling messages (cf. clause 5.4.1), TLS provides secure derivation of session keys to protect the media. 

Similarly as for e2ae protection using SDES, in addition to SIP signalling security, also the Iq interface for signalling between the P-CSCF (IMS-ALG), and the media node terminating MSRP/TLS towards the UE, i.e. the IMS Access GW, needs to be secured, cf. clause 6.2.1.3. 

TLS profile considerations discussed in annex M of this specification shall be followed to support IMS media plane security.

************* END OF CHANGE 3 ***************
************* START OF CHANGE 4 ***************
Annex M (normative):
TLS profile for IMS media plane security 
M.1
General  

TLS shall be supported as specified by the annex E of 3GPP TS 33.310 [22] with the following additions/modifications.

TLS cipher suites without encryption should not be used;
Pre-shared keys shall not be used for e2ae media security. E2ae media security shall be based on the cipher suites and session keys negotiated via the TLS handshake.

Editor's note: It is FFS whether the TLS extensions defined in the 3GPP TLS profile are applicable to IMS media plane security.
Editor's note: It is FFS whether there is a need for an operator to negotiate different TLS parameters (versions, cipher suites, keys, compression methods, certificates, supported TLS procedures, etc.) depending on the type of IMS access networks or e.g. inside the Core Network vs. towards the IMS access networks. 

Editor’s note: Support of TLS session resumption is FFS. If not required, IMS-AGW or MRFP will signal that the session is not resumable during the initial TLS handshake. 
Editor's note: it is FFS whether the IMS-AGW (or MRFP) needs to support renegotiation of the security parameters for an existing TLS session. i.e. be able to initiate or respond to a renegotiation request.
Editor's note: TS 33.203, O.2.1, defines a profile for the use of TLS in IMS access security by listing the additions/modifications wrt 33.310, Annex E. Maximum commonality between the TLS profiles in the UE for IMS media security and IMS access security is desirable, a cross-check between this clause, TS 33.203, O.2.1, and TS 33.310, Annex E, should therefore be performed. 

Editor's note:  TLS certificate profile and validation is missing. A starting point is TS 33.203, O.5.

************* END OF CHANGE 4 ***************
************* START OF CHANGE 5 ***************
Annex N(informative):
Change history

************* END OF CHANGE 5 ***************
